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Heap buffer overflow in ANGLE in Google Chrome on Windows prior to 9
allowed a remote attacker to potentially exploit heap corruption via a craft
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References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nvd@nist.gov.

https://lists.fedoraproject.org/archives/list/package- Mailing List
announce@lists.fedoraproject.org/message/VUZBGKGVZADNA3I24NVGTHAYYUTOSNSA/ Third Party Advisory
https://security.gentoo.org/glsa/202104-08 Third Party Advisory

Hyperlink Resource
https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-desktop_26.html
R MR BR B 45
https://crbug.com/1182937
https://lists.fedoraproject.org/archives,list/package-
announce@lists.fedoraproject.org/message/EAJ42L4JFPBJATCZTMOZQTUDGV40EHHG/
https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/U3GZ42MYPGD35V652ZPVPYYSTATLVXVY/
[ Mailing List
| Third Party Advisory J
| Third Party Advisory J
| Third Party Advisory ]

https://www.debian.org/security/2021/dsa-4911 Third Party Advisory
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Chrome Releases

G O g I e Release updates from the Chrome team

F#8290.4430.93 fr AN 18
Stable Channel Update for Desktop —_['ﬂg%mCVE 2021 212§

Search blog ...
Monday, April 26, 2021
@ Labels -
The Stable channel has been updated to 90.0.4430.93 for Windows, I/Iac and Linux
which will roll out over the coming days/weeks. BB Archive -
A full list of changes in this build is available in the log. Interested in switching release Give us feedback in our
channels? Find out how here. If you find a new issue, please let us know by filing a Product Forums.

bug. The community help forum is also a great place to reach out for help or learn
about common issues.

Security Fixes and Rewards

Note: Access to bug details and links may be kept restricted until a majority of users
are updated with a fix. We will also retain restrictions if the bug exists in a third party
library that other projects similarly depend on, but haven't yet fixed.

This update includes 9 security fixes. Below, we highlight fixes that were contributed
by external researchers. Please see the Chrome Security Page for more information.

[$15000][1199345] High CVE-2021-21227: Insufficient data validation in V8. Reported
by Gengming Liu of Singular Security Lab on 2021-04-15
[$NA][1175058] High CVE 2021 -21232: Use after free in Dev Tools. Reported by

[$TBD][1182937] High CVE 2021-21233: Heap buffer overflow in ANGLE. Reported

by Abraruddin Khan and Omair on 2021-02-26

extensions. Reported by Rob Wu on 2020—10—16 39
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e The State of Exploit Development: 80% of Exploits
Publish Faster than CVEs
— https://unit42.paloaltonetworks.com/state-of-exploit-development/
o LIFHERE 22 oaRi @M I (VANS)EiE
— https://www.nccst.nat.gov.tw/Vans?lang=zh
o AP /ILRBENAS
— https://www.nccst.nat.gov.tw/Vulnerability?lang=zh

e National Vulnerability Database(NVD)
— https://nvd.nist.gov/
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