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JRockit R27.8.1 and R28.3.1; and Java SE Embedded 7u51 allows remote
attackers to affect confidentiality, integrity, and availability via unknown
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CV/SS Score;

Access Vector

AccessComplexity LOW
AccessVector: NETWORK
Authentication: NONE
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References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nud@nist.gov.

http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10698
http://marc.info/?l1=bugtraq&m=140852974709252&w=2
http://rhin.redhat.com/errata/RHSA-2014-0675.html
http://rhn.redhat.com/errata/RHSA-2014-0685.html
http://security.gentoo.org/glsa/glsa-201406-32.xml
http://security.gentoo.org/glsa/glsa-201502-12.xml

/N
http://www.debian.org/security/2014/dsa-2912 E J_ZT EIH L ml:l
http://www.oracle.com/technetwork/topics/security/cpuapr2014-1972952. html

http://www.securityfocus.com/bid/66856
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® View Accounts Try Oradle Cloud Free Tier

using CV coring for an explanation ot how Oracle applies CV55 Z0). Oracle conducts an analysis of each security vulnerability addressed b
a Critical Patch Update (CPU). Oracle does not disclose mformatmn about the security analysis, but the resulting Risk Matrix and associated documentation provide information about the type of vulnerability,

the conditions required to exploit it, and the potential impact of a successful exploit. Oracle provides this information, in part, so that customers may conduct their own risk analysis based on the particulars of

their product usage. For more information, see Oracle vulnerability disclosure policies.

The protocol in the risk matrix implies that all of its secure variants (if applicable) are affected as well. For example, if HTTP is listed as an affected protocol, it implies that HTTPS (if applicable) is also
affected The secure variant of a protocol is listed in the risk matrix only if it is the only variant affected, e g HTTPS will typically be listed for vulnerabilities in SSL and TLS.

Workarounds

Due to the threat posed by a successful attack, Oracle strongly recommends that customers apply CPU fixes as soon as possible. Until you apply the CPU fixes, it may be possible to reduce the risk of
successful attack by blocking network protocols required by an attack. For attacks that require certain privileges or access to certain packages, removing the privileges or the ability to access the packages
from users that do not need the privileges may help reduce the risk of successful attack. Both approaches may break application functionality, so Oracle strongly recommends that customers test changes on
non-production systems. Neither approach should be considered a long-term solution as neither corrects the underlying problem.

Skipped Critical Patch Updates

Oracle strongly recommends that customers apply security fixes as soon as possible. For customers that have skipped one or mare Critical Patch Updates and are concerned about products that do not have
security fixes announced in this CPU, please review previous Critical Patch Update advisories to determine appropriate actions.

Product Dependencies

Oracle products may have dependencies on other Oracle products. Hence security vulnerability fixes announced in this Critical Patch Update may affect one or more dependent Oracle products. For details

regarding these dependencies and how to apply patches to dependent products, please refer to Patch Set Update and Critical Patch Update April 2014 Availability Document, My Oracle Support Note 16182131

N
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?.E‘f'uﬁ'l“’fiﬁkHQ*?UVANS%@E’JL%M*
Al REEE, - "PHHBNYEFHAHRTE ) 2AERKIEER
E%?ﬂ#
c AER TREER, - "ENRTE . EEHANEEENES "ON
A RS )

A NIEWSSEA@EN 7 B Severity Base Score Range

Medium 4.0-69
High 7.0-89
Critical 9.0-10.0
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B E LB IR A RZ MO HEER?
1.EVANS &4 FEISRH A T EREEECPESE

@ ZEFIEECPEEE

CPEAR /@A T~ HWE/SLZEKBIDLE- HWESSEEL-

SRR EECPEAE Mol

/% EREENEEECPEAE T
2 5 2 TZETFEE%THEH@UE‘F‘ZCPHI H ®BREER " SBHREEECPE
= BE | W2 T CPE23, B T CPERBEH,

T >80

f

1A L EFEEBVANSIRFEEFE(VansService@nics.nat.gov.tw)
Jsz Bk
> KRiLZFIHMHE "CPE2.3. B TCPERERHE L I - BAIER ZCPEKE -
A LBEREVANSZ4 - kBT E3~6ENVDEAE T ZCPE
KB E&2EEM

> EH@H‘EH "CPE2.3, & "CPERE B . ¥ - BRIEEZCPERE -
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3.ZNVDE#(https://nvd.nist.gov/products/cpe/search) &% CPE{&
H - Wiz 2% "Include deprecated CPEs |

Search Common Platform Enumerations (CPE)

This search engine can perform a keyword search, or a CPE Name search. The keyword search will pert
the user specified search text. The CPE Name search will perform searching for an exact match, as well
specified in the user-specified CPE Name.

CPE Naming Format: @® 23 O 22

CPE Name or cpe:2.3:a:oracle;jre:1.8.0:update_191:7:"7 "~
Keyword:

I Include deprecated CPEs I

41=%  BHEMER ZCPEIEE
Q Search Results (refine search)

Search Parameters: There are 1 matching records.
» Keyword:
cpe:2.3:a:oracle:jre:1.8.0:update_191:*:":":":*:"
s CPE Status: FINAL,DEFRECATED
s CPE Naming Format: 2.3

Vendor Product Version Update Edition Language

123 (Deprecatedf view cvEs
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SRR EEMERZCPERESG 0N
CPE Summary

Return to Search Listing

© QUICK INFO

1
1
1
1
1
1
1
1
1
1
1
1
! © This CPE has been deprecated to:
: Created On: 01/14/2020
1
1
1
1
1
1
1
1
1
1
1
1
1
1

cpe:2.3:a:oracle:jre:1.8.0:updatel 91" >
y 52 | e Last Modified On: 05/13/2022

HTHYCPEfR E 3 B A 0 R S

CPE Names

version 2.2 e el 88 FY (¢ Y CPE{R B
g, o

Read information about CPE Mame encoding

mmrnze OMAYCPERRE o IEE "FAICPE2.3 4 B2 T HHYCPESTE R
%ﬁau - WEHZE LEBE - BIoEH LEBEVANSHR

CPE Summary

Return to Search Listing

CPE Names %ﬁE'I‘JCPE23 © QUICKINFO
. Created On: 05/13/2022

Version 2.2:

Read information about CPE Name encoding

This CPE has deprecated the following CPE(s):

ENE losira.l oo Moo 101 k80,0 0,5 LA AR 17" ]

tpeaeractefre 80 upaate 19+

——<-CDF NAME COMPONENTS==—" Titles:  Text %ﬁ- E/\] C P E ;T_IU % % %ﬁi’- Locale

I Oracle Java Runtime Environment (JRE) 1.8.0 Update 191 I en_us

_'—\_____________________________________________—_—_—_—_—_—_—_—_—_—_—_—
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VANS SSRAIR
ZHRIFFRZFANRIENFE =77 ZBRABRRNTEHE

i ELEZEENEESE
HEEREVANSZEMBEEREE ZFRHRUEEpluginElTss
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CYNGEY IR0

> CTEEMEER  BERMGR LBEEENST ZSE R -
MAACPERE S E ERERA L BFEZRBEBRE
ABIRBEZEE  LEMEEEBRMZ ARG

Jdlinl

‘¢¢

DR, AR LIEE HE. FIFBRT "o .
B EEL GG T B

2.16.386. 7 Hero Info NiA Cpe:2.3:@ mic rosoft o2 custom
2.16.886. 1 OCR M/E 22 cuslom
2.16.886. 2 Vidware Flayer N/& g 2 custom
2.16.886. z1 C++2015-2019 Redistributable (x536) /A }_ == A[ TE }DJJ ﬁj (0N 22 custom
2.16.886, 1 ATSignServer User Ni& sis 22 custom
2.16.886. 1 Microsoft Office Standard 2013 mmicrosoftoffice:2013:%:*:* B Mic 43’5 —l_ % /T/E $ %:\ "}E 5122 cpe
2.16.866. 1 Nmap 7.80 anmapinmap:7.B80:¥ k¥ NMmap 7.30 20220526 10:51:22 cpe
2.16.886, 1 Microsoft WET Framework 4.8 SDE Microsoft Corporation 480375, rosoftinet_framework:4.8:8rosoft MET Framework 4.8 20220526 10:51:22 cpe
2.16.886. 15 rosoft Office LTSC §EHERE 2021 -zh-|  Microsoft Corporation 16.0.14332.202581 tosoft:office:2021:%:* *:ltsrl Term Servicing Channel (20220526 10:51:22 cpe
2.16.886. 1 Motepad++ (64-bit x64) Notepad ++ Team 3193 N/& N/& 20220526 10:51:22 custom
2.16.886. 1 ATSignServer User AT Information Systems 3202 N/& N/& 20220526 10:51:22 custom
2.16.886. 1 LINE LINE Corporation 6.3.0.2329 orp:line:6.3.0.2329:% * * # &ration LINE 6.3.0.2329 for  202205-26 10:51:22 cpe
2.16.886. 1 Java 8 Update 311 (64 -bit) Oracle Corporation 3.0.3110.11 racle:jre:]1.3.0mpdate3] 1:* Jacle JRE 1.8.0 Update 211 20220526 10:51:22 cpe
2.16.886. 1 &8 Microsoft Teams & Microsoft Teams i 1 N/& N/& 20220526 10:51:22 custom
2.16.886, 1 System CLE Types for SQL Server 20§ Microsoft Corporation 11.0.2100,60 icrosoftisql_server2012: % Microsoft SQL Server 2012 20220526 10:51:22 cpe
2.16.886. 3 ual C++ 2008 Redistributable - 236 9§  Microsoft Corporation 9.0.30729 Ni& Ni& 20220526 10:51:22 custom
2.16.886. 1 Winhferge 2.16.4.0 hingamahoochie Software 2.164.0 nmergewinmerpe:. 16.4:%: WinMerge 2.16.4 20220526 10:51:22 cpe
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SZEm(1/2) i3

e Windows Management Instrumentation
— https://docs.microsoft.com/zh-
tw/windows/desktop/wmisdk/wmi-start-page
e How to find the Windows version using Registry?
— https://mivilisnet.wordpress.com/2020/02/04/how-to-find-the-
windows-version-using-registry/
e Microsoft Docs - Dir

— https://docs.microsoft.com/zh-tw/windows-
server/administration/windows-commands/dir

e NVDE 7 #Juk
— https://nvd.nist.gov/

o ExcelitAMAER
— http://www.gocalf.com/blog/excel-find-from-right.html
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https://docs.microsoft.com/zh-tw/windows/desktop/wmisdk/wmi-start-page
https://mivilisnet.wordpress.com/2020/02/04/how-to-find-the-windows-version-using-registry/
https://docs.microsoft.com/zh-tw/windows-server/administration/windows-commands/dir
https://nvd.nist.gov/
http://www.gocalf.com/blog/excel-find-from-right.html

SEERN(2/2) (IS

o FZKHHZL Microsoft BREE & FiiE £ ilgs5AY57 AR
— https://support.microsoft.com/zh-tw/help/824684/description-of-the-
standard-terminology-that-is-used-to-describe-micro
e Microsoft Power Query for Excel
— https://www.microsoft.com/zh-TW/download/details.aspx?id=39379

o EANX Excel /Y Power Query
— https://support.office.com/zh-tw/article/Power-Query-
%E5%BF%ABY%E9%80%9F%ES5%85%A5%E9%96%80-7104fbee-9e62-
4cb9-a02e-5bfblabc536a

o FRARUNMITE Power Query (A2 1E)
— https://support.office.com/zh-
hk/article/%E5%90%88%E4%BD%B5%E5%A4%9A%E5%80%8B%E8%B3%
87 %E6%96%99%E4%BE%86%E6%BA%90%E7%9A%84%EB%B3%87%E6%
96%99-Power-Query-70cfe661-5a2a-4d9d-a4fe-586cc7878c7d
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https://support.microsoft.com/zh-tw/help/824684/description-of-the-standard-terminology-that-is-used-to-describe-micro
https://www.microsoft.com/zh-TW/download/details.aspx?id=39379
https://support.office.com/zh-tw/article/Power-Query-%E5%BF%AB%E9%80%9F%E5%85%A5%E9%96%80-7104fbee-9e62-4cb9-a02e-5bfb1a6c536a
https://support.office.com/zh-hk/article/%E5%90%88%E4%BD%B5%E5%A4%9A%E5%80%8B%E8%B3%87%E6%96%99%E4%BE%86%E6%BA%90%E7%9A%84%E8%B3%87%E6%96%99-Power-Query-70cfe661-5a2a-4d9d-a4fe-586cc7878c7d
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1.SWList : BBEEE LML E

2.Javalib : 8&2tJavalX={ & 139
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3% & da mn 11K 1E (1/2) i)

o T ExH M5 1E (reg query)

—EHEHSEREIEE - oL FERAEN 2L ENEBER
Officet8Ed Zm 2 2Z%F=KBID

o Windows&EIE T B(FEWMI)

—~EBRAWIndows F EFERFETEREEERFEZRN - FEHZ
o ZBAWMIEE AR RRER - o] BB S22 52=KBID

eg query g

@E N Eﬁc | 1?%%?6 S BT A
SWList.bat \ i, i —_— di

WMI + reg query ' Semsypp EZHKBIDEE

#\a!

E

i
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3% & da mn 1R 1E (2/2)

A AL /e A
o N~< TE/I\—T—/ LJTE £

- EREREAERavall N ER - OB B UIHIRIERITERRS

—Tomcat Javatk T E R R U B T NE|

» cd C:\Program Files\Apache Software Foundation\Tomcat
9.0\webapps\docs\WEB-INF\lib\

|| JawaLib_v1.0.bat 3 |

findstr [') do set NetworkIP=%%a

1 FGR /F "tokens=2 delims=[]"™ %%a in {('ping -4 —n 1 %fcomputername% *|

2
3 rem :::'t‘]ijh‘ M _'7||“' fF1f—L-{rl-l.rr l|1'j_ -I'-rl _'__;==:
4 |cd C:\Program Files\Apache Software Foundatlon\Tomcat
9.DkwebaEPSHdOCSHWEE—INFHlib\
6 rem ===Fl[{HJavapf=UE » AFFE HesviE S UREZE 2 00 RS E===
7 dir *.* /3 IB /ON } %=dpﬂ\3 Javalib\3. javaoutput_% omputername%
tDATE : ~0 , 4%%DATE : ~ 2%%DATE:~8,2%.csv
A A 18 ——
R IETR ¢ X 4
o el =
F It = “y
,, > 5 —>
Javalib.bat JavalAz\ [ Javati =\ =5 8
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1.SWList : BBEFXE A MATNPEEE
2.Javalib : 8&2tJavalX={ &
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fEE R BEERM LR i)

o MBS IRZE USRI E BRI RE B F AR
B IRV R 2 B B ER TR R RAE

—SWoList.bat : BEREFEEZ 4 - BRESE 2% 3KBID
—Javalib.bat : 2&2%f)avalk = &

~OWUERIR : GRELRLEHERRE FE ZERK
~1.OSERIK | FHIFEA#BIBE ZERIK
—2SWERK . ZHEMBEE ERIBEE ZERIK
—3JavalibERIK : FHUavall T ER B E 2Bk K

r v P y FE » USBRER(E) » BBTE »
=Zig

A FEER
—— oL

_ 1.0%
4 T 2. 5W
= ¥ 3 Javalib
= ER (2] Javalib w1.0.bat

LB SWlist_v1.1.bat 145
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HITERER(1/2) |

o STEPL : U=mEEE B 7 HITSWLIsStHIRAE
o STEP2 : g RABEAERERIK - DAIREZE
KBIDBE ~ fFERHAMEM R EBRBE

USE =E# () » EETE » 0WU w
USB=E® (E:l L EE:I o o -
=% use =3® I:E"'I ’ EE:’! Bz OWWU_WINSER2019XB4_20210808.cav
1.05% / ” T
USB =IE#E (E: ELTE 1.08
2.5W 0.WU RERE) > ' v|©
3Javalib 108 o5
Javalibwvi .0 bat \~ .
2.5W T
SVUListv1.3_USB.bat » » u 105 WINSER2019x64_20210808 bt
ERIO) 3 Javalib
=E(E) [#] Javalibv1.0.bat \L.ISB EEZE) » BETE » 25W v [
=) SWListv1.3_USE.bat . ~
0 LzsSESS48TA =i
- e e |:] 2. 5W WINSER2019X64 20210808 b
BRESEHAE BRI
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o STEP3 : IR EHEEB n¥1T)avalibitR1E

o STEPA : 1A BEGERERI RN Z Javall T(E)5

B

UEEERE) » BEIR USB ETM (E) > BEIR
2% -
=4~
DWU
105 0.WU
Zow 1.08
3 Javalib
Javalibv1.0.bat » 2.5W
S\WListvl.3_USB.bat HRIO) 3 Javalib
:iz [E] Javalibv1.0Nat
| | & uzssmEssansw|| SWListvl.3_USK bat

BRhSTAR & B 2R

\

USB EEHE (E) > %QZE‘JWEH&: Yo | =5

B 3 javaoutput WINSER2019X64_20210808.csv
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e STEP1

e STEPZ

RADEEEZEVU D EERK
(Shared_Folder)

ﬁtEﬁWe EE

EDomain Userso]

SFERI(1/3)

/n\IJ-_I '*/\J

BE/E A, BRI
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AX

» EEE o EEEE(C)

| | —8% =H Fi@t Ligges = T

. ~ EEESEEEREER P—
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—— . Perflogs l F#H Eg - En
) Program Files . BEEAB LEXERNAS
! T * Program Files (x86) 3 REEEEEMN):
B =% * Windows TEA MASEER—T [FHR) AR TSESHRAS -
==x 7} .z
L ommmEC T | | 75 (A)
- F R 0A)
—— g —
. SESITHERE - BTEED) =8 mEE
. ] i 2 Adrninictraror wEE
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B s < @ mEEE 4, I ~ EER/EA
==
: o= RS AR - =8
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o En HINEEREEEEE Sharsa folae S=mEm wE
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o STEP3 : &4 ERERMIESR

Shared_Folder - % *

—f& HR Aﬁﬁﬁ‘ﬂﬂﬁzﬁ =H|

=

=

o
m
il

= B TEREE(C)

1K
fitt

PerfLogs

Program Files

- I Shared_Folder I

# Windows
EBE

P

()

1 EEE

iR Ch\Shared_Folder

FEREREEEG):

8B SYSTEM

2 Administrator

SR Domain Users (TEST\Domain Users)
BB Administrators (TEST\Administrators)

EEEEERE  EE-T [EE] -

SYSTEM BIELR(P)

ok
]

EEE

=5
SR
FlEEREAE
L=k

BEA

AN N NN

NERHERERSTE SR T B

BZE
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ERV)

=zl
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ADEHEII D EERI(3/3) i)

e STEP4 : #ZEEIDomain Usersilii%fx " se & #2EH |
Bl T, #PR - Domain Users/EgEE HVel &=
AER - 1E|KT1I$ZE$Z,LEH1H|%E

Shared_Folder #7508 Shared_Folder - 7= > |
=ik —5% =5 =¥ BETrEE  B5IT
s C:\Shared_Folder iEEE C\Shared_Folder
BB EEEEEG): BTN EAEEEG):
HR SYSTEM SR SYSTEM
1 Admini 2 Administrator
1 mr Domain Users (TESTYDomain Users)

ER Domain Users (TEST\Domain Users)

Exammlstratnrs Eg mammlstratnrsi '

EEEEER  BEE-T [BE] - ESEE(E)
» Domain Users BIEER(P) ShEF b
(D). #ZER)

82 Administrators (TEST\Administrators)

2 Domain Users BIEFR(P) FERF EE igﬂ B
. ST v
FlRERERS v
=L v
BEA v

NERHERAEERE 5T EE - B

Fl2EREAE
L=k

3 L == B L0 4. BUH =AW
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o £ HIROURLER R IEZEIIGPO
- #iE TRIBIT L GPO

EET LI
& EEO BEe) RV BEW 2R
= 2FBc|HF

2 #ERAEE test.com AT BEEH [EHI ¥
v A EiZ: testcom AT =R
v & £ .
v j’j test.com EiE
ETE,_r Default Domain Policy |=[ Default Domain Contrallers Policy
5| Domain Controllers '=[ Default Domain Policy
2 | Practice
v msz: | |=sEEsTET cPo HgTELEEECQ.. |
[/ Defz EETEER GPO(L
- 518 GPO %
) f«{m?:: = HEE(E) .
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o AREEGPO - R ENNFEE TR RIE
- BRI TRAMIIT ) GPO - RS IBRIE
- BER  ERGER\RENWIndows R E\IE S - (RLED/BIH)\BI i
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1. o mEmRE e
5 mERRE o) | EEE). v [ Windows 23 mTOAE
S WMIEE: T maN) p—— : g
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2RI HERAE

BT - WABRTREEZEJER
— B "\\[45E =2 E]\SysVol\[#dEZ ] \Policies\{B8 #3117

GPO_GUID\Machine\Scripts\Shutdown
— A% T C:\Windows\SYSVOL\domain\Policies\{E 1 17
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= | Shutdown
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