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References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nud@nist.gou.

http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10698
http://marc.info/?l1=bugtraq&m=140852974709252&w=2
http://rhin.redhat.com/errata/RHSA-2014-0675.html
http://rhn.redhat.com/errata/RHSA-2014-0685.html
http://security.gentoo.org/glsa/glsa-201406-32.xml
http://security.gentoo.org/glsa/glsa-201502-12.xml

/N
http://www.debian.org/security/2014/dsa-2912 E m EIH L ml:l
http://www.oracle.com/technetwork/topics/security/cpuapr2014-1972952.html

http://www.securityfocus.com/bid/66856
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Q Ask "Does Oracle )01S: ® View Accounts Try Orade Cloud Free Tier

using CV corng for an explanation ot how Oracle applies CVS5 Z.0). Oracle conducts an analysis of each security vulnerability addressed b
a Critical Patch Update (CPU). Oracle does not disclose mformatmn about the security analysis, but the resulting Risk Matrix and associated documentation provide information about the type of vulnerability,
the conditions required to exploit it, and the potential impact of a successful exploit. Oracle provides this information, in part, so that customers may conduct their own risk analysis based on the particulars of
their product usage. For more information, see Oracle vulnerability disclosure policies.

The protocol in the risk matrix implies that all of its secure variants (if applicable) are affected as well. For example, if HTTP is listed as an affected protocol, it implies that HTTPS (if applicable) is also
affected The secure variant of a protocol is listed in the risk matrix only if it is the only variant affected, e g HTTPS will typically be listed for vulnerabilities in SSL and TLS.

Workarounds

Due to the threat posed by a successful attack, Oracle strongly recommends that customers apply CPU fixes as soon as possible. Until you apply the CPU fixes, it may be possible to reduce the risk of
successful attack by blocking network protocols required by an attack. For attacks that require certain privileges or access to certain packages, removing the privileges or the ability to access the packages
from users that do not need the privileges may help reduce the risk of successful attack. Both approaches may break application functionality, so Oracle strongly recommends that customers test changes on
non-production systems. Neither approach should be considered a long-term solution as neither corrects the underlying problem.

Skipped Critical Patch Updates

Oracle strongly recommends that customers apply security fixes as soon as possible. For customers that have skipped one or mare Critical Patch Updates and are concerned about products that do not have
security fixes announced in this CPU, please review previous Critical Patch Update advisories to determine appropriate actions.

Product Dependencies

Oracle products may have dependencies on other Oracle products. Hence security vulnerability fixes announced in this Critical Patch Update may affect one or more dependent Oracle products. For details
regarding these dependencies and how to apply patches to dependent products, please refer to Patch Set Update and Critical Patch Update April 2014 Availability Document, My Oracle Support Note 16182131
N
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e Windows Management Instrumentation
—https://docs.microsoft.com/zh-
tw/windows/desktop/wmisdk/wmi-start-page
e How to find the Windows version using Registry?
—https://mivilisnet.wordpress.com/2020/02/04/how-to-
find-the-windows-version-using-reqistry/
e Microsoft Docs - Dir

—https://docs.microsoft.com/zh-tw/windows-
server/administration/windows-commands/dir

e NVDE 5 4G
—https://nvd.nist.gov/

o Excel't G AZERK
—http://www.gocalf.com/blog/excel-find-from-right.html
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https://docs.microsoft.com/zh-tw/windows-server/administration/windows-commands/dir
https://nvd.nist.gov/
http://www.gocalf.com/blog/excel-find-from-right.html

2 EBTR(2/2) =)

o FAZKFHIL Microsoft BXES BB F iR 2ETlT 52 HUER HP
— https://support.microsoft.com/zh-tw/help/824684/description-
of-the-standard-terminology-that-is-used-to-describe-micro

e Microsoft Power Query for Excel

— https://www.microsoft.com/zh-
TW/download/details.aspx?id=39379

o @ Excel #7RY Power Query

— https://support.office.com/zh-tw/article/Power-Query-
%E5%BF%AB%E9%80%9F%ES5%85%A5%E9%96%80-7104fbee-
9e62-4cb9-a02e-5bfblabc536a

o EEFEUIA7E Power Query (& 1} 1E)

— https://support.office.com/zh-
hk/article/%E5%90%88%E4%BD%B5%E5%A4%9A%ES5%80%8B%
E8%B3%87%E6%96%99%E4%BE%86%E6%BAY%90%E7%9A%84%
E8%B3%87%E6%96%99-Power-Query-70cfe661-5a2a-4d9d-
a4fe-586cc7878c7d
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Z3ZWMI Windows Installer(1/7) k))

o HIEEZMAWindows Server 2003 - HL 5
"WMI Windows Installerigft® , - ZRIIES
R B F

o B AL - wmic

Microsoft MWindows L7 5.2.3798]
(C> hRHERTE 1985-2883 Microsoft Corp °

C:sDocuments and Settings“Administrator>wmic

unmicirootscli>soutput "G xDocuments and Settingssinstall-apps.txt" product liszt full
EpELk - I111-828370EDGARA

e

{ERE = ox8A041010

i = EHTER R

SEfl = WMI

wmic trootscli*
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ZEWMI Windows Installeri2 (R ZrIC BT
o _/LﬁT EAIETHIER T RIS EREZET
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Z 4 WMI Windows Installer(3/7) @

o LER_ : RhE T HTIE/BIRWindowsitF .y o IR
Windows o iEEAE P - ##E ' Management and
Monitoring Tools s - WELE "FFAER , &

/

W VRt

LY WSSl WSS YT e Y - e A AN AR A A

Windows Wﬂﬁn F

Windows JTRF
Ao I8 B 1R20S: Windows ST »
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Z#\WMI Windows Installer(d/7) )

FE— . i "Management and Monitoring
Tools s HEEAEP - 2 " WMI Windows

Installeri@tE& 4 © WEHE "ETE
5
T B B TRE ik T s AR P R

Management and Monitoring Tools B9 FTT4(C):

O] B saN FhENs 21MB A

] B Simple Network Management Protocol (SNMP)
‘. ] { g . -

v AN LV P =
& WMI Windows Installer 1825

N - — N -

BATERRZER.: 43MB
BELE% O] A 22l 387137 MB

Lodl)
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Z = WMI Windows Installer(5/7) U

BRI BRiE T N —F , B - BlZHBR%EE
"WMI Windows InstalleriZ2 & |
—1%%% ' 26*" %%‘%%Wmdows Server 2003 7 Z &R & 18

- chn
SRR A E TR B R RSN TE -
— SETHTE IR AP - THEES e - R
' e ERERTRY - A -
HERHR R |
,:.) S Service Pack 2 CD-ROM RO —Et483E -
o H1ig

8% Service Pack 2 CD-ROM HG A FFIFRERDRE fEtE
o BRiElE—T [EE] -

EFE SRR

x| BEE.. |

-t—#E| T—Hw-| | m=m | SEE

162




Z 3= WMI Windows Installer(6/7) k))
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El

hk Windows .=

YEEIEFSERE, Windows TEREFRESE -

SRS EHERE * 5% (oAl -
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2255 \WMI Windows Installer(7/7) =)

o ZWHA/N | ZEIRTHE - BlaIHITWMIC

I ADE
= [y Do
H D
=
S

2 ChDocnments and Setingsl 1 TeerdDocnments j E’ fE3
x | [®%_~ [ o] | 4R [fee e ==
By it 2 ] 2] install-apps. bet 1EBE =z25a0i% 20170025 FH08:50 4
sl - w1 RFIG - wmic - 10 x|

o At B

# |
® |

Microsoft Windows [fff7S 5.2.37981]
<c> ERiEFRRE 1985-2803 Microsoft Corp ©

C:sDocuments and Settings“Administratorumic
vmic srootscliX>soutput: "“"C:sDocuments and Settings*All UserssDocumentssinstall—ap

wmic srootscli>

1 | BRI R L | I
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Z#&=Microsoft Power Query for Excel(1/3) @

e Power Query®#E Excel 2016 - 20199 - ThEE&TE A " HY
BrREm , - AFELEINZEMicrosoft Power Query for Excel

= AExcel 201022013 - E2MEE 4 N EMicrosoft Power

Query for Excel - WiEITZE

— https://www.microsoft.com/zh-
TW/download/details. aspx?ld 39379

jie Microsoft Power Query for Excel ZEET — x i Microsoft Power Query for Excel &2

Microsoft SciEEFRE#EER

¥r:M{#EH Microsoft Power Query for HTER A T mAE S A
~. Excel 82458
e -
4D o o MICROSOFT ¥k R0 RS HEHES:
:j k%ﬁﬁﬁﬁﬂﬁ?ﬁﬂ%{#%hﬂlacsz& P??\leri Eue:x for
Excel $1% [F—25] ST * SHi% ) 4 Wi MICROSOFT POWER QUERY FOR EXCEL
FIEHEREEE B HFEL Microsoft Corporation (RRERHR-ERE - &
- AFFTE S EmE) Z MRS « TR -
(1) i s LinEneE - B B PETSEnEET HETE R (NRFRTE)
g TS FIRER Microsoft ]
ft = ft .
@) P oy + mys v
1 2| |Dsezmrsnromse | 3
E—FE ] | TN HrH FIERF) L@ )| TN HTH
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Z#&=Microsoft Power Query for Excel(2/3) @
o EIELZRHIRK  EHELEK

iie Microsoft Power Query for Excel ZE8%

B EH 3k
{B—TF [T—2F] Bl =43 PRERTRIE FE -

jie Microsoft Power Query for Excel REE%

S Microsoft Power Query for Excel

ZFrdE Microsoft Power Query for Excel F): .
1 EI=L 3L H i EERMETE + B1p—T [R8] - SERESEHEEHIRERT » 3H1% (L5

IC:‘lPrograrn Files (x86)\Microsoft Power Query for Excely
SEFEE(C)...

L£—#6 || TN ] 56 =D HiiH
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ZZ=Microsoft Power Query for Excel(3/3) @

o ETZE

ii® Micrasoft Bower Query for Excel EEE

ji& Microsoft Power Query for Excel ZEE% =

FEEE Mi ft Powe for Excel
e Tierose F Query for Exce 2525 Microsoft Power Query for Excel

2 o i
ZIEE R

FHAZFIREETLRE Miaosoft Power Query for Excel » IR - BIIEFISERE Microsoft Power Query for Excel Zo8EEE - 35

ERAPAILIESE - HiE—T TRl -

ARAE:

Power Query

t—#@ T—HMN) BH +t—#@) || BriH
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THEEZEPostman LR

e 2PostmanB L M Zw T B
—https.//www.postman.com/downloads/

f POSTMAN Product How Collaboration Works Use Cases ™ Pricing Enterprise Explore Learning Center Sign In

Get Postman for Windows

Join 10 million developers and download the ONLY complete APl Development Environment.

M Download

Version 7.18.0 |



https://www.postman.com/downloads/

Postmani& € (1/4) b‘j

® z% FZESS I—/L;\-I;I?'_‘Q “:/\\-I;l?'_‘Q

B Bl i B A R S R0 RIRE - AARIRASSL

SEE 27X A 27K
ARpE m /~A Fhvi

as MyWorkspace * &

Untitled Request

Security
POST - herp s/ I A S restivans/inserts . Save T

You haven't sent any requests
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Postmanix

— K

% =X A~"'5"'<
ARpE m /~A Fhvi

SETTINGS

General

REQUEST

Trim keys and values in request body

Experimental Codegen mode

iE (2/4)

o A SSL/RE B GE

AR E AR

NCCST

HIRETRE - HUZRREARISSL

AE B AR

HEADERS

Send no-cache header

Send Postman Token header

SSL certificate verification

Retain headers when clicking on links

Always open requests in new tab
Always ask when closing unsaved tabs

Language detection

Request timeout in ms (0 for infinity)

Max response size in MB (0 to infinity)

Automatically persist variable values

Automatically follow redirects

Send anonymous usage data to Postman
USER INTERFACE

Editor Font Size (px)

Two-pane view

Show icons with tab names 172



Postmanz& i€ (3/4)

o BHH T T %= U R _EEFIEAPIAR L

P Postman

=POST -

File Edt View Help

s MyWorkspace * &, Imvite

Untitled Request

pos T I

You haven't sent any requests

L) |

xxxxx
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Postmanzz i (4/4)

o LI ZBodyEH - EiEraw - AEBIVERE
JSON - BIoJ5E B B8 &

88 MyWorkspace * &, Invite

LMY
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HITAPIE #(1/2)

o HFAMART /OVRH Z:EEMEEBIJSONTE + M7
HopgAPI KEY ~ OID Kunitname

o FERETHA A E R E|postmantH

W

B e 1t 03 l B change log £4| B VANS_API testjson E3 |
1 e
2 "api_key":
"data”:
[
s [ {
6 "oid™: "wvendortest”,
T "unit_name": "ﬁﬂ[ﬁi{,ﬁﬁﬂ",
8 "asset number": "1%,
7] "product name": "Mozilla Firefox 72.0.1 (x
0 "product_vendor™: "Mozilla",
"product wversion": "72.0.17,
"category": "software™,
"cpe23™: "cpe:2.3:a:mozilla:firefox:72.0.1) v f‘:tps:_.-"JANS.-’res:e’va15:’|nser(5ysteml..mtp'oduct “ Save ~
"product cpename": "Mozilla Firefox 72.0.1
¥,
{
"gid": "wvendortest”, ) Body ®
"unit_name": "ﬁﬂ[ﬁi{,ﬁﬁﬂ",
:asset_nu.mber": “Ls _ none form-data x-www-form-urlencoded ® raw binary GraphQL hd
product name": "MariaDB 10.3 (x64)",
"product_vendor™: "MariaDB Corporation Bb"| 1
"category": "software™, 3 :
T"cpe23™: "cpe:2.3:a:mariadb:mariadb:10.3.9 4= [
"product cpename": "MariaDE 10.3.5" 5 {
1. [ "gid": "vendortes
{ 7 "unit_name":
_ECE LD — 8 "asset_number"”:
9 "product_name” 2.8.1 (x64 zh-TW)",
18 "product_vendor” zilla",
11 "product_version": "72.8.1",
12 "catego "software",
13 "cpe23": "cpe:2.3:a:mozilla:firefox:
14 "product_cpename”: "Mozilla Firefox
5 b
16~
17 "pid": "vendortest”,
18 "unit_name": R,
19 "asset_number”: "1",
20 "product_name" riaDB 18.3 (x64)",
21 "product_vendor” riaDB Corporation Ab", 75




HITAPIE #(2/2)
e TSend - BIEIR T BSR4 R

POST ¥ | htpsifec2-18-179-186-52.ap-northeast-1.compute.amazonaws.com/MANS/restfvans/InsertSystemUnitproduct m Save ¥

P “ProaucT_name”: “CMarlavs 1W.3 | xos) o,

21 "product_vendor®: "MariaDB Corporation &b",

22 "product_version": "18.3.9.8",

23 "category": "software",

24 "cpe23”: "cpe:2.3:a:mariadbimariadb:l@.3. 9 FE s EE R E

25 "product_cpename”: "MarizDE 18.3.9"

26 Ia

27 - {

28 "pid": "wvendortest",

29 “unit_name": "HBIEHERR ",

38 "asset_number": "1",

31 "product_name": "LocalGPO",

32 "product_vendor™: "Microsoft Corporation”,

33 "product_version”: "3.8.68.8",

34 "category"”: "software"”,

35 "cpe23T: "N/A",

36 "product_cpename”: "LocalGPO"

37 ¥

38 ]

s 3

Body Cookies (1) Headers (4) TestResults Status: 200 0K Time: 2.59s  Size: 242 B Save Response

Pretoy Ra Previe sualize J50M - =3 m Q
1 f |
2 "Message": "@181", A/, — N
s dmsernoes vncces | APHEER [EE 2 FHE AN
a |

176



