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CVE-2014-0432

— N o
| CVE-2014-0429 NVD-CWE-noinfo

Unspecified vulnerability in Oracle Java SE 5.0u61, 6u71. Tub1, and 8;
JRockit R27.8.1 and R28.3.1; and Java SE Embedded 7u51 allows remote
attackers to affect confidentiality, integrity, and availability via unknown

vectors related to 2D.
NVDEHSFRIAES s Ay
SENVDE #:7 AR
https://nvd.nist. gov/vuln/detail/CVE-2014-0429

CVSS Score:;

Access Vector

Summary

AccessComplexity LOW
AccessVector: NETWORK
Authentication: NONE
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o ZREINVDEMEZIMEMAL T

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nud@nist.gou.

http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10698
http://marc.info/?l1=bugtraq&m=140852974709252&w=2
http://rhin.redhat.com/errata/RHSA-2014-0675.html
http://rhn.redhat.com/errata/RHSA-2014-0685.html
http://security.gentoo.org/glsa/glsa-201406-32.xml
http://security.gentoo.org/glsa/glsa-201502-12.xml

NIy RS +
http://www.debian.org/security/2014/dsa-2912 J? JIJ:]IT AU EIH @ %I:I
http://www.oracle.com/technetwork/topics/security/cpuapr2014-1972952.html

http://www.securityfocus.com/bid/66856
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Q Ask "Does Oracle )01S: ® View Accounts Try Orade Cloud Free Tier

using CV corng for an explanation ot how Oracle applies CVS5 Z.0). Oracle conducts an analysis of each security vulnerability addressed b
a Critical Patch Update (CPU). Oracle does not disclose mformatmn about the security analysis, but the resulting Risk Matrix and associated documentation provide information about the type of vulnerability,
the conditions required to exploit it, and the potential impact of a successful exploit. Oracle provides this information, in part, so that customers may conduct their own risk analysis based on the particulars of
their product usage. For more information, see Oracle vulnerability disclosure policies.

The protocol in the risk matrix implies that all of its secure variants (if applicable) are affected as well. For example, if HTTP is listed as an affected protocol, it implies that HTTPS (if applicable) is also
affected The secure variant of a protocol is listed in the risk matrix only if it is the only variant affected, e g HTTPS will typically be listed for vulnerabilities in SSL and TLS.

Workarounds

Due to the threat posed by a successful attack, Oracle strongly recommends that customers apply CPU fixes as soon as possible. Until you apply the CPU fixes, it may be possible to reduce the risk of
successful attack by blocking network protocols required by an attack. For attacks that require certain privileges or access to certain packages, removing the privileges or the ability to access the packages
from users that do not need the privileges may help reduce the risk of successful attack. Both approaches may break application functionality, so Oracle strongly recommends that customers test changes on
non-production systems. Neither approach should be considered a long-term solution as neither corrects the underlying problem.

Skipped Critical Patch Updates

Oracle strongly recommends that customers apply security fixes as soon as possible. For customers that have skipped one or mare Critical Patch Updates and are concerned about products that do not have
security fixes announced in this CPU, please review previous Critical Patch Update advisories to determine appropriate actions.

Product Dependencies

Oracle products may have dependencies on other Oracle products. Hence security vulnerability fixes announced in this Critical Patch Update may affect one or more dependent Oracle products. For details
regarding these dependencies and how to apply patches to dependent products, please refer to Patch Set Update and Critical Patch Update April 2014 Availability Document, My Oracle Support Note 16182131
N
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e Windows Management Instrumentation

— https://docs.microsoft.com/zh-
tw/windows/desktop/wmisdk/wmi-start-page

o HAWwMIicEI BZ IS 5EE
— http://jdev.tw/blog2/2487 /wmic-product
e Find windows OS version from command line

— https://www.windows-commandline.com/find-windows-os-
version-from-command/

e Microsoft Docs - Dir

— https://docs.microsoft.com/zh-tw/windows-
server/administration/windows-commands/dir

e NVDE A9k
— https://nvd.nist.gov/

o ExcelltAMAER
— http://www.gocalf.com/blog/excel-find-from-right.html
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e Microsoft Power Query for Excel

— https://www.microsoft.com/zh-
TW/download/details.aspx?id=39379

e Power Query RiE A PS5

— https://support.office.com/zh-tw/article/Power-Query-
%ES5%BF%ABY%EY%80%IF%ES5%85%A5%E9%96%80-
7104fbee-9e62-4cb9-a02e-5bfblabc536a

o SHZEERIRNER (Power Query)

— https://support.office.com/zh-
hk/article/%E5%90%88%E4%BD%B5%E5%A4%9A%ES5%80%8

B%E8%B3%87%E6%96%99%E4%BE%86%E6%BA%I0%ET7 %9
A%84%E8%B3%87%E6%96%99-Power-Query-70cfe661-
5a2a-4d9d-a4fe-586¢cc7878c7/d
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Z3ZWMI Windows Installer(1/7) k))

o HEEZMAWindows Server 2003 - HL 5
"WMI Windows Installerigft® , - JRIIES
R EF

o B AL - wmic

Microsoft MWindows L7 5.2.3798]
(C> hRHERTE 1985-2883 Microsoft Corp °

C:sDocuments and Settings“Administrator>wmic

unmicirootscli>soutput "G xDocuments and Settingssinstall-apps.txt" product liszt full
EpELk - I111-828370EDGARA

e

{ERE = ox8A041010

i = EHTER R

SEfl = WMI

wmic trootscli*
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ZEWMI Windows Installeri2 (R ZrIC BT
o*ﬁ.m /\T”%U“E’J FRTIE S A FRIZ T |
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o LER_ : RhE THTIE/BIRWindowsitF . o IR
Windows o iEEAE P - ##EF " Management and
Monitoring Tools . - WELE "FFAER , &2

/

W VRt

LY WSSl WSS YT e Y - e A AN AR A A

Windows Wﬂﬁn F

Windows JTRF
Ao I8 B 1R20S: Windows ST »
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FE— . i) "Management and Monitoring
Tools s HEEAEF - 2 " WMI Windows

Installeri@f =& 4 + WEHE "ETE
5
T B B TRE ik T s AR P R

Management and Monitoring Tools B9 FTT4(C):

O] B saN FhENs 21MB A

] B Simple Network Management Protocol (SNMP)
‘. ] { g . -

v AN LV P =
& WMI Windows Installer 1825

N - — N -

BATERRZER.: 43MB
BELE% O] A 22l 387137 MB

Lodl)
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SRR BRE T N—F , B - BlEZHB%EE
"WMI Windows Installeri2 & |
—1%%% ' 26*" %%‘%%Wmdows Server 2003 7 Z &R & 18

- chn
SRR A E TR B R RSN TE -
— SETHTE IR AP - THEES e - R
' e ERERTRY - A -
HERHR R |
,:.) S Service Pack 2 CD-ROM RO —Et483E -
o H1ig

8% Service Pack 2 CD-ROM HG A FFIFRERDRE fEtE
o BRiElE—T [EE] -

EFE SRR

~ aEme. |

-t—#E| T—Hw-| | m=m | SEE
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Z 3= WMI Windows Installer(6/7) k))

o WA : TEALE
E

hk Windows .=

YEEIEFSERE, Windows TEREFRESE -

SRS EHERE * 5% (oAl -

125



2255 \WMI Windows Installer(7/7) =)

o WHA/N | ZEIRTHE - BlaI#ITWMIC

I ADE
= [y Do
H D
=
S

2 ChDocnments and Setingsl 1 TeerdDocnments j E’ fE3
x | [®%_~ [ o] | 4R [fee e ==
By it 2 ] 2] install-apps. bet 1EBE =z25a0i% 20170025 FH08:50 4
sl - w1 RFIG - wmic - 10 x|

o At B

# |
® |

Microsoft Windows [fff7S 5.2.37981]
<c> ERiEFRRE 1985-2803 Microsoft Corp ©

C:sDocuments and Settings“Administratorumic
vmic srootscliX>soutput: "“"C:sDocuments and Settings*All UserssDocumentssinstall—ap

wmic srootscli>

1 | BRI R L | I
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Z#&=Microsoft Power Query for Excel(1/3) @

e Power QueryREZiExcel 2016 ~ 2019 - THEERTE S "B
BREs , - AELRINLZFEMicrosoft Power Query for Excel

= AExcel 201022013 - ER2MEE 4 NEMicrosoft Power

Query for Excel - WiEITZ 4

— https://www.microsoft.com/zh-
TW/download/details. aspx?ld 39379

jie Microsoft Power Query for Excel ZEET — x i Microsoft Power Query for Excel &2

Microsoft SciEEFRE#EER

¥r:M{#EH Microsoft Power Query for HTER A T mAE S A
~. Excel 82458
e -
4D o o MICROSOFT ¥k R0 RS HEHES:
:j k%ﬁﬁﬁﬁﬂﬁ?ﬁﬂ%{#%hﬂlacsz& P??\leri Eue:x for
Excel $1% [F—25] ST * SHi% ) 4 Wi MICROSOFT POWER QUERY FOR EXCEL
FIEHEREEE B HFEL Microsoft Corporation (RRERHR-ERE - &
- AFFTE S EmE) Z MRS « TR -
(1) i s LinEneE - B B PETSEnEET HETE R (NRFRTE)
g TS FIRER Microsoft ]
ft = ft .
@) P oy + mys v
1 2| |Dsezmrsnromse | 3
E—FE ] | TN HrH FIERF) L@ )| TN HTH
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o EELIHIR  ERTE

iie Microsoft Power Query for Excel ZE8%

B EH 3k
{B—TF [T—2F] Bl =43 PRERTRIE FE -

jie Microsoft Power Query for Excel REE%

S Microsoft Power Query for Excel

ZFrdE Microsoft Power Query for Excel F): .
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