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References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nud@nist.gou.

http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10698
http://marc.info/?l1=bugtraq&m=140852974709252&w=2
http://rhin.redhat.com/errata/RHSA-2014-0675.html
http://rhn.redhat.com/errata/RHSA-2014-0685.html
http://security.gentoo.org/glsa/glsa-201406-32.xml
http://security.gentoo.org/glsa/glsa-201502-12.xml

/N
http://www.debian.org/security/2014/dsa-2912 E m EIH L ml:l
http://www.oracle.com/technetwork/topics/security/cpuapr2014-1972952.html

http://www.securityfocus.com/bid/66856
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Q Ask "Does Oracle )01S: ® View Accounts Try Orade Cloud Free Tier

using CV corng for an explanation ot how Oracle applies CVS5 Z.0). Oracle conducts an analysis of each security vulnerability addressed b
a Critical Patch Update (CPU). Oracle does not disclose mformatmn about the security analysis, but the resulting Risk Matrix and associated documentation provide information about the type of vulnerability,
the conditions required to exploit it, and the potential impact of a successful exploit. Oracle provides this information, in part, so that customers may conduct their own risk analysis based on the particulars of
their product usage. For more information, see Oracle vulnerability disclosure policies.

The protocol in the risk matrix implies that all of its secure variants (if applicable) are affected as well. For example, if HTTP is listed as an affected protocol, it implies that HTTPS (if applicable) is also
affected The secure variant of a protocol is listed in the risk matrix only if it is the only variant affected, e g HTTPS will typically be listed for vulnerabilities in SSL and TLS.

Workarounds

Due to the threat posed by a successful attack, Oracle strongly recommends that customers apply CPU fixes as soon as possible. Until you apply the CPU fixes, it may be possible to reduce the risk of
successful attack by blocking network protocols required by an attack. For attacks that require certain privileges or access to certain packages, removing the privileges or the ability to access the packages
from users that do not need the privileges may help reduce the risk of successful attack. Both approaches may break application functionality, so Oracle strongly recommends that customers test changes on
non-production systems. Neither approach should be considered a long-term solution as neither corrects the underlying problem.

Skipped Critical Patch Updates

Oracle strongly recommends that customers apply security fixes as soon as possible. For customers that have skipped one or mare Critical Patch Updates and are concerned about products that do not have
security fixes announced in this CPU, please review previous Critical Patch Update advisories to determine appropriate actions.

Product Dependencies

Oracle products may have dependencies on other Oracle products. Hence security vulnerability fixes announced in this Critical Patch Update may affect one or more dependent Oracle products. For details
regarding these dependencies and how to apply patches to dependent products, please refer to Patch Set Update and Critical Patch Update April 2014 Availability Document, My Oracle Support Note 16182131
N
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KB4532936 Microsoft NET Framework 4.8 on Windows Server 2016

Microsoft NET Framework 4.8 on Windows Server 2016 (Server Core installation)
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e Windows Management Instrumentation
—https://docs.microsoft.com/zh-
tw/windows/desktop/wmisdk/wmi-start-page
e How to find the Windows version using Registry?
—https://mivilisnet.wordpress.com/2020/02/04/how-to-
find-the-windows-version-using-reqistry/
e Microsoft Docs - Dir

—https://docs.microsoft.com/zh-tw/windows-
server/administration/windows-commands/dir

e NVDE 5 4G
—https://nvd.nist.gov/

o Excel'tGMAERK
—http://www.gocalf.com/blog/excel-find-from-right.html
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o FAZKFHI Microsoft BXES BB # 1= 2E1lT 52 HUER AP
— https://support.microsoft.com/zh-tw/help/824684/description-
of-the-standard-terminology-that-is-used-to-describe-micro

e Microsoft Power Query for Excel

— https://www.microsoft.com/zh-
TW/download/details.aspx?id=39379

o F@ Excel 37V Power Query

— https://support.office.com/zh-tw/article/Power-Query-
%E5%BF%AB%E9%80%9F%ES5%85%A5%E9%96%80-7104fbee-
9e62-4cb9-a02e-5bfblabc536a

o EFEUNAI7E Power Query (&} 1E)

— https://support.office.com/zh-
hk/article/%E5%90%88%E4%BD%B5%E5%A4%9A%ES5%80%8B%
E8%B3%87%E6%96%99%E4%BE%86%E6%BAY%90%E7%9A%84%
E8%B3%87%E6%96%99-Power-Query-70cfe661-5a2a-4d9d-
a4fe-586cc7878c7d
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RIS E(reg query)

—-FEHEAEREEE - L FERATREN  OERIFSBER
Office’BBF EZ m Z B5%5<KBID

e Windows&I2E T B(fFfEWMI)

—ZEHWindows FSFFERAFRETIEREERRIE X0 - B EH
Z0ERBWMIEEARHKE RIRER - of LB E%22<KBID

reg query q
E / ﬂz%%&% EME

1{7
SWlList. bat ,
WMI + reg query KBID
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— EEIRIE A FA)avall = ERS - ol FE @ L HERIE M I TR 2,
—Tomcat Javabtl T E R FER I E U NE|

» cd C:\Program Files\Apache Software Foundation\Tomcat
9.0\webapps\docs\WEB-INF\lib\

|~ JawaLib_v1.0.bat 3 |

1

[T T o

-1 &0y LN

FOR /F "tokens=2 delims=[]"™ %%a in {('ping -4 —n 1 %fcomputername% *|
findstr [') do set NetworkIP=%%a

cd C:\Program Files\Apache Software Foundation\Tomcat
9.DkwebaEPstocsHWEE—INFHlib\

rem === HJava Ly FE o b esv g ER 4 5 48 F L (R imme
dir *.* /3 /B /ON > %~dp0\3.Javalib\3.javaocutput %*computername%
tDATE : ~0 , 4%%DATE : ~5 ,2%%DATE: ~8 ,2% . Ccs5V

a2 IRIR P
PTiES S X &
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» CPENaming Format: 2.3
Vendor Product Version Update Edition Language

(Deprecated) | View CVEs 185
jre 1.8.0 update_191

oracle



rerEARamncrEREAs U/ )
5./x1E B EENERZCPERE 248 28 BT

CPE Summary

Return to Search Listing

© QUICK INFO

Created On: 01/14/2020
Last Modified On: 05/13/2022

CPE Narmes HAICPERE BN NED
erson - T 11Ty 4~ CPEE B
 cpeifaroracieyjreria-otupdate—191

Version 2

© This CPE has been deprecated to:

«f cpe:2 3:a:oracle:re:1.8.0:updatel9l: > = > ">

Read information about CPE Name enco ding

6.:E e T HTICPERE J DIEE "HACPE2.3 1 H THAY
CPE=EEM , WEME LEBE @ BloJE&EfH LER
VANSZ 4 | cpesummary

Search Listin

Return to g
CPE Names %ﬁE/‘JCPE23 © QUICKIINFO
. Created On: 05/13/2022

Read information about CPE Name encoding

-

This CPE has deprecated the following CPE(s):

W ToeraTa
¥ﬁE’JCPE EL LT vocat

Titles:  Text

I Oracle Java Runtime Environment (JRE) 1.8.0 Update 191 I en_us
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