C/Ld

i e 1651 7881 PG 22 1
&} eS8 TVER AR

HXERLZ TR

COEIYNEED



SRBE S ERACER(1/2)
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o THASE M Z N FC ik

hR 2 BB EAR

112/1/7 BHEHREE =TT

112/1/30 BEHEHREE RSN

« FABRZBEFR RSP /OLLOGO EHA"E
XEBLZEMAELOGO”
112/3/27 - ZE21Hsample_refsZ & 5E" Artifact Object
HE B A"P29”
o FTIBME ="1E ¥ Base64 775"
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HEIEDREMEEERAB1/44) SN

o EDREZHEIKIBEHIZAER ERSHE LR
—BeExRTITREEF1IOZEREBEZSHER
~HRIFRZIASTIX Json(V2. 1) - RE DAL NEYH

FERY

»STIX Meta Objects(SMO)

» STIX Domain Objects(SDO)

» STIX Cyber-observable Objects(SCO)
» STIX Relationship Objects(SRO)

III|1I




HEIEDREMEEEE X RAR(2/44) IR
o XV BRI GFMART

- AEHERERSEIE - STIX Meta Objects BFRIEE

— STIX Domain Objects=ZGrouping * Attack Pattern

Observed Datamh EW) 4

—Indicator + Malware + Malware Analysis#& &R SM/AIES - 8

BAHBAERIEVNRES

> BN ERENRTAIEENEF] - ARIBESEPEILS
ASEELIE@nmap) - BImFEIEE P EILE R

—~ReportBEHEZEEHERYH(EREGENRD)

— STIX Cyber-observable Objects & & EM 4 -
> BYREERIRRERREEHEI(EDR) - BEREBIZ —EXENIPA
tr el —E 22 EIHostname#C £

— STIX Relationship Objects & & H E W4

- Identity &

2 - BEEREREIVA

)4]



#BIEDRE ¢+ Bl S48 210A (3/44)

o« SMEERHBAS

JER YR TRt YjKas R

Grouping(EAREH) \Y;
Attack Pattern(XE3F%) V
|dentity(BELEIEEN - ZRZEN - ELHRE) Y,
Indicator(d #£ 15 & &) Vv

1 STIX Domain Objects(SDO) Malware(BEE X &) v
Malware Analysis(B=Z DT &) \Y;
Observed Data(F# &) \
Report(EDR#R &)
Artifact Object(1&ZBase64 #mH) Vv
Domain Name Object(F#hostname) Vv

2 |STIX Cyber-observable Objects(SCO) |File Object(BEEIFHMER) V
IPv4 Address Object(F#IP) V
Process(o] 28 )& &) (cmd))
Sightning Y

3 STIX Relationship Objects(SRO) Relationships y




¥ EIEDRE A [El{F 15

> == N

I\an

HH(4/44)

JBR e~ YNE INIE
1 type Vv
2 spec_version V
3 Id Vv
4 Created Vv
5 modified Vv
6 created_by_ref
7 revoked
8 labels
9 confidence

10 |lang

11 | external_references
12 | object_marking_refs
13 | granular_markings
14 | extensions




B EDR {4 B8 15 T 38R (5/44)

o EIEDREH

 File Object  —— Atifuct Object
ref

| Domain Name Obect |




HEIEDRE EEE4E X HAR(6/44) IR
® ’izﬁﬁgﬂ¢ﬁﬁ1ﬂgﬁﬁﬁ

IBER Bt BN atE = R 3
1 |name BEEXF SEZME— \Yj
2 |description \BE i V
3 [|labels 15 E 4R SOC:4EE -1 R4 = - HE- 4R ok \Yj
4 | context BEER £EZN-SOCIEE#ERI(ZEMHE—) V

2]
5 |object_refs EE;SDO"SCO SEE T B EEESDOESCOH RIS V
6 |created_by_ref EZEREUZR [ BEEELEEEMldentityE#EpE | V
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HBIEDRE EEE4E X IHAR(7/44) |

® ’izﬁﬁgﬂﬁﬁ'fﬂgﬁ EIH
— &1l

{

"type": "grouping”,

"id": "grouping--9c82a63e-c4fa-4e89-949c-6cad9e430d70",
"created_by_ref": "identity--0290e9ce-cbd1-4c4c-b23f-9585ba965918",
"created": "2021-09-14T08:56:34.935656Z",

"modified": "2021-09-14T08:56:34.935656Z",
"labels":["NICS-orgA-20190605-000004"],

"context": "BEER",

"name": "&FM/BIFENTA",

"description”: "M BN EIGEE A WaterbearB B2 - W EF AP EILELR",
"object_refs": [

]

"report--84e4d88f-44ea-4bcd-bbf3-b2c1c320bcb3",
"artifact--cal7bcf8-9846-5ab4-8662-75c1bf6e6333",

oooooo

11



HBIEDRE #EE 48 X IHAR(8/44) |

o WEFAHNIRAR
~MITRE ATT&CK

> HEEEMITRE ATT&CKE 75 481k
https://attack.mitre.org/resources/working-with-attack/ =2 &%

ERISTIXIE X AZS
_ & RZFMITRE ATT&CK

IBER g R et IWIE
1 |name WEEF A V
2 |description WEEF AT an A V

kill_chain_phases/ | 2 EHAGEERT | 0o Ny
5 E‘L'gggfrggﬁ]’gases/ HERREIRE | SEEH AR

12
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{BIEDRE M EEIETiRAR(9/44) |

o WETF AMEUARHR
~#HI1(MITRE ATT&CK)

& - X & rawgithubusercontent.com/mitre-attack/attack-stix-data/master/enterprise-attack/enterprise-attack-8.0.json e e

"x;mizre_attack_spec_version": "2.1.0%,

"x_mitre_domains": [
"enterprise-attack"”

1

"x_mitre_modified by ref": "identity--c78cb6e5-@c4b-4611-8297-d1b8b55e40b5"

"id": “"attack-pattern--3f886f2a-874f-4333-b794-2a6075009b1c",

"created_by ref": "identity--c78cb6e5-0c4b-4611-8297-d1b8b55e40b5",

“name": “Exploit Public-Facing Application”,

"description”: "Adversaries may attempt to take advantage of a weakness in an Internet-facing computer or program using
software, data, or commands in order to cause unintended or unanticipated behavior. The weakness in the system can be a bug, a glitch,
or a design vulnerability. These applications are often websites, but can include databases (like SQL)(Citation: NVD CVE-2016-6662),
standard services (like SMB(Citation: CIS Multiple SMB Vulnerabilities) or SSH), network device administration and management protocols
(like SNMP and Smart Install(Citation: US-CERT TA18-106A Network Infrastructure Devices 2018)(Citation: Cisco Blog Legacy Device
Attacks)), and any other applications with Internet accessible open sockets, such as web servers and related services.(Citation: NVD
CVE-2014-7169) Depending on the flaw being exploited this may include [Exploitation for Defense Evasion]
(https://attack.mitre.org/techniques/T1211). \n\nIf an application is hosted on cloud-based infrastructure, then expleoiting it may lead
to compromise of the underlying instance. This can allow an adversary a path to access the cloud APIs or to take advantage of weak
identity and access management policies.\n\nFor websites and databases, the OWASP top 1@ and CWE top 25 highlight the most common web-
based vulnerabilities.(Citation: OWASP Top 10)(Citation: CWE top 25)",

"external_references": [

{
"source_name": "mitre-attack",
"external_id": "T1190",
"url": "https://attack.mitre.org/techniques/T1190"

i 13
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#BIEDREE 4 B @152 :HEA(10/44)

o WEF A IURAR
~-#BI2(8E])

"type": "attack-pattern”,
"spec_version": "2.1",
"id": "attack-pattern--0c7b5b88-8ff7-4a4d-aa9d-feb398cd0061",
"created";: "2016-05-12T08:17:27.000Z",
"modified": "2016-05-12T08:17:27.000Z",
"name": "B EHAHIREA",
"description”; "JE LIRS ERER B AR R LUREE BB R IT M LIFBFE",
"kill_chain_phases": [
{
"kill_chain_name"; "lockheed-martin-cyber-kill-chain",
"phase_name"; "Exploitation”
}
]

14



HEEDREH[O{F1ET

anAA(11/44)

o 5B E N1 {5R A
JER B ERVEST et WHIE
1 |name BBl Z);ﬁéﬂ(ﬁﬁi$ \Y;
2 |identity_class |EZEZEEUER [EER" SOC" \Y;
— &l
{
"type": "identity",

"Id": "identity--0290e9ce-cbd1-4c4c-b23f-9585ba965918",

"created"; "2021-09-14T08:56:34.8974847",
"modified": "2021-09-14T08:56:34.8974847",

"name";

"BxREE
"identity_class":

EEEH'J’LBJ‘B )

"SOC

15



#BIEDREE 4 B @15 20 SHEA(12/44)

il e

o S E%E

Frib & s R 0y ~ BB EER 0 -
SPEIGERHP O - EREER PO -

15 JE T8 33k B 75 o Oy

=R/ B4 MV f et o
1 |name B =M BAIPX 7 v
2 |description |EfIHEE EAI0ID Vv
3 [roles BZEK A-B-C-D-E Y,
4 |identity_class\gf7gs,  [iEE" government” Vv
5 |sectors BUFMEE |58 .« KEE « @ EE

B/EE B 2 BB
EWIE RET ~ BRI TTBUF
NEBEEREATXRE - St PO S| V

16



#BIEDREE 4 B @15 20 :HEA(13/44)

o iz BN AR
— 5
{

"type": "identity",

"id"; "identity--0290e9ce-cbd1-4c4c-b23f-9585ba965919",
"created": "2021-09-14T08:56:34.8974847",

"modified": "2021-09-14T08:56:34.8974847",

"name": "OOMHBUFEF /0",

"description”: "2.16.886.101.00000.XXXXX",

"roles":["B"],

"iIdentity_class": "government”,

"sectors":"H R KT “

17



{BIEDRE A O EIZ T IRAA(14/44) |
o EL R ATEIURAR

JER Bt RIS et IR
1 |name e A oI IHE" EDR” \Y;
2 |description |REME EDR & 24 T V
3 |roles BEZPhERE [ EE" e ER X EEE" V
4 |identity_class |sHEEH JHE" system” \Y;

— 5l
{

"type": "identity",

"id"; "identity--0290e9ce-cbd1-4c4c-b23f-9585ba965931",
"created"; "2021-09-14T08:56:34.8974847",

"modified": "2021-09-14T08:56:34.8974847",

"name": "EDR",

"description"; "T5",

"roles":[" i Bh 1Rl K FE A 14 I ),

"Identity_class": "system “



{4 BAEDR = 4+ B {E1& R 3REA (15/44)

RSk A= RVETEE

JBR B WA= Hat WNIE
1 |description BRI - V
2 |indicator_types | BESIZHEE [EE" I0C" =" IOA V
3 PHEILIP STIX PatterningZ= ~i%

pattern cEEm e |EeEestnEs |V
4 |pattern_type |BEIEERNE |BEE" stix’ V

19



#BIEDREE 4 B @152 :HEA(16/44)

RSk A= RVETEE
— 5

"type": "indicator",

"spec_version": "2.1",

"id": "indicator--8e2e2d2b-17d4-4cbf-938f-98ee46b3cd32",

"created": "2016-04-06T20:03:48.000Z",

"modified": "2016-04-06T20:03:48.000Z",

"Iindicator_types": ["OC"],

"description”; "¥t5h i BB = A A ER ",

"pattern”; "[ ipv4-addr:value = '198.51.100.5' OR ipv4-addr:value =
'198.51.100.6 OR domain-name:value = 'www.5z8.info']",

"pattern_type": "stix",

"valid_from": "2021-10-01T00:00:00Z"

20



BIEDRE #EEE4E X IRAR(17/44)  II)

o BEREIN SRR AR

JER B4 LRV et WNIE
e 10 —p gy | SRR SV E T\ I AT A 1R
EEE=
1 name /L‘;\/L‘_A*Eﬂﬁ%%i IlNonell V
2 | description TBEEIVHML - \Y;
malware_types | BEREINREY | moxe S wHiIEy
3 malware-type-ov=Ei V
(2 8RMH_)
: : EANERE | g ‘
O —f = iE\m\ =
4 |is_family e Btruezfalse V
JEZ File Object A4
BEEIVERN | (BREEIV 0] ETEE
> |sample_refs 20 & - ¥ R Artifact v
Object - P29)

21



#BIEDRE 4 B @152 :HEA(18/44)

~r

o BRRENENENIRAR
— &5 p

"type": "malware",

"spec_version": "2.1",

"id": "malware--0c7b5b88-8ff7-4a4d-aa9d-feb398cd0065",
"created";: "2021-05-12T08:17:27.000Z",

"modified"; "2021-05-12T08:17:27.000Z",

"name": "Waterbear",

"description": "EEENEAL.....",

"malware_types": ["backdoor"],

"is_family": false,

"sample_refs": ["file--e277603e-1060-5ad4-9937-c26c97f1ca69"]

22



#BIEDREE 4 B @152 :HEA(19/44)

o BREREIN DT EMMBENIR A

JER B RIS &t R
1 |product EDRG 24 14 - Y,
: EDRIZBHZEZEW 24 | YYYY-MM-
2 |submitted oR 55 [ DDTHH:mm:ss[.s+]Z v
3 |result name CEENEBERE RBREELNEFR/ZSZH | V
w20 s p 2 lEEMalicious -
%/%\%%Etﬁ 737:_*‘:'5 E_I 7 . e . .
4 |result AR A suspicious * benignz | V

unknown

5 |analysis_sco_refs

IEE FiAMEProcess
Objectz& Al %

23



{BIEDRE #EEE4E X IHAR(20/44)  II3)

o REREINDMEMMEURAR
— 5

"type": "malware-analysis”,

"spec_version": "2.1",

"id": "malware-analysis--d25167b7-fed0-4068-9ccd-a73dd2c5b07c",
"created": "2021-10-16T18:52:24.277Z",

"modified": "2021-10-16T18:52:24.277Z",

"product": “"EDR_VENDER",

"submitted"; "2021-10-20T08:36:14Z7",

"result_name": "9/10",

"result"; "Malicious”,

"analysis_sco_refs": ["process--d2ec5aab-808d-4492-890a-3clale3cb06e"]

24
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ER =G KVEE

> == N

I\an

HH(21/44)

B8R =L KAV KA HaT IWNIE
: EDRIFHI=EZ2E1# |YYYY-MM-
1 |first_observed | - pgy pepe DDTHH:mm:ss[.s+]Z v
EDRIZHEZEZEM | YYYY-MM-
2 |last_observed | 5 i osprbg DDTHH:mm:ss[s+]Z | Y
3 |numberobse |z EE 1" Y
- o IE=PTAEMEESCO-
roh B - pds =i -
SRERIPVASIR | o0 Address5 BIFE v
, = 5% 3 1 IEEPTAEMEESCO-
4 |object_refs Hostname£: g Domain Namegs Bl 55 v
=2 FM T 20 |HEFAEMEProcess
stcommand£88 | Objectz@ hlES
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e EIEDRE A EEE IRAB(22/44) i

o T E N UERAR
— 5

"type": "observed-data",

"spec_version": "2.1",

"id": "observed-data--b67d30ff-02ac-498a-92f9-32f845f448cf",

"created": "2021-10-19T719:00:00Z",

"modified": "2021-10-19T719:00:00Z",

"first_observed": "2021-10-19T19:00:00Z",

"last_observed": "2021-10-19T19:05:01Z7",

"number_observed"; 1,

"object_refs":

[
"Ipv4-addr--4d22aae0-2bf9-5427-8819-e4f6abf20a53",
"domain-name--3c10e93f-798e-5a26-a0c1-08156efab7f5",
"process--d2ec5aab-808d-4492-890a-3clale3cb06e"

]

26



#BIEDREE 4 B @15 20 SHEA(23/44)

o EDR# SR AR

JBR B R =R AR
1 |name REE S AEEIES V
2 |description |t V
> lpublished | @ |YOUMM v
4 |object_refs |MEABTLE |EHEArtifact ObjectHiBI5E V

27



{4 BAEDR=E {4 [E {518 = :REA (24/44)

o EDR#x SRR AR
— &5 p

{
"type": "report”,
"spec_version": "2.1",
"id": "report--84e4d88f-44ea-4bcd-bbf3-b2c1c320bcb3",
"created"; "2015-12-21T719:59:11.000Z",
"modified": "2015-12-21T719:59:11.000Z",
"name": "EDR#RE",
"description": "EDRiF M SE R R 5",
"published": "2021-10-20T17:00:00.000Z",
"object_refs":
[
"artifact--cal7bcf8-9846-5ab4-8662-75c1bf6e6333"
]

28



{4 BAEDR = 4+ B {E1& X 3REA (25/44)

o 152 Baseb4 ARG NI5TAR

—MHEE 1
>Report(EDR# )
>File Object(BEREINFAHAER)

®Artifact ObjectH BRI OJ#E S MIETE T
1. ERREEREINERLYBase6s #Ris

2. BERBEEXLBAMZIPEIN(EN : nics) - BiSR4E18EIEBase6d fRis

IBR B4 e i 5 et INIE
R 21X K Baseb4 4R i
1 load_bi - V
R TRy

29



4B EDREE 4 B @15 2 SHEA(26/44)

o 152 Baseb4 ARG NI5TAR
—&p Al

{

"type": "artifact”,

"spec_version":"2.1",

"id": "artifact--cal7bcf8-9846-5ab4-8662-75c1bf6e6333",
"payload_bin": "VBORwWOKGgoAAAANSUhEUgAAADI== ... “

"type": "report”,

"spec_version": "2.1",

"id": "report--84e4d88f-44ea-4bcd-bbf3-b2c1c320bcb3",
"created": "2015-12-21T719:59:11.000Z",

"modified": "2015-12-21T19:59:11.000Z",

"name": "EDRIR ",

"description": "EDRIZ ISR E",

"published": "2021-10-20T17:00:00.000Z",

"object_refs":

"artifact--cal7bcf8-9846-5ab4-8662-75c1bf6e6333"

30



HBIEDRE EEE4E X IRAR(27/44) 3]

o T##hostnamet@ 5T ARB

—HEE
> Observed Data(F &)

IR = R e %]
1 [value hostname - V
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#BIEDR S £ BB 15 203105 (28/44)

\

{

- hostnamet@ 1755 AF
—&p Al

"type": "domain-name",

"spec_version": "2.1",

"id": "domain-name--3c10e93f-798e-5a26-a0c1-08156efab7f5",
"value": "DESKTOP-THXXXX “

"type": "observed-data”,

"spec_version": "2.1",

"id": "observed-data--b67d30ff-02ac-498a-92f9-32f845f448cf",
"created": "2021-10-19T19:00:00Z",

"modified": "2021-10-19T19:00:00Z",

"first_observed": "2021-10-19T19:00:00Z",

"last_observed": "2021-10-19T719:05:01Z7",

"number_observed": 1,

"object_refs":

]

"ipv4-addr--4d22aae0-2bf9-5427-8819-e4f6abf20a53",
"domain-name--3c10e93f-798e-5a26-a0c1-08156efab7f5"
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HEEDREH[O{F1ET

anHA(29/44)

® %,U\$£ILQ$ Hﬂzé\%l_’l'ﬂ%'f -L/\ H
—HEE 1
>Malware(BZ =22V EH)
1B B R et INIE
s 2 ey S SEBHXHIGEH/N(ZRDE
1 |hashes N =] MD5) V
2 |size (EEFANIN B : byte V
3 |name R =Mt A V
: YYYY-MM-
H
4 |ctime WERBUHM | DpTHH:mm:ss[.s+]Z v
: s YYYY-MM-
% 2F 17 H
5 |mtime EZ BN HE DDTHH:mm:ss[.s+]Z V
: YYYY-MM-
H
6 |atime WEFWMEMS | DDTHH:mm:ss[.s+]Z v
7 | content_ref z%?%)@%’eﬁ\g(BaseM SEE Artifact Objectz8 Bl V
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{BIEDRE #EE 48 X EHAR(30/44) )

o B EI A E R NIZZER
—#pH

"type": "file",

"spec_version": "2.1",

"id"; "file--e277603e-1060-5ad4-9937-c26c97f1cab9",

"hashes": {
"SHA-256": "fe90a7....0f25a8915476f5e4bfbac681db",
"SHA-1": "2fd4elc67a2d28fced849eelbb76e7391b93ebl12",
"MD5": "9e107d9d372bb6826bd81d3542a419d6"

b

"size": 25536,

"name": "foo.dll",

"ctime"; "2021-10-01T08:17:27.000Z",

"mtime"; "2021-10-12T08:17:27.000Z",

"atime": "2021-10-12T08:17:27.000Z",

"content_ref": "artifact--cal7bcf8-9846-5ab4-8662-75c1bf6e6311"

"type": "malware”,
"spec_version": "2.1",

"sample._refs": ["file--277603e-1060-5ad4-9937-c26c97f1ca69"]
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HBIEDRE #EE 48 X iHAR(31/44) I

o F1IPHE IR AR
—THEA 1
> Observed Data(F &)

IBER B Ry == INIE
1 [|value FHEIP |PvA4 i fiE V
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{4 R EDREE ¢ B /48 =X SR AR (32/44)

\

{

- I PAR (A% BB

— 5

"type": "ipv4-addr”,

"spec_version": "2.1",

"id": "ipv4-addr--4d22aae0-2bf9-5427-8819-e4f6abf20a53",
"value":"198.51.100.2 “

"type": "observed-data”,

"spec_version": "2.1",

"id": "observed-data--b67d30ff-02ac-498a-92f9-32f845f448cf",
"created": "2021-10-19T19:00:00Z",

"modified": "2021-10-19T19:00:00Z",

"first_observed": "2021-10-19T19:00:00Z",

"last_observed": "2021-10-19T719:05:01Z7",

"number_observed": 1,

"object_refs":

]

"ipv4-addr--4d22aae0-2bf9-5427-8819-e4f6abf20a53",
"domain-name--3c10e93f-798e-5a26-a0c1-08156efab7f5"
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{BIEDRE #EE 48 X IHAR(33/44) I3

o O] ZE)& &) (cmd) B NI=T AR
— TR

>Malware Analysis(B2R2 21T E)
> Observed Data(F# &)

1B EEg RS =Fas INIE
1 |command line |@<137 - V
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{BIEDRE #EE 48 X IHAR(34/44) I3

o 0] %¢E ) (cmd)aAA
—

"type": "observed-data",
"spec_version":"2.1",
"id": "observed-data--b67d30ff-02ac-498a-92f9-32f845f448cf",

"last_observed": "2021-10-19T719:05:01Z",

"number_observed": 1,

"object_refs":
"ipv4-addr--4d22aae0-2bf9-5427-8819-e4f6abf20a53",
"domain-name--3c10e93f-798e-5a26-a0c1-08156efab7f5",
"process--d2ec5aab-808d-4492-890a-3clale3cb06e"

]

{

"type": "process”,

"spec_version":"2.1",

"id": "process--d2ec5aab-808d-4492-890a-3clale3cb06e",

"command_line": "wmic /node:172.16.40.227 /password:1qaz@WSX /user:eric service list “
}
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— BRI EE F )L (Attack Pattern) ~ F#E 5 (Observed
Data) Bl &40t
> &5

"type": "sighting",

"spec_version": "2.1",

"id"; "sighting--ee20065d-2555-424f-ad9e-0f8428623¢79",

"created"; "2016-04-06T20:08:31.000Z",

"modified"; "2016-04-06T20:08:31.000Z",

"description"; "ESET_MAL_LNX_ELF_Waterbear_Malware",

"sighting_of_ref": "attack-pattern--3f886f2a-874f-4333-b794-aa6075009b1c",
"observed _data_refs": ["observed-data--b67d30ff-02ac-498a-92f9-32f845f448cf"],
"where_sighted_refs": ["identity--0290e9ce-cbd1-4c4c-b23f-9585ba965931"]
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{
"type": "sighting”,
"spec_version": "2.1",
"id": "sighting--ee20065d-2555-424f-ad9e-0f8428623a80",
"created": "2016-04-06720:08:31.000Z",
"modified": "2016-04-06T720:08:31.000Z",
"sighting_of_ref": "malware--0c7b5b88-8ff7-4a4d-aa9d-feb398cd0065",
"where_sighted_refs": ["identity--0290e9ce-cbd1-4c4c-b23f-9585ba965931"]

"type": "sighting",

"spec_version": "2.1",

"id": "sighting--ee20065d-2555-424f-ad9e-0f8428623c80",

"created": "2016-04-06T20:08:31.000Z",

"modified": "2016-04-06T20:08:31.000Z",

"sighting_of_ref": "indicator--8e2e2d2b-17d4-4cbf-938f-98ee46b3cd32",
"where_sighted_refs": ["identity--0290e9ce-cbd1-4c4c-b23f-9585ba965931"]
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—FAB ILEE L (Attack Pattern) B2 B2 B8 {11
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"type": "relationship”,

"spec_version"; "2.1",

"id": "relationship--b82b2819-3b86-4bd5-afb3-fa36cfbc3f20",

"created": "2021-09-14T08:56:34.9348957",

"modified"; "2021-09-14T08:56:34.9348957",

"relationship_type": "targets",

"source_ref": "attack-pattern--3f886f2a-874f-4333-b794-aa6075009b1c",
"target_ref": "identity--0290e9ce-cbd1-4c4c-b23f-9585ba965919"
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— Rt ATk (Indicator) A2 22 T (Malware)
> &0

"type": "relationship”,

"spec_version": "2.1",

"id": "relationship--014841f8-eb38-4673-9904-70f67c93dd8b",
"created": "2021-10-16T18:52:24.2777Z",

"modified": "2021-10-16T18:52:24.2777",

"relationship_type": "indicates",

"source_ref": "indicator--8e2e2d2b-17d4-4cbf-938f-98eed46b3cd32",
"target_ref": "malware--0c7b5b88-8ff7-4a4d-aa9d-feb398cd0065 *
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"type": "relationship”,

"spec_version": "2.1",

"id": "relationship--014841f8-eb38-4673-9904-70f67c92dd8b",

"created": "2021-10-16T18:52:24.2777Z",

"modified": "2021-10-16T18:52:24.2777",

"relationship_type": "analysis-of",

"source_ref": "malware-analysis--d25167b7-fed0-4068-9ccd-a73dd2c5b07c",
"target_ref": "malware--0c7b5b88-8ff7-4a4d-aa9d-feb398cd0065 *
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NERAA

)

adware

Any software that is funded by advertising. Adware may also gather
sensitive user information from a system.

backdoor

A malicious program that allows an attacker to perform actions on a
remote system, such as transferring files, acquiring passwords, or
executing arbitrary commands [NIST800-83].

bot

A program that resides on an infected system, communicating with
and forming part of a botnet. The bot may be implanted by a worm
or Trojan, which opens a backdoor. The bot then monitors the
backdoor for further instructions.

bootkit

A malicious program which targets the Master Boot Record of the
target computer.

ddos

A program that is used to perform a distributed denial of service
attack.

downloader

A small trojan file programmed to download and execute other files,
usually more complex malware.

dropper

A type of trojan that deposits an enclosed payload (generally, other
malware) onto the target computer.
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exploit-kit A software toolkit to target common vulnerabilities.

keylogger A type of malware that surreptitiously monitors keystrokes and either records them for
later retrieval or sends them back to a central collection point.

ransomware A type of malware that encrypts files on a victim's system, demanding payment of ransom

in return for the access codes required to unlock files.

remote-access-

A remote access trojan program (or RAT), is a trojan horse capable of controlling a machine

trojan through commands issued by a remote attacker.

resource- A type of malware that steals a system's resources (e.g., CPU cycles), such as a malicious
exploitation bitcoin miner.

rogue-security- A fake security product that demands money to clean phony infections.

software

rootkit A type of malware that hides its files or processes from normal methods of monitoring in

order to conceal its presence and activities. Rootkits can operate at a number of levels,
from the application level — simply replacing or adjusting the settings of system software
to prevent the display of certain information — through hooking certain functions or
inserting modules or drivers into the operating system kernel, to the deeper level of
firmware or virtualization rootkits, which are activated before the operating system and
thus even harder to detect while the system is running.
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Ey WA chi NESEE
(malware_types)

screen-capture A type of malware used to capture images from the target systems
screen, used for exfiltration and command and control.

spyware Software that gathers information on a user's system without their
knowledge and sends it to another party. Spyware is generally used to
track activities for the purpose of delivering advertising.

trojan Any malicious computer program which is used to hack into a computer
by misleading users of its true intent.

unknown There is not enough information available to determine the type of
malware.

virus A malicious computer program that replicates by reproducing itself or
infecting other programs by modifying them.

webshell A malicious script used by an attacker with the intent to escalate and
maintain persistent access on an already compromised web application.

wiper A piece of malware whose primary aim is to delete files or entire disks on
a machine.

worm A self-replicating, self-contained program that usually executes itself
without user intervention.
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using System.[0;

public static String encodeBaseb64Fi1le(String FilePath) {

FileStream 1nFile = new System.IO.FileStream(Fi1lePath, System.IO.FileMode.Open,
System.I0.FileAccess.Read);

byte[] binaryData = new Byte[inFile.Length];

long bytesRead = 1nFile.Read(binaryData, O, (int)inFile.Length);

inFile.Close();

string baseb64String = System.Convert.ToBase64String(binaryData, O,
binaryData.Length);

return base64String;
]
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