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P iEe 2@ % 9 SBOM 1 25 0T A4
e Microsoft shom-tool

e CycloneDX Generator
I 3§ fie Google osv-scanner # 45 A 4 <0 SBOM Ak 45 41 ~ ik » 1817 B4 2 % R4y

¥ o

% PR AR 7 MiRFRE R Windows k37 2@ * Microsoft sbom-tool » Linux Z 8 ¥ 14 i#
* Microsoft sbom-tool £ CycloneDX Generator

M it~ -2 * Windows 10 ¥ Ubuntu Desktop 22.04 LTS :& {7 12 ™ P&

# 42 Github B /& % % blaze %=+ 2.1.2

e qt : https://github.com/blenderskool/blaze/tree/v2.1.2

O GitHub - blenderskool/blaze &= X +

‘ &« > C ( a github.com/blenderskool/blaze/tree/v2.1.2 T B e Y & oM £ » 0O @

B b|ender5koo|/b|aze Public ) Sponsor L\ Notifications % Fork 258 ¢ Star 2k -

<> Code () Issues 10 19 Pullrequests () Actions [ Projects @ Security [+ Insights

© v212 ~ Go to file 8 2 w [ About
File sharing progressive web
é blenderskool Merge pull request #113 from blender... - on Apr 30, 2021 ) 377 app built using WebTorrent and
WebSockets
.github Update link 2 years ago
& blaze.now.sh/
api Update width of release badge 2 years ago
node preact frontend
client Update packages 2 years ago — T g———
common Move to common directory 3 years ago sharing  webtorrent file-transfer
llaborat hacktoberfest
nginx Add reverse proxy for requests to blaze ser... 2 years ago coflaberate ackioberies
pwa-app
server version 2.1.2 2 years ago
J Readme

[ .dockerignore Add api directory 2 years ago


https://github.com/blenderskool/blaze/tree/v2.1.2

Microsoft shom-tool k1 E s po

Microsoft sbom-tool B k& % » 1 & £ 3% p = 2 /it e Package Managers > i f&
Package Managers £ 3% 3 B (2 R EIZ 4oT™ £

T3 & ¥ ¢h Package Managers
go GoMod

Rust Cargo

NET NuGet

Java Maven - Gradle

Node.js NPM ~ Yarn

Python PIP ~ Poety

Ruby Gems

Obijective-C

Swift CocoaPods

R4 #F  https://github.com/microsoft/component-detection
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® Windows10 k5 H ¥ 3%

#HF- ~ % X winget

;ﬁﬁ Mt 7k % 2 winget

Ap B 3P C https://learn.microsoft.com/zh-tw/windows/package-manager/winget/
SE R RE SN AR W LR RES ¢ Tl Y !

Microsoft Store = m] b3

& Home Deals LEs /K L3

EREAZEER

Microsoft Corporation « SABAETE

*dkd o4 33 1B 5=

FEF#: Windows 10 #7 T Microsoft BRB I ZEE L Z6IE

Windows 10 App EBELER: AREM FERELES - £kl
E-FHETT PowerShell FIERTE5 App - TEREAREER.

g%

Bl 1 #c#cid % % winget

# Zx= ~ % % Microsoft sbom-tool 1 %

B £z Windows PowerShell 331%] »% K 4
(FELSRFFNRT FLE > > URSBERERY)
» winget install Microsoft.SbomTool

I E g 2

EN Windows PowerShell



https://learn.microsoft.com/zh-tw/windows/package-manager/winget/
https://apps.microsoft.com/store/detail/%E6%87%89%E7%94%A8%E7%A8%8B%E5%BC%8F%E5%AE%89%E8%A3%9D%E7%A8%8B%E5%BC%8F/9NBLGGH4NNS1?hl=zh-tw&gl=tw&rtc=1

#H F = ~ 47 Microsoft shom-tool #

3.1 ¥ RAacAh T AL 27 blaze-2.1.2" *x & 3" A\ 27 p

32 &7
ZAISIFEELE 3

A\ 7 oz 2 FHL AT blaze-shom” 2z 1 £ Z 4 7 SBOM #h %

« v B wE s us v o S2 T
~ EZE - ST HER
@ OneDrive zE =
o e blaze-2.1.2 2023/9/19 T4 09:36
blaze-sbhom 2023/9/19 T4 09:40
» EDLoL
3 7=
[ e <
2EHEE CER1EER

W
| 5

il | il
W | it
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B 3 A@\zi2pada

3.3 ® Ex Windows PowerShell f}ig?l rp s B A\ 27 Op

» cd C:\Users\user\Documents\

(B A ¥ PEGEF AR T a0 B FRRR PR T FREFHE)
3.4 ® gz Windows PowerShell # » 45 © 31 = sbom-tool-win-x64.exe

» sbom-tool-win-x64.exe generate -b "./blaze-sbom" -bc "./blaze-2.1.2" -pn "blaze" -pv

v1" -ps "nics" -D "true"

(N

-b"# 4 SBOM %%k p 4= 5"

-bc "ie 7 SBOM #Hids chR 442 N 45 B &= % "

-pn "SBOM # # & % £ 4"

-pv "R A BE"

-ps "SBOM 2 2 H ="

D" true #HIf B &P ¢ A 4157 SBOM 4h "
AR NE G LR 4

9
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% 3w ~ 4+ SBOM # %

4.1 B " ~ ¥\~ i2\blaze-sbom\ manifest\spdx_2.2\" B 4% - 35 ¥ manifest.spdx.json #
E RN

spdi 2.2 - O *
“- v > T » % > blaze-sbom » _manifest » spdx 2.2 v | D
o s ~ o EE x
CEDEES || manifestspdxjson 1,095 KB
3 T | | manifestspdxjson.sha256 1 KB
& <&
H 5=
. S N
2 @EE -

B 5 manifest.spdx.json #% % = %

4.2 B gz manifest.spdx.json 4% ¢ - ¢ packages &g ~ # R AELLF 6
{} manifestspdxjson X

2 > _manif s {} manif n > [ ] packages > {} 1350

> [ ]files

> [ 1 packages
"SPDXID": “SPDXRef-Package-82928BC4111CCFA2CD7ER8BE6F83
"downloadlLocation”: "NOASSERTI [ ] relationships
[l s ’ [ spdxVersion SPD
"licenseConcluded”: " SSERTION", . -
"licenseDeclare : SERTION", EaiEiliznez O
"copyrightText”: "NOASSERTION", SPDXID 5
"versionInfo": "3.8.0",
"externalRefs": [

[ ] externalDocumentRefs [

=] name b
documentNamespace h

{} creationinfo

"referenceCategory”: " AGE-M, \GER", [ 1 documentDescribes
“referenceType”: "purl”,

"referencelLocator”: "pkg:npm/chalk@3.e.e"
}
1,
"supplier": "NO.

"name "raw-body",
"SPDXID": “"SPDXRef-Package-5F221D6ED3FABFD6B611481EE@D4426DA56FE12E@BIB67.
"downloadlLocation": " SSERTION",

Rl 6 manifest.spdx.json # § ~ i %4



C: > Users kiiai a : 2> _m spd pdxjson > [ ] relationships
26673

> [ 1files

"relationshipType": "DESCRIBES", > [ 1 packages
"relatedSpdxElement": "SPDXRef-RoctPackage", [ 1 externalDocumentRefs []
"spdxElementId": "SPDXRef-DOCUMENT" [ ] relationships

spdxVersion

. . dataLicense
"relationshipType": "DEPENDS_ON",

"relatedSpdxElement": "SPDXRef-Package-8DA1A51FDECE9S78/
"spdxElementId": "SPDXRef-RootPackage™ name o
documentNamespace
{} creationinfo
"relationshipType": "DEPENDS_ON", 5 [ 1 deemraribesiss
"relatedSpdxElement™: "SPDXRef-Package 16FE@253680. | S55USbSYESUYBULY /4AD / B4DABULT SUBYs 7/ 3F823",
"spdxElementId": "SPDXRef-RootPackage"

"relationshipType": "DEPENDS_ON",
"relatedSpdxElement”: "SPDXRef-Package-B2D3423BBAS840FF3EQ621643EED6D3947B3926F26AB52BD841F6861682FD945",
"spdxElementId": "SPDXRef-RootPackage™

"relationshipType": "DEPENDS_ON",
"relatedSpdxElement": "SPDXRef-Package-@ AE@48C782COAB54D755285C61F130CE115E1B930F 24B159538D1F24@F574",




H AT ~ & K scoop
B £z Windows PowerShell ﬂi%l S =k

»  Set-ExecutionPolicy RemoteSigned -scope CurrentUser
> 1wr -useb get.scoop.sh | iex
ENCRE j:‘z%agimﬁ?} 8

EX Windows PowerShell

CurrentUser

#H A~ & K osv-scanner 1 % ig {7
® £z Windows PowerShell i}i%l % g
»  scoop install osv-scanner
?uév.éﬁa?lﬂﬁag-irﬁ] 9

EN Windows PowerShell

=2

B 9 % % osv-scanner 4p £ B % & &



% =~ 34 {7 osv-scanner 1 & 45 A ) json A 0 7 {5 K RERF K
7.1 B k< Windows PowerShell éi%l rip s BE L 7 A\~ £ \blaze-
shom\_manifest\spdx_2.2\" p 4

» cd C:\Users\user\Documents\blaze-sbom\_manifest\spdx_2.2

(8 it * ] CEFR TR R GiRRAPR Jﬁ&%ﬁ‘_%’?#)
7.2 B F< Windows PowerShell ﬁi%l »dp % 317 osv-scanner

»  osv-scanner.exe --sbom="./manifest.spdx.json" --format json > "./file.json"
SR

--sbom "SBOM #px = B iz "
--format json > "json ﬁ,%ﬁi&l g
i d e LR 10

{ and found 1351

Bl 10 3417 osv-scanner 45 4 % % & &

7.3 B A" A~ #\% % \blaze-sbhom\ manifest\spdx_2.2\" B 4> 35 5] & 2 file.json 4 % 3%
PLE 11

“- v > BB » I » blaze-sbom » _manifest » spdx 22 v
o % ~ EE ES
EDEa | | filejson 1,002 KB
¥ T | | manifestspdxjson 1,095 KB
e | | manifestspdxjson.sha2se 1 KB
H =2
— v
3IEEE CE®R1EEES 097MB =

B 11 file.json #% = %



H I~ ~ &g filejson 4 %

B Ex filejson #h % » < E i p

1SRRI R0k R
{} filejson X

> keroro > uments > blaze-2.1.2 > _manifest > sp
"package":

"version
"ecosystem":

BLon & 27 CVE %9t B 120 B st (s

v [ ] results
v {}o
> {} source

v [ ] packages

“commit": v {}0

3

"vulnerabilities": e
{ > [ 1vulnerabilities

> {} package

"modified": "2023- : > [ 1groups
"published" 9-20T2 > {1
“schema_version": .4.0", >{}r2
"id": "GHSA-93q8-gq69 > {}3
"alincac 5 {14

"CVE-
1, G

"summary": "Inefficient Regular Expression Comple
"details -regex is vulnerable to Inefficient Regular
"affected": [

y which could lead to a denial

"package": {
"ecosystem": "npm",
"ansi-rege
: "pkg:npm/ans

“ranges": [
{

“type": "SE

B 12filejson 4% % & 5 ~ % 33 284k & &2 CVE %5

pau)



® Ubuntu Desktop 22.04 LTS 7k 3 4 (%4 2
H -~ &% curl
® gz terminal %J g <
» snap install curl
*iEEmNE e L@ 13

user@Ubuntu22: ~

:-5% spap install curl

curl 8.1.2 from Wouter wvan Bommel (woutervb) installed
=S

B 13 =% % curl 4p 4 2% %6

#H = ~ T §* shom-tool

2.1 B kx terminal ﬁi%l »3p £ T §* shom-tool

»  curl -Lo sbom-tool https://github.com/microsoft/sbom-
tool/releases/latest/download/sbom-tool-linux-x64

2.2 B Fx terminal %] »dp % K Z_shom-tool & *2

» chmod +x sbom-tool

2.3 B kx terminal %] * 3 % FEzh shom-tool &7 K T = =

> s

A él 'E o LB 14

user@Ubuntu22: ~ Q = - ul

:$ curl -Lo sbom-tool https://github.com/microsoft/sbom-tool/frelea
ses/latest/download/sbom-tool-1inux-x64
% Total % Recelved % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
(6] 5] (5] 5] 5] (6] (5] mlm=l== ==le==il== ==l--i-- (5]
(0] (0] (5] (0] (0] (0] (5] -l--1-- I--l-- - - (5]
100 70.6M 100 70.6M 5] e 8145k 0 0:00:08 0:00:08 --:--:-- 8886k
S chmod +x sbom-tool
S 1s

B |
Bl 14 T ' sbom-tool ¥ X TiEVE % F &



https://github.com/microsoft/sbom-tool/releases/latest/download/sbom-tool-linux-x64
https://github.com/microsoft/sbom-tool/releases/latest/download/sbom-tool-linux-x64

% Z = ~ 34 {7 Microsoft sbom-tool # 4
3.1 #T fUen A il % 4% 1 481 B Extract to.. . iE (7 f2 R 45 zip > 2R W 15

(s Home /

D Recent
% Starred
(i} Home
@ Documents
¢ Downloads
J1 Music

(& Pictures

Downloads

ZiP

blaze-2.1.2.
zip

[ open with Archive Manager
Open With Other Application
Cut

Copy

Move to...

Copy to...

Move to Trash

Rename...

Extract Here

Extract to...

compress...

Send to...

Star

Properties

Bl 15 ¥R G408 17 2Rk 15(- )

3.2 iE# Home ¥ 3% 7 Select » 35 B] 16

Cancel

D Recent

{3} Home

[ Documents
¢ Downloads
J1 Music

(& Pictures

B Videos

i, Trash

+ Other Locations

<

008000000080

ol ol olc

{at user

atom
blaze-sbom
Desktop
Documents
Downloads
Music
Pictures
Public

snap
Templates

Videos

Downloads

Select Extract Destination

Bl 16 $1R i€ 17 j# B 4k 15(= )

“blaze-2.1.2.zip" selected (1.3 MB)

04

]
Q.

“
w wn
23




3.3 ** Home # = - # P 4% blaze-shom” 2z % SBOM #; %
AN
{it Home

0 Recent
* Starred Pictures

(it Home

[2) Documents i i sbom-tool

{ Downloads
7 Music

&7 Picktures

Bl 17 <3 R4eag i 2 2%k SBOM % e 4

3.4 B fx terminal ﬂi.%] » # 7 sbom-tool

»  ./sbom-tool generate -b "./blaze-sbom™ -bc "./blaze-2.1.2" -pn "blaze" -pv "v1" -ps
"nics" -D "true"

AP

-b"A 24 SBOM k3 k chp &z 3"

-bc "i& 7 SBOM 4y i 40423 76 P g B "

-pn "SBOM # 2 & % L "

-pv R A H

-ps "SBOM # 2 H ="

-D "% & true #%-W'J“,f Pékp e &4 SBOM %"

%s\.ﬁﬁﬁ%ﬁg&%} 18 22§ 19

~ user@Ubuntu22: ~

1§ . /sbom-tool rate -b "./blaze-sbom" -bc "./blaze-2.1.2" -pn "blaze" -pv "vi1" -ps "nics” -D "true"
information|Log file: t _Le
information]|Run correlatien id 8
information|Finding components...
information
information
information||Component Detector Id |Detection Time |# Components Found |# Explicitly Referenced
information |
information]|CocoaPods |@.084 seconds
information |
information||Go |8.87 seconds
information |
information]|Gradle |8.065 seconds
information |
information||Ivy (Beta) |@.882 seconds
information |

| |
le |
| |
| |
| |
| |
| |
| |
EEEEEE———————
information]|Linux |@.082 seconds ] |e
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |

]

] ]

information |
information ] [MvnClL |@.884 seconds
information |
information]|Npm |@.14 seconds
information |
information||NpmLockfile3 (Beta) |8.19 seconds
information |

]

¢}

information]|NpmWithRoots |8.21 seconds
information |
information||NuGet |8.2 seconds



[l

information
information
information
information
information
information
information
information
information
information
information
information
information
information
information
information
information
information
information
information
information
information
information
information
information
information
information
information

|NuGet

|NuGetPackagesConfig

|NuGetProjectCentric

|Pip

|Pnpm
|Poetry (Beta)
|Ruby

|RustCrateDetector

M

|vepkg (Beta)

|yarn

|Total

Detection time:
Scan Manifest fi

|8.2 seconds
0.23 seconds
0
0.22
(¢}
0

seconds

0.26 seconds

0.2564672 seconds.
8 " a £

-
|9.2 seconds

.22 seconds
seconds

.22 seconds

.069 seconds

user@Ubuntu22: ~

]

]
]
]

]

]

1350

e

|8.2 seconds

.22 seconds

.22 seconds

|

|

|

|

|

|

|

|

L ————————
|

I —————————
|

e EEEEE—————
|

|

|

|

|

|

|

I ———————————
]

|
|
|

Bl 19 #4{7 sbom-tool 454 % F 6 (T)

% e ~ &5 SBOM H %
4.1 B f<” home/blaze-sbom/_manifest/spdx_2.2”
2B 20

4 spdx_2.2 : Q = (v | = - m] x
70 Recent
fJ

* Starred manifest. manifest.

spdx.json spdx.json.
{at Home sha256
[2) Documents
{ Downloads
1 Music
] Pictures

B 20 manifest.spdx.json ## % > %



4.2 B gz manifest.spdx.json 4% & - ¢ packages & | ~ R AERLF 21

manifest.spdx.json

~/blaze-sbom/_manifest/spdx_2.2

"name" :
"SPDXID":

"downloadLocation":
"filesAnalyzed": false,
"licenseConcluded”:
"licenseDeclared":
"copyrightText":
"versionInfo": B
"externalRefs": [

"referenceCategory":
"referenceType":
"referencelLocator”:
}
]J
"supplier”:

]

"name" :
"SPDXID":

"downloadLocation":

tlesAnalyzed : Talse,
"licenseConcluded”:
"licenseDeclared":
"copyrightText":
"versionInfo": B
"externalRefs": [

"referenceCategory":
"referenceType":
"referenceLocator”:

JSON ~ Tab width: 8 v

®l 21 manifest.spdx.json % g ~ i 5% 4

Ln 35, Col 64

INS




4.3 B gz manifest.spdx.json 4 % & - ¢ relationships & 5 =~ * B (2350 B 22

manifest.spdx.json
~/blaze-sbom,/_m eﬂifr:s'tll.-'sr;d:«._;.z save = - = X
: [
"relationshipType": ,
"relatedSpdxElement": ,
"spdxElementId":
}J
{
"relationshipType": B
"relatedSpdxElement":
"spdxElementId":
}J
{
"relationshipType": B
"relatedSpdxElement":
"spdxElementId":
}J
{
"relationshipType": B
"relatedSpdxElement":
"spdxElementId":
}J
{
"relationshipType": B
"relatedSpdxElement":
"spdxElementId":
}J
{
"relationshipType": B
"relatedSpdxElement":
JSON ~ Tabwidth: 8 ~ Ln23, Col9 - INS

Bl 22 manifest.spdx.json & 5 =~ i B %



#H I ~ 4 osv-scanner 1 %

51 + §‘ osv-scanner 1 E

https://github.com/google/osv-scanner/releases/latest/

2 vl14.0 %% 5 B

B IERB 5 Linux 64 - &k 8 0 5 F linux-amdé4 £ #

https://github.com/google/osv-scanner/releases/download/v1.4.0/0sv-

scanner_1.4.0 linux_amd64

5.2 B kx terminal x%i%l »dp % T 4% osv-scanner 1 %

» curl -Lo osv-scanner https://github.com/google/osv-
scanner/releases/download/v1.4.0/osv-scanner_1.4.0 linux_amd64

5.3 B £z terminal x%i%l » a‘ﬁ 4 2k Z_osv-scanner 1 E g1

» chmod +x osv-scanner

Zafsfnd F o LB 23

gl user@Ubuntu22: ~ Q = — O

:S curl -Lo osv-scanner https://github.com/googlefosv-scanner/releases/download/v1.4.0/osv-scanner_1.4.6_linux_amd64
% Total % Recelved % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
] ] ] ] ] 0 ] B --i--l-- -el-sles --l-o-i--
100 15.6M 100 15.6M (<] 0 5778k @ 0:00:02 ©:00:02 --:--:--
:- S chmod +x osv-scanner
]

¥

Bl 23 T §% osv-scanner 1 & &K THERedp £ B R R G

6.1 B £z terminal ﬁig?l »3dp % 3L {7 osv-scanner 1 %

» .Josv-scanner --shom="./blaze-sbom/_manifest/spdx_2.2/manifest.spdx.json" --format
json > "./blaze-sbom/_manifest/spdx_2.2/file.json"

D

--sbom "SBOM #, % =% "

--format json > "json ;kéji%ﬂi%l AR

A jﬂ%ag.ﬂf%] 24

user@Ubuntu22: ~ Q = — u]

:-§ ./osv-scanner --sbom="./blaze-sbom/ manifest/spdx_2.2/manifest.spdx.json” --format json > "./blaze-

sbom/_manifest/spdx_2.2/file.json”
Scanned /home/usei/blaze—sb:)m/_manifest/spdx_z.2/mam’.fest.spdx.js:)n as SPDX SBOM and found 1351 packages
HE)

B 24 34 {7 osv-scanner 1 & 1n LE%da



https://github.com/google/osv-scanner/releases/latest/
https://github.com/google/osv-scanner/releases/download/v1.4.0/osv-scanner_1.4.0_linux_amd64
https://github.com/google/osv-scanner/releases/download/v1.4.0/osv-scanner_1.4.0_linux_amd64
https://github.com/google/osv-scanner/releases/download/v1.4.0/osv-scanner_1.4.0_linux_amd64
https://github.com/google/osv-scanner/releases/download/v1.4.0/osv-scanner_1.4.0_linux_amd64

6.2 B <" [home/blaze-sbhom/_manifest/spdx_2.2" P 4% > 35 1| file.json # %< B 25

4 {st Home / blaze-sbom / _manifest / spdx_2.2

0 Recent y \
O (V)
* Starred manifest. manifest.
spdx.json spdx.json.
(it Home sha2s6
3 Documents

¥ Downloads

1 Music

&7 Pictures
“file.json” selected (500.5 kB)

B 25file.json #/% =%

#H 2=~ &5 filejson 4 %
B kc filejson #h% » 2 2 F P L A 258K A8 CVE %hiiiE L B 26 5 B 4pitis

S e dtiE I K v R
r

file.json —
Open ~ [+ -/blaze-sbom/_manifest/spdx_2.2 Save - = = x
{

"narkans"- r
"name" :
"version":
"ecosystem”: .
TC .

1|

"wulnerabilities": [
{
"modified”:
"published": 5
"schema_version": ,
"id":
"aliases": [

N |

"summary”: B
"details":

\n\n \n \n
\n\n \n \"1\"\n o
\u@e3c \n \" \"\n \n \"IN"sAnAN

\n \" \" t \n

\n \n \" \"
\n E

"affected": [
{

"package": {
"ecosystem”: .
"name" :
"purl”:

JSON v~ Tab width: 8 v~ Ln 15, Col 13 i INS

Bl 26 filejson 4% & § ~ i 33 gk & &2 CVE %5t



CycloneDX Generator B /a1 E zLp!

CycloneDX Generator h1 & » 1 Z £ 3 p = 4 j e Package Managers » i g
Package Managers £ 3% 3 B (2 R EIZ 4oT™ £

T3 i ¥ Package Managers
. npm-shrinkwrap.json, package-lock.json, pnpm-lock.yaml,
node.js . i o
yarn.lock, rush.js, bower.json, .min.js
java maven (pom.xml), gradle (build.gradle, .kts), scala (sbt), bazel
php composer.lock
ython pyproject.toml, setup.py, requirements.txt, Pipfile.lock,
P poetry.lock, pdm.lock, bdist_wheel, .whl, .egg-info
go binary, go.mod, go.sum, Gopkg.lock
ruby Gemfile.lock, gemspec
rust binary, Cargo.toml, Cargo.lock
.csproj, packages.config, project.assets.json,
.Net :
packages.lock.json, .nupkg
dart pubspec.lock, pubspec.yaml
haskell cabal.project.freeze
elixir mix.lock
c/c++ conan.lock, conanfile.txt
clojure Clojure CLI (deps.edn), Leiningen (project.clj)
swift Package.resolved, Package.swift (swiftpm)

7+ % & : https://github.com/CycloneDX/cdxgen



https://github.com/CycloneDX/cdxgen

® Ubuntu Desktop 22.04 LTS 7k 3 4 (%4 2
H -~ &% curl

B Ex terminal ﬁ%] rE KA

» snap install curl

ZafstadlF o LB 27

user@Ubuntu22: ~

:-5% spap install curl

curl 8.1.2 from Wouter wvan Bommel (woutervb) installed
=S

B 27 x Xcurldp s 25 %o

H A= ~ T4 cdxgen

2.1 B fx terminal 31%] »3p 4 T §¢ cdxgen

> curl -Lo cdxgen https://github.com/CycloneDX/cdxgen/releases/latest/download/cdxgen
2.2 B k< terminal 31%] »dp % 3K T cdxgen g 'R

» chmod +x cdxgen

£ N jﬂ’.%ﬁ»;iﬂ.l%] 28

user@Ubuntu22: ~ Q

: % curl -Lo cdxgen https://github.com/CycloneDX/cdxgen/releases/latest/download/cdxgen
% Total % Receilved % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
e 5] ] (5] (5] (5] (5] @ --I--I-= ==l=-I1-= ==1=-=I--
(5] 0 (6] (5] (5] (6] (5] 0 -

1@ 261M 100 261M (5] 0 25.2M 6 ©0:00:10 ©0:00:10 --:--:--
:§ chmod +x cdxgen
HE)



https://github.com/CycloneDX/cdxgen/releases/latest/download/cdxgen

H A=~ 17 cdxgen F 4
3.1 & ;“ R e AR %+ 42:E F VExtract to. . ViE (7 ;@;ngﬁ zip» F LB 29

(s Home /

D Recent
% Starred
(i} Home
@ Documents
¢ Downloads
J1 Music

(& Pictures

Downloads

ZiP

blaze-2.1.2.
zip

[ open with Archive Manager
Open With Other Application
Cut

Copy

Move to...

Copy to...

Move to Trash

Rename...

Extract Here

Extract to...

compress...

Send to...

Star

Properties

Bl 29 ¥R G468 17 2R 17(- )

3.2 iE# Home ¥ 3% 7 Select » 35 B] 30

Cancel

D Recent

{3} Home

[ Documents
¢ Downloads
J1 Music

(& Pictures

B Videos

i, Trash

+ Other Locations

<

008000000080

ol ol olc

{at user

atom
blaze-sbom
Desktop
Documents
Downloads
Music
Pictures
Public

snap
Templates

Videos

Downloads

Select Extract Destination

Bl 30 $H R sk e 7 F2 R Ak 7(=)

“blaze-2.1.2.zip" selected (1.3 MB)

04

(TR TR
2

“
w wn
23




3.3 ** Home # = - # P 4% blaze-shom” 2z % SBOM #; %
=L RE 31

( {st Home : Q = v = - m] b
U Recent
B ipl &
* Starred blaze-2.1.2  blaze-sbom Desktop Documents  Downloads Music Pictures
B 0 DD & & e
(2 Documents Public snap Templates Videos cdxgen osv-scanner  sbom-tool

{ Downloads
JJ Music

[&] Pictures

B 31 *x % R4psEeriE > 2cd SBOM 4% 1P 4+

3.2 B fx terminal ﬁia?l »dp % 37 cdxgen
» .Jcdxgen -r “./blaze-2.1.2” -0 “./blaze-sbom/sbom.json” --spec-version 1.4

-r "2 {7 SBOM # s e R 40425 76 P i B "
-0"#A2 4 SBOM %l =g "

--spec-version 1.4 (P = 14 x4 L E R = F)
EAR- jﬂ’.%ﬁogiib’%} 32

user@Ubuntu22: ~ Q - m]

:-§ ./cdxgen -r "./blaze-2.1.2" -o "./blaze-sbom/sbom.json" --spec-version 1.4
[

B 32 {7 cdxgen é;&ﬁg%%@



% Pe ~ %5 SBOM H;%
4.1 7 /home/blaze-sbom” p 4% » 45 ¥] shom.json # %<5 B 33
—

¢ (st Home / blaze-sbom 0 Q = . = ol
U Recent o
o
* starred sbom.json
(it Home

[2) Documents
{ Downloads
J1 Music

&7 Pictures
A y |
Bl 33 sbom.json 4% % = %

4.2 B fxsbomjson %% {6 > @ component & f & ik AR R 34
—

Open ~ || [ ST?TJTDP Save = O (o) (=
I

"bomFormat": .
"specVersion": ,
"serialNumber”: s
"version": 1,
"metadata": {
"timestamp": s
"tools": [
{
"vendor": s
"name": s
"version":
1
:l E
"authors": [
{ [l
'name” : -
"email":
N

]J
"component": {
"author": .
"group": ,
"name" : s
"version": .
"type": »
"bom-ref": s
"components": [
{
"author": .
"group": ,
"name" : s
"version": .
"type": ,
"bom-ref":

il Tab Width: 8 ~ Ln1, Col1 ~ INS

B 34 shom.json & f ~ A




4.3 B gcsbomjson#hkis - d ref A h g~ M LB 35
4 |

oven | e

T s

{
"ref":
"dependsOn": [

1

}J

{
"ref":
"dependsOn”: [

]
1,
{
"ref": s
"dependsOn": []
}J
I
"ref": s
"dependsOn": [
?
E)
E)
1
{
"ref": s
"dependsOn": []
}J
{
"ref": s
"dependsOn": []
o

JSON ~ Tab width: 8 ~ Ln 1, Col1 = INS
I e —

B 35shom.json % ¢ ~ i* B 1%



# 3T ~ 7§ osv-scanner 1 &

51 + §‘ osv-scanner 1 E

https://github.com/google/osv-scanner/releases/latest/

2 vl14.0 %% 5 B

B IERB 5 Linux 64 - &k 8 0 5 F linux-amdé4 £ #

https://github.com/google/osv-scanner/releases/download/v1.4.0/0sv-

scanner_1.4.0 linux_amd64

5.2 B kx terminal x%i%l »3dp % T 4% osv-scanner 1 %

» curl -Lo osv-scanner https://github.com/google/osv-
scanner/releases/downIoad/vl40/osv-scanner 1.4.0 linux_amd64

5.3 B £z terminal @J IS a‘ﬁ 2k Z_O0sv-scanner 1 E g1

» chmod +x osv-scanner

ZaiénF w0 B 36

gl user@Ubuntu22: ~ Q = — O

:S curl -Lo osv-scanner https://github.com/googlefosv-scanner/releases/download/v1.4.0/osv-scanner_1.4.6_linux_amd64
% Total % Recelved % Xferd Average Speed Time Time Time Current

Dload Upload T:)tal pent Left Speed

(<] (<] (<] 5] (<] ] (<] 0 -- ==l-=1--
100 15.6M 100 15.6M (<] 0 5778k (] 0 00 02 0 00 02 --:--:-- 10.
:- S chmod +x osv-scanner
]

B 36 T ;‘ osv-scanner 1 E ¥732¢ iﬁ*ﬂﬁn‘;} L 2% da

% B>~ (7 osv-scanner 1 L ## & 1 json 4 0 i (7 08 F B K
6.1 B £z terminal ﬁig?l »3dp % 37 osv-scanner 1 E
»  .Josv-scanner --sbom="./blaze-sbom/sbom.json" --format json > "./blaze-sbom/file.json"

--shom "SBOM #f % = B "
--formatjson > "json A 7 i A1 B
fodg & o 0B 37

M~ user@Ubuntu22: ~ Q = - u]

:-S ./osv-scanner --sbom="./blaze-sbom/sbom.json" --format json > "./blaze-sbom/file.json"

Scanned /home/user}blaze sbom/sbom. json as CycloneDX SBOM and found 1346 pacl\ages
S

Bl 37 3417 osv-scanner 45 4 % % & &


https://github.com/google/osv-scanner/releases/latest/
https://github.com/google/osv-scanner/releases/download/v1.4.0/osv-scanner_1.4.0_linux_amd64
https://github.com/google/osv-scanner/releases/download/v1.4.0/osv-scanner_1.4.0_linux_amd64
https://github.com/google/osv-scanner/releases/download/v1.4.0/osv-scanner_1.4.0_linux_amd64
https://github.com/google/osv-scanner/releases/download/v1.4.0/osv-scanner_1.4.0_linux_amd64

6.2 B <" [home/blaze-sbom™ P & > 45 3| file.json 4 &L B 38

{ {;t Home / blaze-sbom : Q =~ = - O X
0 Recent ; \
O O
* Starred sbom.json
(it Home

[2) Documents
{ Downloads
J1 Music

=] Pictures

“file.json” selected (500.5 kB) y

B 38 file.json # % =%

# 2= ~ & F filejson %
B iz filejson 4% » 2 E3imip & A 4538 A CVE %5220 B 39 B4k s
BN RPN Q|

oven « | g, w]-]© © @
{
ool ooon.
"name": ,
"version": .
"ecosystem": 5
o P
1,
"vulnerabilities": [
"modified”: .
"published": 5
"schema_version": ,
nid" - ,
"aliases": [
13
"summary": f
"details":
»
"affected": [
{
"package": {
"ecosystem”: B
"name" : ,
"purl”:
1,
"ranges": [
{
"type": B
"events": [
"introduced":
}J
{
"fixed":
R
JSON ~ Tab Width: 8 ~ Ln1, Col 1 ~ INS

Bl 39filejson #h% & f ~ 233 gk & &2 CVE %5t




