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Eeags | MD5 |8

kb.apk 7c331166146d1a9b4cfo2e7a66590e96
cyber.apk Tc331166146d1a9b4ci92e7a66590e96
123kb.apk e512f1cadfdcaf5f4d8045c1e049312¢
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Initial Access |Persistence Privilege Defense Credential Discovery Lateral Impact Collection Exfiltration Command And [Network Remote Service
Escalation Evasion Access Movement Control Effects Effects
1\34!;;1\;; us App ib““ 2;;50: Exploit S | Application Abuse Application Arack PC via Abuse ) A}lemale Alternate Downgrade to | gptain Device
".ﬂ Authorized Acc;ss [ ; . Accessibility X USB Encrypt Files | Accessibility Network Network Insecure
App Store el Vulnerability | Discovery Features Discovery Connection Features Mediums Mediums Protocols Cloud Backups
Deliver [App Auto-Start |Exploit TEE  |Disguise Access Sensitive|Device Type | Exploit Generate | access Calendar |G c Eavesdrop on  [Remotely Track
Malicious App i i Root/Jailbreak |Data in Device | Enterprise Advenising Netork Device Without
via Other Means |3t Device Boot | Vulnerability 15 gicators Logs Discovery Resources Revenue Entries Used Port Used Port C Authorization
Drive-by Modify cached Download New Bﬁc;‘;r Sensitive File and Lock User Out Stand ‘7 s Exploit $S7 1o Rm""!}' Wipe
Credentials in Directory | Access Call Log |Application Application Redirect Phone |Data Without
C code Code at Runtime| g, /0 Discovery of Device Layer Protocol_|Layer Protocol | Calls'SMS b
Exploitvia | Modify OS Install Insecure | Android Intent | Network Service Manipulate App |4 ccess Contact Exploit $87 10
(Charging Station|Kemel or Boot or Malicious Store Rankings Web Service Track Device
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or PC Partition |Configuration or Ratings List Location
Exploitvia  |Modify System Modify 05 | Capture [Process Premium SMs [/Access Seasitive Jamming or
Kernel or Boot Data in Device Denial of
Radio Interfaces |Partition Partition Clipboard Data  |Discovery Toll Fraud Logs Service
Install Insecure |Modify Trusted Modify System |Capture SMS  [System Wipe Device [ Cccss Sensitive Manipulate
or Malicious  |Execution Information Credentials in Device
Configuration _|Environment Partition Messages Discovery Data les Communication
Lockscreen Modify Trusted |Explop TEE ~ [System Network Capture Rogue Cellular
[Execution . Configuration
Bypass Environment Vulnerability Discovery Clipboard Data Base Station
Repackaged Obfuscated Files|Malicious Third |System Network | Capture SMS Rogue Wi-Fi
Party Keyboard |Connections
Application or Information App Discovery Messages Access Pomts
Supply Chain Network Traffic Location
Capture or SIM Card Swap
Compromise Redirection Tracking
URL Scheme Malicious Third
Party Keyboard
Hijacking A
UserIntertace Micropbone oc MATRICES
Camera
Spoofing Recordings
Network Traffic PRE-ATT&CK
Capture or .
iect Enterprise
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Software: Calling Interceptor

Description

(None)

Techniques

Group

References (None)

TR kR AL FIL

Install Insecure or Malicious
Configuration
App Auto-Start at Device Boot
Capture SMS Messages
Device Type Discovery

System Information Discovery

FatKitten
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Access Call Log

Access Contact List
Commonly Used Port
Standard Application Layer
Protocol
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Domain| _ Tacc | D | Name | U

Initial Access, T1478 Install Insecure or  EHEM AR " ST LERHREH
Defense Evasion Malicious Configuration 2z , 732

App Auto-Start at Device

mobile

mobile  Persistence  T1402 Boot e s R ED I B 2RI
Collection,
mobile Credential T1412 Capture SMS Messages & F#&:[0/{EFC2 Server
Access

8= i
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mobile  Collection  T1433 Access Call Log A LRI [E]EEC2 Server
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£ e e ==
Discovery Primsh &R 2 C2 Server

mobile Discovery

Command And
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