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8 WP29, Proposals for Amendments regarding exemption for personal or household activities (48

it : https://ec.europa.eu/justice/article-29/documentation/other-
document/files/2013/20130227_statement_dp_annex2_en.pdf - &&ZIEH : 109 £ 8 A 18 H)
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1) RERA :

(2) BFRIERAA :

BIKERZ AT  ARPZEK - DIFERE A D]
ao Bl BRI Z FR AL K IREE

HEanaESE  BEIANREER - BHREEETE
BHE LRERZEIRR/EARTEERER - WHOKE
HixE  MmMEEZAEFMERZEZ A0 HEEEE
A - AILEATESERFE ZEEETESRE

bt dca

EPNE
EE

SRREE - ME—RERRERA - EMREALRE

- BEfESRNE - SRl ZEE M

62




B7)  EARE (X% 0 510914]
SAmHANEEE R ERERENREBNILAXG

[ SRhEERE ]

HZEHTIS 2008 &F 8 ARHERAXRNESTE - IHEEADHMEHE
HEBZR T A R % 2 e R E IR 0 K PO fr 8 24 #h & s 12l 2 I B AR 7 -
BRI - B 2 RS BT B R PHETAR TS INEE - 28 - B)an Z B
%%F“/J\iﬂ((jomputer Emergency Response Team, CERT) A Bz &t

BB - BZEM EMERS "ERE-tHRE . EF - RERIF
HiZ3 e BEHREASBLULEMGRED  WEASEREER RIEHHEE
B - FELRERARBEN AR BTEGRRENT LB EE -
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b MATBAFRRIER ~ W& -~ BRI KBE R EBREEFTZE ZBIX RN - BB R HE RE
EZBERETUERS - &ECE 15 FLUNEREM - -
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T - AEZ ARZFILE Z - REEFRILE-IRZEE - E—FLUNEHEM - 4 5 115-1
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> Active defense (US DoD Definition), (481 :
https://www.militaryfactory.com/dictionary/military-terms-defined.asp?term_id=37 - H%&2E
H:109F 108 15 H)
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® Dorothy E. Denning & Bradley J. Strawser, Active Cyber Defense: Applying Air Defense to the
Cyber Domain, (#81lt : https://carnegieendowment.org/2017/10/16/active-cyber-defense-
applying-air-defense-to-cyber-domain-pub-73416. - &% %2%H : 109 & 10 A 15 H)

" EATEE -

P A EaEEREARE -

? IETRES R EBEERIESE 36 SHEBMEMECBE - FIUMUEAEBMREEIER -
TRBRIEEEASK ZIRESRMARMAZSEM  HBEEE "HEiK, - EJIH{%%%ﬁ%&mHY; ﬂ
MEZT4 - WANRZER - MBBRERNZTHAIBMERtMASBI 2 EHict: - BREAERE - 28

e
65



https://carnegieendowment.org/2017/10/16/active-cyber-defense-applying-air-defense-to-cyber-domain-pub-73416
https://carnegieendowment.org/2017/10/16/active-cyber-defense-applying-air-defense-to-cyber-domain-pub-73416

[ &3Z Tips)

R EBMBSUEEEMRBZL - MBER NIEBHRER KA
FFRFE  REEZEMR

1. #

ﬂlﬂ

i
i
I_H,
)
?*

BRRWNR MRS (AIWNER P i - 537 - BEH
@ﬁﬁkﬁ%%ﬁ VD EEAMS ZER - BREMHZERESEINZEY
SEEMS - J2BAEMBEL - SRS EZEL D
RE - DURBER  REECEREBLEBEDEM

 BEBRZEREEANHEEE  BSEFABREIERERZY

O

2. WEAFHHRAEFE RN THIENESHARBBIESE - Al
BB BERBWEESN - S Jpe B AR EAUREL ISP 2
AT ER - HFFRFAAMS Qe KR - DIEBHEARIE
EYPTIREETREY - EREIHNEBERS -

3. EEZEEXFHRAZEERRASEEHSHEY - AINEERERE
IP bR ENEERARENNIT - HBBF A cIEZ @R THEES
MEBXZ IPUETHE - Z2EAREREEBRAEINT T

4. RELTHHEASITHIUERKREDFRINRIR - EEFARIN
AP I B & B AR e e A i A ke -

BESN - RS R AH RS EIE AT KA BRI EE - A ERANE

B TEM . MANRZER - NEZERNERE-AZEEREZIEE  EEEHE=-AE
REEETABELESER  MERB—MRAHBEEER REBEZBESEERHE -
VERZEBEENEWEAE IR T TERBRMBESZSHETERSE - TERBBERAR
BREETEEN= - PHERBARERATERRETEENS - BFECKAERENFHE
HRFE - AELR - PRENSFTERFRBRAEMEZRBEFLABREETEESZ -
REFAFHESATRANSEIERKBETREENZE - |




ERLTEHR  BER LAEEHEY  URRERB TS E RS
BREE  HBERERHRE - BERNSHE -

[ HEAIR®E]

ISO 27001 : 2013(CNS 27001)

o A1311 #BEEIERIIENE
1) REAT : EEEMEHIREE  DUREEM RS KER -

(2) BRRAE . ZERBNEBEMASEENBEEEAS - RItHE
BEZREEFERENMEMEEES - REEM AR
i BN EZ S 2 BEETIRG - BRBERIIN

o

i
® A1512 REEEWEPEBLEM

1) REARE : EESECEFN  EE - EErEEFM - gl
IT EREZRAETENZHESE - X KEEFEEE
EMZE2EKEIR -

(2) BRRAR . HEEREZBEZNR  BHEBZKELZEIR - HPE

3
b
=

BRBNEEZHEEEKX  MAEESHENKS
MEMAED - BIPBAERZEEEAR - TET

BBEENEZMNEN -

EE | fx - BRZZ2E - EHAHE

UEERLEILEE 14 16F 218 | ABRBAEEEL LB - RABH BB E R - 1
BRIEHRE  MLAKEE ESEEHE -
Ay -
| WEREEWE  RCRREE  MRREERE -

e
67




B8 AMIRE (59 : 510915]
RERE®EEZ COVID-19 HIREHSEH

[ SRhEERE ]

B COVID-19 & 1FIEEE LK - BB ERE A EA0 COVID-19 )&
HHIWESH - TWCERT/CC BHEEMABR - BEALATHURED %
COVID-19 FhEsetE (22 R4 ) AH1RE WA ERERN 2 BRAMHA
it mEAAREFEESNEAEELINEGHGEGE FEWHERED
REYE - BMEASHBERBEIAEIX COVID-19 MiERBHREEFBL
ST WG EIERBEMIERI RS ZBER  ZPR R a2 A e a e
££(Marco)Z PowerPoint 122 - HEINHEFREGEZE = PowerPoint 182 -
EE£ESEEFRIBRMAIL NE VBScript - B H VBScript EXREEE
P E 81 - FEILRERETS -

[£Z2ERIR : tweert/cc - 109/6/12]
[EMTEE]

1. AHBclEEEERE - BERARMERS - REERBEAE ZEE
URHBNRERT - BEHGESERNR ZERE -

2. BBLZEEHEAZMENRBIEBRLESHE  WAKEBLES
HZBmEY  RITERZESZHRZ 1 MNERETERZEENRZ
W - BIRSHERAE - 250 72 V5B 36 N\EASTAIEEEHIS
BREE - WR—EARRKEEHEPRENSEEEHEREE
ZHH - ERAE - RERIERS

[CEEERR)

Ef(Macro) - is—BHERE BT —REEER SFRERAITHZ

B2 Bt ZREEJLARBIMEEERNXARIFELF  BEZET

ENBUMRG R EMEERE - BUHAREER/MEERE  WSEWE

68




EBiiEREE - 1§ Office HE&E - FBILREFNE - & Office EAE
AT LT VBA (Visual Basic for Applications) 5 SHHARIESHE
512 . RERFERAZEZ Office ERMAEEINGE - RESHEE XGRS
VEIETT - ARTERFELNTEEREINNE  EISERABEETE -

ARED BREZEBAZBEEBEELEYZ PowerPoint 18% EEESEERIE
BE#8IL T & VBScript? - B VBScript B2 EEBIEAESRIE - IREN
PLREEBEMNLEOEEFEREEFERSEK 2 REEHSN HEKZRA ZRE -
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RBER NEESSURAEN R ERSESRIA I EANE T IE ZES
WE HEMOASZE - BEREBZEMAREEL NNZEESHE

8 BEIRWERELS 13 1% : T BIRWBELER - BEIFERRIES R R IRE MR AR IR R 2 5k
(I

P ERBBRELE 1415  TERERINE  HENER - RINEEEEEEREN - LIEREE
K E ERREE R EREEAR XEE&’P@TTZE%%BE

10 BIREERELS 15 1% TEREB ZWE - B - £F - T—rﬁ CRE - BREBXR - BIREER
DREH ; BEESBRIRER  BEREKERE - XEEEWRNMNEZRERN - ETES
KECEREEREBIORER - BHEEASER - |

11 EREERELISFNS -

12 BEBZEERNAS 2015565 118 : NRRARMNERTERBEES LRWEBEZNE - BE - HE - B
o mE - B=FUETFLUNEHEA - BRILZE - BRGENREFELL EBHER - |

13 BEBZEEMNAS 21 1% | NRIRR MBS LA AR NEZRIRE-RESHKEE - MEEMET
DL

14 EBZEERAS 221RB 118 " RFRIWES _TIRF-BZESHEE E—FULtFUTE
HER - BRI ZE - BE=FU E+FUNEHEM - o

15 ESRBEEWERBLESREADENS 7 1% " ESHEBFEREINIELEDT . —  BRSIK
BEEBETE w2 RERAR - — - BRSREBEFFINEHFEEZRBRE - RES - 5B
i B()E ROKREE - = - FHRETPZEERREE - FREERSZREEEHETE - M-
BEFHEERELR  ERHEEBIERNTE BHESHBANERTERNTHEZERA
E@&ﬂ’@%ﬁﬁi * B FEIRERNEBEROZIFEER - FEREENESBEENR KRS RIEERN
ERENE - N - EFEERE - BEAR - Bitikn - REVRERARBEM - t - BESZREL
7831 Jlliﬁzrﬂﬂxﬂﬁﬁ_”*ﬂ N\~ A HBREER - BESTEARS - BT EARBEZE
oo
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BREBZ ISR - &E0RE 15 FEHEA -

[ 32 Tips)

FEFURREETS CRESERRE SN EREL  HRESE
FR IS B - G2 R ASHMBES TSR NS
SIS . B RN ER R G EEER S S RS REEAS
IR R M T -

MERBRREITBEHGHEILOERT 5% EMIREEY T
ENZEBRARSHRZEE R AR EZR M ZEMNNLURE KRS - A
MEFANERG FHEERBNRE - WAEBVARKRBABEZENERIE
ETUBERNRE - HR ELZZ#E L 2RERRUES  £5ERE
HREA WINMEEE 2EMINRE Mol BRRETRE D - B3

ZEMERNEHER ESMBYEHERE - I oli5kEEASHHERE
AR - DI R 2 458 -

MEBLZEHEESRDRIVETIERS LREMDRZSEKE - AIHK
ZINERRNZEBERAET KO RIRA - DIERH - e 2% - o] FEE
ERBREMEERFERIREE - ﬁ'ﬁ?%ﬂ& BHEMMMUD & - BKIER
TZE %%Bﬁ&%iﬂ%ﬁﬁﬁ T2 ¥EHIE -

[ #HEATR%E]
ISO 27001 : 2013(CNS 27001)
® A821 EMZN#R

1) REAR . BMROEREX BE EEMTHREREREDS
B 2 B DR -

16 BB IREESE 19 1% -
Y BEIRMIRRERSE 20 15 -
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(2) BEHAERAA :

BN REZERTIEN ZEEFTE - LIAREXK
FIE  MEBEZSEENZEZEMDARE  BOZEHE
R TEERITBENMUD R - LA TEE RE -

ISO 27001 : 2013(CNS 27001)

o Allll BEZEEAR

1) RERA :

(2) BFRIERAA :

BEEREAZEER  MREKEHRSESEN
RENERBE T B -

HERERZEZEAR  BRAREZERLZEHER
ERMLURE - Wolts A A BT ZEGRE - ERE
BESREL AXTEBEEHHRERERER IF—
MASBUEA - EIIBEABATUBREEE SR
WEZE -

gy |BEXERFRES  EBZEMZE ESHEEBSWERE

ERESHE LR - FHHB
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Rl . ERfliRE [5% : S10919]
2§ SR T W ERE DDoS B

[ SRhEERE ]

BSH(109 F) LA T  BAZRMZEIHTEME - /1 HEEIRIEA
BR 2 2> B = PE BN BR 75 L E& (distributed denial-of-service attack, DDoS X
) SHRZEEETPHNRLSENERERTIIRTE - REBEIIKWENE
WEERB AT - 98 20 HE 9 A 22 HES A KAEALBE 2 WE
EMmEMrZAERNBRBIHE 2RAILE A ERER - o EHERE
AR EH - HFFEXZ DDoS WE - ALISBEAENEE - WBHAM
=37 15Gbps -

[ 2% : TWCERT - 109/9/23]
[EXHEE]

1. ZAMLAS 358 IR TR B E R B E G A M ANRSRZS -
AR ERER 2 RERIMAAER AR ZRE - mARMAZER
s EMRREE - 2R 0 RE R E TR HE BN H AR
e - EMBRERE ZERNEARRERE  ERERERALSE
Al - BEEILAHIE T RS EBRRESE -

2. A DDoS WEBHZBHREFRAE 2 ZE A MO E B RETRE ZHE
WIBWE - KEREIFZNTFERELARFASEZEEETNZHERSE
HE - WOBBKE « iR - BHES - BRENAREE - AR
FhE 4t ~ FRETRRTZRIE 248 - FRERKI B RERS TEMUR,

CEEER]

FASE 358 IRARRE : " HEAE A M AMRSR RS - IR R 2 fReETE TSk
NASKERZRE  MARMAZERSEBREREE  E=FLUFEH
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fEM - s R HER 30 BuAMNEIE - o BN - RS AIRIEES -
IR RSN 2 RER ISR AEN R A ZmE - " EUAR Lt AEh -
S M AREN BS MR ZE th A BhksEHRERE 2 BiAicix
WEBERLDREMA - BIKAIES 359 IR Z2RE - JELFLL NEH
e~ e Rls Rl 60 EITTLLMEIE -

ERBERBIRD ZMAE LA ERERMBRER - WEBRIES 360 1%
ME T EERENS MBS T E M A B EARRERE - BE
BERATRHMAZE - E=FLUNEHEM - RSB 30 BT
2E -y FETE RWEBBRAIL Y F )52 %S B E AR 73 W 2 (denial-of-
service attack - &7 DoS W) - ILF# R AF M AE - (BFERETRE
RS E AL - TMB R IEIRIESE -

/7

mPEET AR FS I BB TME K INE . R— R INEFE HENEREEEE
M BB AAERES  ERBERPESFIL ERHEHIEERPEELR
BVt - Ho]E8 SYN JHKIE?2 (SYN Floods)Zl & BZ £ ®BANHE (Secure
Sockets Layer, SSL) & 1T ¥ 5E E# # B LE3® (Session Renegotiation
attack) - ISt ¥imeaIE - 2B BB EAEEKIE* (Direct Network
Flood)3l 2 & 89t 2 K E5(Reflection Amplification)ZZIEBE/ - M

' TRERBRIE KB (4B : https://zh.wikipedia.org/wiki/[EEI RS ME - REHEH : 109 £ 10 A 12

H)

2 SYN JHKIKZE(SYN Floods) - REAFERIEE LA TCP EBEMAK 28 - 1 MHENE AR E4R -
EREAERAERERREXNBEIEFEE ZNERR - (A1 :
https://attack.mitre.org/techniques/T1499/001/ - &#%%I¥H : 109 £ 10 B 12 H)

3 BT BAIRE (Secure Sockets Layer, SSL) #7174 5% E #1157 5 K Z8 (Session Renegotiation
attack) - HMBEWMETEMBHK - EARKBIHNZTFIKEIZAEER - ARMNBEREHMBER IS
BRAEERFE - AR EEERFIER - DIBEEMRSER - (A1 -
https://attack.mitre.org/techniques/T1499/002/ - &#%2¥H : 109 £ 10 B 12 H)

+ BEMERHIKIIE(Direct Network Flood) - 4 E# M EREZEAERBEHDREUERIEBRSE 2
WEHT - (481t : https://attack.mitre.org/techniques/T1498/001/ - &#&Z2EH : 109 £ 10 A
12 H)

S RETREM A E (Reflection Amplification) - RERBEREE IP (il 7 WEE O ARMKREW

e
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https://zh.wikipedia.org/wiki/阻斷服務攻擊
https://attack.mitre.org/techniques/T1499/001/
https://attack.mitre.org/techniques/T1499/002/
https://attack.mitre.org/techniques/T1498/001/

R Hinkaol 2 ETT DoS WE 2GEARKEEE 22 EA#D
SEEBETNE ZHERZEINER - BlEHE 22z R ETRFE I E
(distributed denial-of-service attack, DDoS K Z8) -

SHEPHET RN BSERHEBRERZBE  REBLZEEESFH K
BOARZINRN GRS B EBRANET KO RIRAGRE - Eh&HhERER
B0 REEN - STEM - JRMEARBEY - mE KA DDOS K EFE
MZEZAEREINBRIAMZERE  MEUREEBLZESHBEBRR
RE BN UJREEHBEM BERAR 2 FIEERZ T HiKE 2 =E-
EENEESHAREEZREZREREFED - EEFEEELX
MM YFEERS FEREZFEERT ARZEEERE  BIRMER
TEIEE R A M ERLENTIERIIEN® - WAKIEEZWBATEHKE -
Rl—FAtaBI R ARRRIAE 2R EFT K ER - BIKEEREETHY
FEZ s -

T

[EIE Tips]
gnfaIpriE DDoS WE - —EEAML AR E ZEE - B8 DDoS WEHA
Z2258 P AL ERER(IP address spoofing) A K248 (botnets) - &
MBS IP Ardks § RE M IP it - i E2EEE BN A E RN E A H R
#-ERABAERERBRHEHZET 224 D5 EB12%E) DDoS IE -
HEZHZAMEX  SERAREREZERH VAN EERESRELFE
=HEER -

D+

#8152 18 2 48 (Domain Name System, DNS) sk A3 5 177 £ (Network Time Protocol, NTP) 17
B SEERSHEROEEREER  EARENAMR  EMEEIESEWMBESR - (9L
https://attack.mitre.org/techniques/T1498/002/ - &#%2¥H : 109 £ 10 B 12 H)

¢ BBLTERASROBIEE 11 1KFE 218 ' IRBETARINF R ZEBRABKINRNIEES
AFIEB KD RRRCTREBRRA DR - ]Iﬁ“ﬁﬁ%ﬁ—ﬁﬁ*‘“L%%Bﬁ.:%%ﬁﬁﬂﬁ?”ﬁ?eﬁﬁ FEIF
PHREZPRENSETERBNRERUEBRARINEEERIASHREZNEE - BETH
FIIERE WA TEWERER ﬁ(H%ﬁmﬁJﬁ@ ° ]

e
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https://attack.mitre.org/techniques/T1498/002/

MmiTERE X E B L 2R MRS POFRH Z DDoS W FALLE
REE - BBREAIE DDoS B Z1EA - BRUREIFEANHEIREKR DT EIA
HIEEWZHEREHE - HENRLLNETIER - &85 .

® [ KiE(Firewall) : BB KRR AL E LT EIE R E RN E ~ T|55
PUK P A3k -

® Mz (Switch) : BB 2R 5B R F IR Hl 82 77 V3% &l 5 %1 (Access
Control List, ACL)#Z=Hl -

® [SHE3(Router) : ZiBIEHzR AR IRGI A TF BUZH S5 5112 -

o EARENAImIELR(Application front end hardware) : FER 2~ AR
BREEENRTERER ERAREN ARG v EZ M ERRE - Hol
BEHRGBENMRBREESER - BT aREEARKBEHEETON
REREZSBAESL - —REGERE -

o ARMEZMZA(IPS based prevention) : AMEHE A E—IBE5ER
AR AR EENABRE R ERTANENARLZEEE  SEUEIEH
thiiff - BN IREE— LA ERENEEREEMNARERNER TS -

o [BETARTEFIE %4 (DoS Defense System, DDS) : EEBELDUEZR S
a2 DDoS W28 - Ihol ¥ 2k BB E VB R R 7 IWE - BER
2 EREEARLL - DDS o] AE Rt 2 IE DosS -

o EFEiKi(Blackholing and sinkholing) : BiAERKFIBS K EER

ZREEEEEE—E " FEE ) (Null BEORZEAFE ZEMRER) MK
AliEMESEE IP AIUET T -

leﬁi

7 DDoS B F ARG E S I E LS (M1 -
https://download.nccst.nat.gov.tw/attachfilearticles/DDoS WE F AP E R ERRHE pdf
xEZEH 109 F 10 H 12 H)

e
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https://download.nccst.nat.gov.tw/attachfilearticles/DDoS攻擊手法與防護策略重點摘要.pdf

® SEE#R(Clean pipes) : Rt =# %2 DDoS FhEE5EF 0\ (cleaning
center)g5E &S 0 (scrubbing center) - 383831 DDoS ARFEETTIRIE -
BEERENRERERNH - EREREAENEEEFALL -

[MHEAR®E]

ISO 27001 : 2013(CNS 27001)

\{

e Al213 BA=EEHE

1) REAST : SEERZEABRRERNAE - TEHRRESSEEK
TRPERR S - DUBIRFI K Z 2L -

(2) AR : BRI FA%E DDoS WEMEMMR#E SR - EIE
Ao U 2@ EMERER - LERFRIEEER
W8 IEBREHRIURBESHRERZEE  LURE
o REVGE Z et 2 K E -

ISO 27001 : 2013(CNS 27001)
o A1312 MHERFEzZE

1) REARE : ESRIMBREEBRS Z2Z2HE - RESHRAEER
SKEIR - B M A BRI ES - AwItERBE %
AR EIMER
(2) EHRA . XiE - ARMZRGRE AU ARERESTE
o DI RIZEMIE/> DDoS WEB WK E  IRE
E NEERBEMURINEZE RN -

BT | % - DDOS - 4 LI ARRS K2 -
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7 EiRE (2% : $10920]
rBEFEZE FHMELRRIEMEE

[ &RLEEEE ]

FEEEALBRERERSSE SMNABEEALBEER ALEERA
F . -  BASSEBoREFIREN  BREAGRBBERIANEGE LINE &
Wak AEENRANTESEAVE LN R IBEHASEMELAF
MZEBREEE L 2R ERRVE L 2T - RIEATEEEZE LA
SRAIZEN -BFEER/RBERRBIMLUNERNE BB RRTMA -
woREEFFBEHEM O B - &/ 5 F - SERESZT 10 BT -

[ SERHIE | BEHEE - 109/8/6]
[EXEE]

1. BAERREZERS 41 RFE "FlaE ) EGERR "THELEZRE
SNEE TIFME LZRRE ) REBLBIIER—Z - M&S/ARS
WORRRTHSRKEERH  ZRIEMZERERER - BRARSEA
e~ &STEUARZ TRRIEA - BEFERREESTRIEHAIEE
Z5H

[}

9

Il

2. NHEERBEIFUIMNEWEBRZER - LUBMEGERKE B A A
i A - ADEIBESIEBHNASE 132 1855 1 IR Z A # ERIRBF LIIMNEW 2
ZHBEE -

CEEER]

B A ERHREAR 104 £ 12 A 30 BE1IE A% ~ 105 & 3 B 15 Hitf7
[EFRISE 41 B'EREREERERHEEENMAE  EASEE - B

WK

' RE 99 £ 05 B 26 HIEEEABRKRE LS 4115 . "BREANEE—E F+AKE  F+AKEF
T FHHRE-IRRE - APRENSFETEREAKRE _+— IR REBERER 2m<
EEBERMAE - E_FLUNEHEM - RSB HARFEE _ TSN EE -

e
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NMEETREEHE  RBEES 41 K REVEIREERBECHE =
ANEZNRZYBEEMAZF T - EREEREEEBERMAZT A
S5E MEIMEANERBZEHEBREN - HAMSES - 1§ WEZF
IZBF&% MEIEEERRYE LR - M ERmIEME L7
@m B EZAFH -

TN\

/N

MIERRME LFEE - HEEER  AREBAIDEAZERERS | TEA
EREIMERANZHEERE  RANESEZERE THIESKERSE
HEETRANBREERBCHFE - ARNEZZFRZIBEEMAZNEMER
FEAIRE - DAEMMSEST ZHE®, - BERBREPHEARIRBLT
RIEEBBIFEBEF B OHRER  MEEREMNSZEAETLUES  #%
SRR - MRBBEAZBEREERELIS - 5 41 RIECPRE "Mm. o B
TLUBERMIRSE - ERR "THELZRZ ) - MFERERZBARS - &R
BAMWIFITH R ZiRF BB HIDAZERIDARSVANEHIZE S
REZERZNABEALZENRR - MEFLIEEMAFME LFZAE
M2 ERIZHE - MBAIRSERSER - MEABRRELSE 41 &R

AIRZEE  BEAFMUTNEHREN  SHMGEE a8 TN EE -

’ BB 104 £ 12 B 30 BEEEBABRIREESE 41 15 FEIEQET%_)\K/£Z$U REIEEMA
ZH&m  MERFANKRE IR - F+AHK  FTAK  FTAK F_TRFE-IBRE  APREX
SEITERBRE_T—IRRFIBEERER ZMINED - BEEBERMAZ - BRAFLUNEHEA -
SHMMEBE -G8 U EE -

3 AR 8 fEss 3 25 11 ’K%‘%Ei%ﬁfaﬁ%ﬁ
arF s 1020 SERISHPREUER AR -

4 ILABRARES 103 55 38 #5127 B "RREME  RARF_IRNE D - EREHH EEREHR
BEHEL - BT E cover ERENED - BAZULBH— NIARKR ? % FETAKRE
Z - B ? BRESAB AL | BREREAANEER - BRRRAZE . FE8 - £ "8EM
ARz S IER - HPPRRR - BB AEFEEEEZEN.... TF  SEREERZILUIE?
RARMEBAEARL : MNEZAERRREIEEEE - EREENFAN aHE I ELLREEF RS
BEAX - FZBEEH  HRREZE  ARMTHNENAZRA.... BREBMISSIABANIE © AEHE
AR ERYFES - FZEEH B LLWHREBR - TABRSN - JZRFAHBCEM - KR
ZREMOILUN - MITRERAGMENT - WEBBERFTA UL - RRBEZEEEMBATZRE
o Rt R ERE 25 - |

ﬁ)H

586 2% 587 B - EE8F AR 109 FE £
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BEEARBECHE-ARNEZZANRIBEEMAZFNGZ P2 "Ham, - 2
EERRME L Z2NZTEARRR  BROEREFHEEEFHA - 2
BIEMZERER  RURESER  &STHUARZ "RaisEH ) - BF
¥ FE FESREN B SE A& HIAR R 2 R AR°

REERARUBAERRE MU EL - E3EHREIERFTBUAREEEK
AP ELEZF & - MENER TMERRME L ZFE 21185 - HAREIEE A
ERMREILIFNRBEMAIS AR I BHE - TRHEBEAERBER
ZrBE AEAALBERZAREIALIRCERRKPEREER ZER - M
B ZPREERBEGLUIINEME ZER - FERFERBEES
B AN REER - DUBEH S LINEH‘%W@%%MA ERAESS 132 1756
1 B2 p#HBER BB U INEW R ZH R 3R

[EI2 Tips]

R¥E Ponemon Institute 12 2020 F 3 HAIATZEERS " 2020 Cost of Insider

Threats: Global ;- A EBEER =4 : 1.HOHHRRE LTI EEEA

careless or negligent employee or contractor) ~ 2. JEEEEE RIS

(A criminal or malicious insider) * 3./&R5E & (A credential thief) s - &5t

HppmEBEBEEEZEU DS 62% K 23% ; TNEIZRERAHAIAEEEA
frH/IJ\ RABRIFEHNBETHIGAERE 85%° - ti - HABEEHRNITBLE
BAAEABFROBEER 2 ELSH -

5 E=,5kt 109 FEE EAFSE 1869 RAEREHTE -

C ERMEMAESI-2KE 1E T REiRREE HEESERERN  SEEREAHHER
FERE - BERFADIERBIREE  BUATEROER - KFIANEE . — ESERE
REBRXEEHA - — - NSERETHNEREEFH - 4

7 MESE 132 1“” 118 " ABERRARMBARPERBBEPUIMNERBE ZXE - BE - HEIYm
EF B=FLUTBEREMN - |

8 2020 COST OF INSIDER THREATS GLOBAL REPORT, % 3 B (481l : https://cdw-
prod.adobecgms.net/content/dam/cdw/on-domain-cdw/brands/proofpoint/ponemon-
global-cost-of-insider-threats-2020-report.pdf - &=#ZEH : 109 F£ 11 B 27 H) -

e
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https://cdw-prod.adobecqms.net/content/dam/cdw/on-domain-cdw/brands/proofpoint/ponemon-global-cost-of-insider-threats-2020-report.pdf
https://cdw-prod.adobecqms.net/content/dam/cdw/on-domain-cdw/brands/proofpoint/ponemon-global-cost-of-insider-threats-2020-report.pdf
https://cdw-prod.adobecqms.net/content/dam/cdw/on-domain-cdw/brands/proofpoint/ponemon-global-cost-of-insider-threats-2020-report.pdf

mEt ¥ ABERE - 1SO 27001 : 2013 AIfESER] - BT AEERSEARBERIEDY
BN MEBAIMS  GRETESRAEURESE  URBEEZNTRE
BARENLZEZEEHEF, B3PS METREREAVZELZHE Jllﬁﬁv
WERKABBTIERA #HRNERBELZABETRE, iBEMS - 4t
FISEAZLLE  NEBEANERKBRASEEERZDABY -

[ FHEAIR%E ]
ISO 27001 : 2013(CNS 27001)
oA 712 HREFKIFYG

1) REAT . HBHRET AR ABER ZEZNEHES - BRER
ENHEMZENEE -

(2) @A . HABHE TSR AERR EXUMBIRIMZOBESE
HEZHBEENZRHRG  HERERERBGRERS
BIIRE -

ISO 27001 : 2013(CNS 27001)
@722 EBEMZERHM - HBEKIIK

1) REAST . HEMBELKRMEEZAORAE  HERIEHETF
i BEAERE VA AR R e Z i@ IR AN ~ 2B KAlAR -
i & BASE R -

(2) EHGRA . MREIRIBAERRHMELZEZEME - oJBE5| %Y
HEZBEXEXR - HItZBRBEBUNZHBEIIRZ
HBEANE RESIRELSN AR - BRIA#HiiEs
OjZER e SNFEBEFSETEBLZZHARE -
VERAWNZHBIR -
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EE | AUE - BAERREEX - Fla=E - EIIR
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il
&
V4

=22 B8 (Disclosure)

Ay
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BB WAAR (398 : D10921]
#ia L | TEREACRMSESEREMEFR 2HEE !
[ERaEERE ]

AR LR EREWEAR 109 F 3 HIEET - EEREES A ASTZHMRLKRE
R LMZEREREBE  EREEC8IT 157 X BRRFKR 1 X

M5 BE IR RERE R BT HRAE - BASTAT I AREREETREE
ITHMBRBERERFEICEERLAFREN - HIL - TERFEEEST N TEZZARM T
BRI S Foae 288 - A BURBCEHE 7 TS RECE M LRELE - A7z
EFE - RARRBEHEHEMRITH -

[2EEHR : 2B - 109/7/8]
[EXEE]

1. ITREBEWMEASE 28-3 RFE - PRESHESH B EED - BR(H)EEH
BEFTER] - BREEATBMAEARSL LIMBE - WITFELLHESE - KK
IR ZIBH - URACEELEHRE - RKSIRRZBR - BEH QSR B
I - EENERZBEMNLRH - ZI=REENIUR -

2. BUREMARESE 71K - 56 18 IRFRE - HRBUTEMN LR - REURRIE
AR - AISMERIRTGIZEE -

EERER ]
BRENARE(TERERSE 7 GRE  BUNERRBRNASE 18 1RRHIAFH

' BATEMABASE 7 18 - T FAIBUGEN - BRIRET) R ERFIAMNATIREEZN  BEEBARM  — 15
K~ HONBEBRXE R BRmT  PRIERBEEMEZGS AR RIMBBRER - Z - BUTH
BABY NAKEXBER—FEEES RNEFE  RITERHEE  MIRZEEMRERHERE - = -
BUSHRR 2 A& - B2 - il - E5F - BE - @ REFIHEMERS - M - TEEERARNE - I - il
FTE EBRERMARS - N RERREE -t FRZEBEERKFHFBEIRE - )\ - EHEZAHTRE
RIRREERA - N~ AT ER 2@ - + - SEHREZEHCH - AIIRSE AR FE S - R
IRRRIITAERLER - BREETZRENIREEIMESESR  #E - HRABBEASIRLZHBS - F

e
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S AFREZEHI  WBEFEEE AR AN - MEEESE 18 HNRE
AR EPRS - AIDISIEIRFIGERZ 53 - AEMARHARG AR ZS8EER
HR - WARHZBEBREKR BRREIAZERR | WARZBENAER
LEREEEA G - AEZRITREAZELE -

IMFRREMZ RS LERRMRRARIZTREBE - BRAVNETKE
ARSI MBS L MAESENIE R 108 F 7 B 1DARBIEREBT
MEBWMEA( M LEEX) - HMEARER LMETIRE - mEABRERC LA
ENHEHERBHAHBERETZERETUIRDEERE - DEN "ZHMNE
MUEE, ZHIR -

MALEHENARH  EI2REBNNUR - ILWES 28-3 FRE - PRE

—IEE+HAESEGIE SRR  BRCEEUITEREZREAM ZRRUHE  HMEEER
ZH - EE  RAENBREFEEENERE -

° SATSED 98 £ 8 A 26 HIERTE 0980024475 SEKE -

P MAERARESE 1818 "BRAEABR THIRER2—& - BREABEIATEMGRY | —  BREZE
HEXEBSNEMARE  ERDSREEWESIELRG - BIEARE - — - AHSREBERILEZEE -
B AT EMMENSRESAEZH#ANBREMALD - 55 - BER - MEE - = - BUTHBEER
BRUATER] - AEPEMN BB EMERIERE - BRHATAMNEE  SLAMAIRHY - U - BSHESER
EE -EE @ ) & IESER MESSREEE 812 0w ) &  EH28EEN 2R
FEiRHREEMBENENEENEEE - A - BREMNE  BENERAAZED  MENEESHEE
B HARSRHBEEERIEMEZHTE - N 2HANRHBREEARN - BELLWREFEA
ZAFAREESE - BHLAZAVEBESAREARSD  BiE BEAVNENILESBAGRE - AEUR -

Tt EBA - EATEREELLWENKESEAREN  HARSNVEHRHBREZEA - ZASER
A BEFMAISNEMEENZE - BEARALENRFEARED 52 BREAVEFILKESAEER
E AR - N\ BEREXEEELERIEE - MARNEHARKIHIEHBEZEE - 11 - RES
ERBELREZARER  HARNREHBHEELE L7 FENEE - BHARALESE  SARIRMH
2  WNENZBAREBESHRFHARIATRE,BIEE - BEMNEMIY A ARSIREZ - |

P BUREABASE 18 18 94 F10F B — T BN ARERE AN SEEAEE AL SEBNE
K BREEXNEZHEZES | BARZHEBETAELEHIREENT - ABZHTRBEAZELSE - ZER
AEE IR REGERNRT A ARSIRH 25 E - DIERE - |
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