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Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Dashboard Target Proxy Intruder Repeater Sequencer Decoder
1 = 2 3 o= 5 o= { 1 = 2 3 = 5 = 1
Positions Payloads Resource Pool Opticns Positions Payloads Resource Pool Cpticns
@ Payload Sets @ Payload Sets
¥ou can define one or more payload sets. The number of payload sets depends on the attack type defined in t ¥ou can define one or more payload sets. The number of payload sets depends on the attack
payload set, and each payload type can be customized in different ways. payload set, and each payload type can be customized in different ways.
Payload set: | 1 e Payload count: 12 Payload set: | 2 hd Payload count: 31
Payload type: | Numbers e Request count: 372 Payload type: | Mumbers R Request count: 372
@ Payload Options [Numbers] @ Payload Options [Numbers]
This payload type generates numeric payloads within a given range and in a specified format. This payload type generates numeric payloads within a given range and in a specified format.
Mumber range MNumber range
Type: Q) sequential Random Type: 0 sequential Random
From: 01 From: L
To: 12 To: #
Step: 1 step: 1
How many: How many:
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</script>
188 <script type="text/javascript" src="/qanda/plugins/ech.multiselect/jquery.multiselect.filter.js">
</script>
189
190
191 <link rel="stylesheet" type="text/css" href="css/menulayout.css" />
192 <link rel="stylesheet" type="text/css" href="css/portlet.css" />
193 <link rel="stylesheet" type="text/css" href="css/Metrols.css" />
194 <link rel="stylesheet" type="text/css" href='"css/style.css" />
195 <link rel="stylesheet" href="/ganda/css/themes/start/jquery-ui.min.css" type="text/css" media="all" />
196
197 <script type="text/javascript'>
198 $(function™;¢
199 var mo = $.evalJSON(' [{"n":"news","0":"Q@1085"},{"n":"qa","0":"Q02045"},{"n":"plus","0":""Q02085"}]1");
200 if(mO.l&lyLlux
201 $.each(mo, function(i,o){
202 $('<img src="images/'+o.n+'.'+(0.i||'gif')+'"/>").appendTo("#funcBan").css("cursor","pointer").click(function(){
203 $("#content").html('').load(o0.0+'_load.action',{
session_key: 'ac244a01-db5a-4c3d-8439-b54613e68162"
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* E55%HBicycle
Serial Number 111111 Eif%Brand | E#&Vehicle Type 58 EBicyde color B E®iREBicydle status II&E Function
(REAT .
LS € pmE s — suEdt | mERDelete
* Br#EEassBicycle
Prevent Steal

Number :A1070000000

(EFBA, BikA1070000000 / EERGIHR11E8)(No fewer th
BHTRBSTBESMEIE (= £8506I)Photo (See Example)

ABARES
Enter Captcha

8 5 £Z8&6IPhoto (See Example)
* B R _-@1Photo
Upload 1

I ELNES e
111111_20230822-11.xml
*BR 82

DhatAa llnlAaaAd D
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ntercept HTTP history WebSockets history Options

7P B Request to https/ D v.0+:443 [210.69.181.220]
Forward Drop Action Open Browser

Pretty Raw Hex |
Content-Disposition: form-data; name="txtfeature”

EZ

.
) o in

68 —mmmmmm e e 25319896783112258713719533629
©% Content-Disposition: form-data; name="txtNumber"

711111111
T2 mmmm e e 25319896783112258713719533629
3 Content-Disposition: form-data; name="txtPreventStealNumber"

75 :Al070000000
76 | mmm e e e e e e 25319896783112258713719533629
Content-Disposition: form-data; name="txtChkCode"

79 8482D¢&

S0 e ———— 25319896783112258713719533€29

21 Content-Disposition: form-data; name="FileUploadl”; filename=""
22 Content-Type: application/octet-stream

55 s e 2531989€783112258713719533€29
Z¢ Content-Disposition: form-data; name="FileUpload3"; filename

27 Content-Type: image/jpeg
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*BR @2
Photo Upload 2
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Upload 3
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Upload 4
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28t

N 2 ==& TZE& RE EFEED B +
EE #BR:H% D : B2 Admloginjs X
v O top A 64 if ($("#usid").val() === 'HEuserel” || $("#
| 65| opend:.v("AdmlnStar‘t ¥s
v O : vy 66| usna = "B E"
v [ webgis 67| usid = $("#usid").val();
» [ Assist 68 | uspw = $("#uspw").val();
& 69| closediv('ZoneE');
v s34 7e| $('#Adminloginbt')[@].style.display = 'none
» C] BCC 71| $('#Adminloginbt2')[@].style.display = "'
: | "EAR I—
[ AddressQueryjs ;g : layer.msg("BEARH  £TL) i
B AdmHC js 74 else {
[ Admloginjs 75| if (usid !== 'nono') {
B AdmMain. 76 $.ajax({
MAINS 77 url: apiadmin + "Token",
[ AdmTCjs 78 type: 'POST',
- 79| data: {
Adm_LCDE2, |
B i .)s ge Username: btof (' ' ),
B Baseparasjs 81 Password: btof (' '),
[ Building,js 82 Is
: 83| dataType: 'json',
[ CTV3zonejs 84| success: function (data) {
[3 CoordQuery.js 85 admToken = data.token;
[ GetData_WebAPljs 86/ S.ajax({ .
] 87 url: apiadmin + "AdminUser:
D GoldSafe s 88| headers: {
[ Googlels.js 89 Authorization: 'Bearer
. 90: T
B LandQuers: 91 type: 'GET',
D Last_ViewSetjs 92| dataType: 'json',
[ LawQueryjs 93| success: function (data) {
3 $ 94| var count = @
[ MainMapjs 95| $.each(data, function |
D MarkQuery.js 96 | if (val.UserName =:
- 97 | count = 1
Q MeasureDraw.js 98 qloading(); //3
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Burp Suite

max-age=0

“Not : A-Brand” ;v="
obile:
latform:

99", "Chromium®™ ;v="112"

"Windows®

ccure-Requests: |

ps /. cov. tv

L -H

mul tipart/form-data;

Webki tFormBoundaryb9pad ] pY lqw30z94
Mozillass. 0 (Windows NT 10, 0: WinBd: x64)

/537. 36 (KHTML,

el

like Gecko) Chrome/112. 0. 5615, 50

pplication/xhtml+xml. application/sml ;q=0. 9, image/avif,
image apng, £/%:q=0, 8, appl ication/signed-exchange;v=h3;

dte:
ode;
st
tps:/

same-origin
navigate

V. v/ apd login, php? lang=tw

ding: gzip,

deflate

uage: zh-TW, zh:q=0. 9. en-U5:q=0. 8, en:q=0. 7

close

i
i
20 ()

BiEI e
SiaR Bl - ZAILE

Response

Pretty Raw Hex Render

HTTP/1.1 200 OK

! Date: Tue, 23 May 2023 07:28:01 GNT

4 X-Frame-Options: SAMEORIGIN
Frame-Options: SAMEORIGIN

 Content-Length: 362

i Connection: close

Content-Type: text/hitml:

charset=UTF-2

9 <html>

[ <head>

| meta http-equiv="Content-Type”
charset=UTF-8%>

</head>

<hody >

</ body >

4 </himl>

cseript language

6 var data=[

i [ | " password i_EH'I1

8 ﬂrl?."-[ﬂ.' i

L [T 16007, 15997,

" javascript® >

21 L ["64"]

parent. DataReady(window. name, data,

24 </seript>

=k

= 1T.l'l\i

%

content:

"NewSoft OA7,

a-=
8 w

"text/html ;

")

==|
K

o|{&E | F 1235 7 Basebd ARG 45 3R

“admin” ]
. ]

(S)) Bx®E = 2 5 5
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ZIREWA

16 ([Mx10)

Inspector

Selection

Selected text
Lo

Decoded from:  Basefd

Request attributes 2
Request query parameters 0
Request body parameters 14
Request cookies 0
Request headers 18
Response headers &
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gl : Z2eXWindowsaifttE LAF LESZ#EDES ~ 3DESKRC4

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\DES 56/56" /f /v Enabled /t Reg_DWORD /d 0

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\Triple DES 168" /f /v Enabled /t Reg_DWORD /d 0

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 128/128" /f /v Enabled /t Reg_DWORD /d 0

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 40/128" /f /v Enabled /t Reg_DWORD /d 0

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 56/128" /f /v Enabled /t Reg_DWORD /d 0
MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 64/128" /f /v Enabled /t Reg_DWORD /d 0

reg add "HKEY_LOCAL

2EZEM : https://kb.cybertecsecurity.com/knowledge/disabling-cipher-suites
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« SQL Server RYATLSINZ & & « SQL Server Profiler BYAE A /& L TE1Z

Protocols for MSSQLSERVER Properties 7 X Protocals for MSSCLSERVER Properties v snEe
Flags Advanced [Fes: ] certhate  Advances T
B General i SR RS B EET - EREEREAE - HEN FRTAAEE] 0 FETAAEEHTESE -
ew... Import Clear
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I~ Audit Database Bcope GDR Event r r r r r
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Friendly Mame S0 Server Certificate |7 iodit Login 7 ~ I v A |
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E T B 5 T B 5 a
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design/security/enable-tls-1-2-server
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