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Social cohesion erosion 27.8% _
Livelinood crises 255% [N
Climate action failure 25.4% _
Mental health deterioration 23.0% _
Extreme weather 22.7% _
Debt crises 13.8% _

’ Cybersecurity failures 12.4% _
Infectious diseases 10.9% _
Digital inequality 10.5% _
Backlash against science 9.5% _
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ERIZRIR - [1]The Global Risks Report 2022 17th Edition, World Economic Forum 3
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ERIZE : [1]Check Point Software, 2022 Cyber Security Report
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AAZ 2 B 1 O 3 A ] 1E3 :Hl j:E Hj E’ EA PT APTCyber D:‘I:;ofls Targeting ICS/SCADA Devices

=+ == C C SUMMARY
“ R j— E | S/S A DA The Department of Energy (DOE), the Cybersecurity Actions to Take Today to Protect
and Infrastructure Security Agency (CISA), the National

ICS/ISCADA Devices:
Secumy Agency (NSA), and the Federal Bureau of
ion (FBI) are g this joint C i e Enforce multifactor

VARWAN authentication for all remote

I %R Advn;otw :((ZhSA)tloAv;?rm lhta t oehrtaln adr\,/ E;rlczdm access to ICS networks and

9:F x m persistent threat (; ) actors have exhibited the devices whenever possible.
<N capability to gain full system access to multiple

e Change all passwords to
ICS/SCADA devices and

industrial control system (ICS)/supervisory control and
data acquisition (SCADA) devices, including: systems on a consistent

=1 R « Schneider Electric programmable logic schedule, especially all default
’ controllers (PLCs), passwords, to device-unique
< I\ o < I\I + OMRON Sysmac NEX PLCs, and strong passwords to mitigate

password brute force attacks
« Open Platform Communications Unified and to give defender monitoring

Architecture (OPC UA) servers. systems opportunities to detect
\ A = ~+4+ — common attacks.
) D [=] AN o | The APT actors have developed custom-made tools for o Leverage a properly installed
”\ - | |5 x targeting ICS/SCADA devices. The tools enable them continuous OT monitoring
to scan for, compromise, and control affected devices solution to log and alert on

once they have established initial access to the malicious indicators and

operational (echnology (OT) network. Additi , the 2
\ 37 E/ ?QB ﬂ:l: actors can comp based engi
I ? / E Z workstations, which may be present in information technology (IT) or OT environments, using an

exploit that compromises an ASRock motherboard driver with known vulnerabilities. By compromising

BRRIR : [1] APT Cyber Tools Targeting ICS/SCADA Devices, https://www.cisa.gov/uscert/ncas/alerts/aa22-103a 9
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