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Ad s a8 (M VPNES 1 5 ) EAR D P 4= i 52 [l 175 8 I EE Q putsesecure

o I AENEEEXchange ServerE fn)m)ia th B & F BRI B
CYBERSECURITY @(ﬁﬁm i il 5%
(

S CVE-2021-26855 [FYaxiieN

%2~/ SECURITYAGENCY ¢

Proxy CVE-2021-26857 8 HIG

MertsandTips  Resources  Industrial Control Systems Logon CVE-2021-26858
NationlCyber Awareness System > CurtentActity > Urgent: rotect AgainstActive ExplotationofProsyShel CVE-2021-27065
Urgent: Protect Against Active Exploitation of ProxyShell Proxy ~CVE-2021-31195 8.8 HIGH
Vulnerabilities Oracle CVE-2021-31196

ETIERMEExchageEiPulse Secure#iie m)E CVE-2021-34473
Nationa [ EIERl Ness System > Alerts > Exploitation of Pulse Connect Secure Vulnerabilities F;rk?exl)l/ CVE_2021_34523 9.8 CRITICA
Alert (AA21-1104) CVE-2021-31207  pRPXellel
BRIAE - Exploitation of Pulse Connect Secure Vulnerabilities %E&Ek Exchangeﬁ)’z B 7}%5@@ %_%ﬁ
1.ENISA Threat Landscape, https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021 4

2.https://securelist.com/apt-predictions-for-2021/99387/
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26%EN2110F32%

o H)IXWEEMOHTEININE  SAHAEER

s ZE RN K EZ RIS PR

=M ABEERBENRWED  FEFEAEEZE N e &
T_HWI‘HI?%E’“ A BEEN D FiFE B ERAEE RS

—DarkSide) RmEREBESHEARTERERF e g.:ﬁwfw G
FEoREEHRColonial Pipeline A FEIRHET

Sk e
ERE . =S
1.https://secure2.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-

ransomware-2021-wp.pdf CISA Dark&de%#“i
2.https://www.theage.com.au/national/victoria/staff-unable-to-access-patient-files-

after-eastern-health-cyber-attack-20210329-p57eyj.html
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* 5 F 4 FEER(Business E-mail Compromise, BEC) = o
o WAMUAMAPIAERSIBIE - MBI HENR -
—SEMELF RS 110 1= HI 2238 7, 7001IECOVID—194‘H 28 AR 11
— FPEIRZE A (Charming Kitten - APT35)15 FHE & SMSREEH 2 48
IS #9 B R A (Smishing) 1T I ER
o tEIMERA X TN EE (Spear-Phishing) s & F FHEEER
RO EAERAETH
— 3B EIMACSC: fEEJr EM109~110FH#184,6008BECE 148
—1BR8, 1458 B . I R15%

More than Over Increase in
average financial
losses per BEC

4,600 BECs J $81 million [ 'erer

reported (AUD)
lost due to BEC A 54%
ERARR
https://www.cyber.gov.au/acsc/view-all-content/reports-and- SEIACSC PE2EE 7 B4 2EEE 4 =t

statistics/acsc-annual-cyber-threat-report-2020-21 6
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o MEREURIEER = (Microsoft Digital Defense Report,
MDDR){EL @ BIX B RZEAHSF2ZWEHZAEEH(46%) -
552 (19%) K 52E1(9%)

- WEHIFHE(48%) ~ FFETHMEAE EAHB(31%)

- EHRBADHRPE6) - 652 4) ~ MZEH(3) K FBRA(3)

- PHZELRENRAERERIERKE  ZEBHMENZIT
- BEAEH ChromiumEEENE ~ B2 ~ =i - BEEHTE K ZRE
FHE - DAEEEEEHSENMHE - KB NBUEFERE

Sample Nation-State Actors

ERAIR :
https://blogs.microsoft.com/on-the-
issues/2021/10/07/digital-defense-report-2021/
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~ 109412 8SolarWindsZ= #[2
> BRBE=EBSolarWindsTAEARA
WEEEGHBANENREMRRRYE o
> BEZDBRESTREEHAIZ . |
EERE F B E S A iﬁ%ﬁ la“jvf]gﬁs’fa %;E*i’f%
~-110F7RITEEE S B KaseyaB iz S 113

> Kaseya VSAGRIn S E SIS - AR EFEERETERBHER
(Managed Service Provider, MSP)

> RevilzEHBHESHEBE200REHTERE - B1Z30KEKHKaseya

- Emergency Directive 21-01

Mitigate SolarWinds Orion Code Compromise

el =)
VSABRBEH ST SRS B 2 B 5 P
BERIER Updates Regarding VSA Security
1.https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021 Inclelant

July 4, 2021 - 11:00 PM EDT

2.https://cyber.dhs.gov/ed/21-01/
3.https://www.kaseya.com/potential-attack-on-kaseya-vsa/
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#lran have

Fars News reports that hundreds of trains in
suddenly been cancelled today, speculating about a
cyber a i s.

Following Oldsmar attack, FBI warns about
using TeamV|ewer and Wlndows 7

An FBI alel n Tue d y warns companies about the use o fout-of—date
Windows 7 y tems, poo t passwor d and desktop sharing
software TeamViewer.

BERAOR -
https://www.zdnet.com/article/following-oldsmar-
attack-fbi-warns-about-using-teamviewer-and-

windows-7/

ERRIR
1https://www.zdnet.com/article/following-oldsmar-attack-fbi-warns-about-using-teamviewer-and-windows-7/

2.https://www.ithome.com.tw/news/145956
3.https://www.bleepingcomputer.com/news/security/iranian-gas-stations-out-of-service-after-distribution-network- hacked/
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Cobalt Strike#PaEIR T AT (=)

o 109FEEAESIIRBAEBEERIAR - TEFZBDNS
Tunneling#@EEAHTTP BeaconiETE 1 #8 BN ip 2 1221

e Cobalt Strike 1R
EITAPTIZEEND . gNAPT19 ~ APT32 ~ APT41[2l ~ Cobalt

REREE | ZEEH 5 BABHEBEAEND

APT 4182 |

Group & Chimeral®ls
B HEZREHR
EF1EMN100%

DNS Tunneling {3}

I ER S ERHINEE  WEIRAR

2
N . DNS Tunneling (12)
DNS Tunneling (3)  HTTPbeacon (2)  wik. #WiE. A, K. & _ SHAK. 38
HR;. T, Ak . 8% Tl HTTP beacon {13) HTTP beacon {14)
k WA, A, TR WERE. Al %A,
Q2 Q4 L Q2
@ o @ @ - - -
@@ \/j
10901 11001
DNS Tunneling {7} DNS Tunneling (5)
DNS Tunneling {4) Pk, ##E. Mk BERE. EX. <l
X HTTP beacon {3) HTTP beacon (5)
WERE. 8. XM

LT

ERAR
1.https://attack.mitre.org/software/S0154/
2.https://www.inside.com.tw/article/20988-5-china-apt-41-hackers-have-aggressively-attacked-taiwan

3.https://www.cw.com.tw/article/5102090
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o LUNKEAE AAIOTEEAIZEEROERSE - K
A MQTTAR# fReE - £14 FAIE PSR

> AIREN RS 35S - BT EIAEsR

> CI R BRI AR, - B R A
>EREARGEE - FERBRERR

o KMEMNZKAZELIZEAKEETEHMI) -
O] {52 FH 78 % e 5% 22 A% 12 BN L £ 1 T 122

_BEAMEBAEEM) 3% O SheE U BN BN AR SR 5
RENER - DERRREE o CIf B

o @ s

- ‘“-‘nm T, L 4

TRAFFIC/CONTROL/5
{

'‘RoadID": '5', 'SwitchDynamic': True,
'‘Datetime’: '2021-04-26 11:15:02°

}
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i A\ BRI T I IR B0 : TEI4IEEVPN(Mobile Data
Virtual Private Network, MDVPN)
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e CobaltStrike_

(DNS Tunnel)ZE 123 %17 -

B0 77 [ e s s B

HTTP(S) Beacon

- BIEAIEEWebRE IR E R =100
BpIPEZR DN/

° *ﬂpjgﬁﬂﬁﬁﬁﬁ%&ia HD/II:EII:/E
BH & 17 il S 34

GET /jquery-3.3.1.min.js HTTP/1.1

Ef#

Accept: text/html,application/xhtml+xml,application/xml;q=8.9,*/*;q=0.8

Referer: http //code. jquery.com/
ﬁ\ccept Encoding: gzip, deflate
Cooki cfduid=CQ5ubEO5F9AVEZNgW2!
R}(bICBquGG sE_QjxZ-
X_X55T1gA5Yc QOEChVCS s6MX6GBz
cFPDu32Wghics

User-Agent: r-1 il1la/5.8 (Windows NT

HE&J B

1FEMWXw, {g EIE'%'J(Query OmT7mZvA18KIos4b

cko

Ho t 18.3.97.1686
Connection: Keep-Alive
Cache-Control: no-cache

JHTTP(S)sk DNSkz 53851

—/—;.—\—.
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St 120R]/BRIE TR -

A 35 MR 2 A B &‘SZBE
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