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2.1 STIX Meta Objects

A SOCH = T &7

2.1.1 Extension Definition

7 % SOC f 7  #

L

*3 Extension Definition /& 1+
1N e SOC ## i Bz

1 |name WE L I o
2 | created_by ref TRELE 5 BRFTXTIrE

e Identity 3~ i+ 2 %) 25
3 | description - -
4 | schema HET LT FITE TR
5 | version e Yo Y ER
6 | extension_types 5B 5 A FEF 2R
7 | extension_properties - -

R
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"1d": "extension-definition—-d83fcedS-efS8-4cEc—alf4-1fbc32e58cEa",
"created by ref": "identity--02%029%ce-cbdl-4cd4c-b23f-5585bab€5918",
"type": "extension-definition",

"spec wversion": "2.1",

"name": "Grouping Extension",

"description": "This schema adds two properties to Groupling ocbject™,
"created": "2021-05%-14T08:56:34.935656E",
"modified": "2021-09-14T08:56:34.9356565",

"schema": "adds two properties to Grouping ochject",
"gersion™: "1",

"extension types": [ "property-extension" ]

b,
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2.2 STIX Domain Objects

A& SOCH =1 M%) &7 5 SOC {7 &8+

2.2.1 Grouping

FF & * Grouping 4 3t A AT = H P FFas £+ N-SOC i+
?ﬁw’ﬁi%5o
*4 Grouping &1+
7= Bt SOC # = =
1 |name Fiiag™
2 | description 7 >
3 | labels SO 5B -1 b 45
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"type": "grouping",
Yspec wversion™: -"2.1",
"id":

"oreated by ref™:

"created™: "2021-09-14T02:56:34.5352Z",
"modified™:
"labels™

"context™: - "go
name

"grouping--%ci8latle—cdfa-4e859-545c-€cadie430d470",
"2021-05%-14T02:56:34 _S35Z",

=
p R i 5
i R T T
"description™
"extensions":

A

"identity--02%0eSce-chdl-4cd4c-b23£f-9585ba%e5518"™,
["MICS—orghA—20130605—000004™],
e 1]
{

1.

" P ET EEREAE A M1 rad S A AR RS
"extension—definition--d83fced45-efi8-4cec-a3fd-1£fbc3Zef8coe™
"extension_ type™:

"x related labels"

[

"property—extension",
"object_refs™:

Az R BT TR T T

o
["MICS—-orgh-20150601-00000L1" , "NICS—orgh-20150601-000010™
"identity-—-02%0e%ce-chdl-4cd4c-b23£f-9585ba%E5518",

"identity-—025%0eSce-cbdl-4cd4c-b23£f-9585ba%65519"™,
"identity-—0250eSce-cbdl-4cd4c-b23£-5585kba%65520",
"attack-pattern——0cTb5SbE8-8£ff7-4ad4d-aadd-feb398cd00el™,

"attack-pattern-—-3£f88€£f2a-8T74£-4333-b794-aac075008b1lc™,
"ipwvd-addr--4d23aael-2b£f5-5427-8815-ed4fcabf20a53",

"ipvd-addr-—-£f£f26c055-6336-5bch-b53d-13de22c742d4",
"domain—-name——3clleS3f-7598e-5a26—-alcl-0815cefakb7£5™,
"ipwvt—addr--le&ld3éc-alcc-53bT7-aB80£f-2a001l&6lcS6b1l™,
"network-traffic——-2568d22a-8958-58eb—595%ec—3cBcaT4£52 74",
"network-traffic——-2568d22a3-859%8-58eb—-9%%ec-3cBca74£5271",
"network-traffic——2568d22a-855%8-58eb—-5%%ec-3cBcaT74£5273™,
"artifact-—calTbcf3-5846-5ab4-8662-75clbfEee31l3™,
"email-message-—T2bTEe58£f-10c2-5c5a—a2atc-b499%ca2f22ch",
"emajil-addr—-—-85%f52ealf-dcef-51le5-8fce-6a2523c43ced",
"email-addr-—-8%f52eal-dcef-51e9-8fce-ca2523c43ce3d™,
"emajil-addr-—e4ee5301-b52d-59%cd-aB8£fa—-8036738c71594™,

"observed-data-—-beT7d30ff-02a0-4598a-52Ff5-32f345F448 0",
"sighting-—ee20065d-2555-424f-ad%e-0£5428623c7E",
"sighting-—-ee200&5d-2555-424f-ad%e-0£f8428623275",
1
.

T R

"relationship-—-b32Zb2815%-3b3e-4bd5-afb3-£fa3écfbc3fla™,
"relationship--b82b22815-3b8&é-4bd5-afb3-£falécfbc3£20™

RPFEE 27 T
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2.2.2 Attack Pattern

¥ E4&E* MITREATT&CK F 3t >
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A
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A
https://attack.mitre.org/resources/working-with-attack/ » I i¢ *
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https://attack.mitre.org/resources/working-with-attack/

#6 Attack Pattern 1+

IE = i Yea SOC # i~ R
1 |name 2
2 | description T LA L *
3 | aliases -
4 | kill_chain_phases/ A I 31

kill_chain_name

R SR E RS

5 | kill _chain_phases/
phase_name

7 E R AES

9
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"id": "attack-pattern--f5bb433e-bdfE-4781-84bc-35e57243bes3",

"description™: "RAdversaries may overwrite or corrupt the flash memory contents of system BIOS

attached to a system in order to render them inoperable or unable to boot. (Citation: Symantec

software that is loaded and executed from mnon-volatile memory on hardware devices in order to

functionality. These devices could include the motherboard, hard driwve,

"name "Firmware Corruption"™,

"created by ref”: "identity--c78cbfe5-0c4b-4£11-3297-d1b8b55e40b5™,

"object_marking refs": [
"marking-definition--fa42af846-8d50-4e51-bc25-71d5b4202168™

or video cards.™,

1,

"external references™: [
{

"external id":

"source name':

"T14385™,
"mitre-attack"™,

or-other firmware in devices
Chernobyl W35 _CIH)  Firmware is
initialize and manage device

Turl™: "https://attack.mitre.org/techniques/T1455"
I
{
"source_name”: "Symantec Chernobyl W35 .CIH",
"url™: "https://WWW.symantec.com/security-center/writeup/2000-122010-2655-93",
"description": "Yamamura, ‘M. (2002, -April 25). WS5.CIH. Retrieved April 12, 2015."
I
{
Turl":
"http://www.mitre.org/publications/project-stories/going-deep-into-the-bios-with-mitre-firmware-security-research”,
"description”™: "Upham, E. (2014, March). Going Deep into the BIOS with MITRE Firmware Security Research. Retriewed
January 5, 201&.",
"source_name": "MITRE Trustworthy Firmware Measurement"
}
1,
"type": "attack-pattern™,
"kill chain phases™: [
{
"kill chain name"™: "mitre-attack",
"phase_name”: "impact”
}
1,
"modified™: "2021-04-25T14:49:35_188Z",
"created™: "2015-04-12T18:28:15.4512Z",
"% _mitre_is_subtechnigue™: false,
"x mitre platforms™: [
"Linux",
"macOS",
"Windows™
1.
"x mitre permissions_reguired": [
"Rdministrator™,
"root™,
"SYSTEM"
1.
"x_mitre_ impact_type": [

"Bwvailability™
1,
"x_mitre_versiomn™: "1.0",
"x mitre detection": "System firmware manipulation
attempts to read/write to BIOS and compare against
"x mitre data_sources”: [

"Firmware: Firmware Modification™

may be detected. (Citation: MITRE
known patching behavior.",

1,
"spec_wersion™: "2_1",
[

"enterprise-attack"

"x mitre domains

1.

"x mitre modified by ref™: "identity--c78cbfe5-0c4b-4£11-8237-d1b8b55e40b5™

kR R RS 2] IR

Rl3 Attack Pattern (MITRE ATT&CK) #

Trustworthy Firmware Measurement)

Log

&l
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"type": "attack-pattern",
"spec_wversion": "2.1",
"1d": "attack-pattern—-0cT7bSb88-8ffT7-4ad4d-aa9%d-feb3%8cd00El",
"created": "2016-05-12T08:17:27.0002",
"modified": "2016-05-12T08:17:27.00025",
"name": "HEERRHIEAN",
"description": "IE L tl'IH—H RO HER LRI B E T A LFHEE",
"kill chain phases": [
{
"kill chain name": "lockheed-martin-cyber-kill-chain"
"phase name": "Exploitation"

}J’
FHKR  ARFE T 2] RER

Rl4 Attack Pattern (- MITRE ATT&CK) # &
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2.2.3 ldentity

F7er ldentity Afls 28 o~ FR L4 H 02 FARE > HAF51
M7 FHF2 7R R0 5 Hm 002 BRBH > FAUNMELR
RFW(R25) 0 pHEL

FEE=OIDAE %5 FHERNA”

#7 X H = Identity &+

f B SOC 1 i % er
1 | name _Effj_?%ﬁ;* Hid < ?%&
2 | description H > g ¥ ~ OID
3 |roles ¥ =% a* A
B
C
D
E
4 | identity class H = Fa* ¥ % ”government”
5 | sectors R Y
fo R
KF R
€
Qi
& i
FEREZ Fln
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T e SOC f i i
=X
PER®REIEE
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6 | contact_infor - )

mation
T kR B RFA & 2] R
"type": "identity",

b

"id":
"created™:

"modified™:
names
"description™

"roles": ["A"].,
"identity class":

"spec version":
"identity——-02%0e%ce-chdl-4c4c-b23f-9585ba%6591%",
"2021-05%-14T08:56:34.857a",
"2021-09-14T08:56:34.897a",

" moorlTEL T E R,
"2.16.886.101.00000.XKXXKX",

"sectors": ["H

FH AR ARFALE

&

FEERE

"government",

LR A T U]

= ldentity /& 1+

SOC # i+

(==

name

FxgprH

frH (R E )
E2

description
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7]
, B SOC # i %z
=
3 |roles - -
4 |identity_class | % £ ¥ 8 = F # 5 7S0C”
2
2
5 | sectors - -
6 | contact_infor - -
mation

'j»d% -I;]?&% ‘E _ix;rz ﬁl%?gg

"type": "identity",

"spec version": "2.1",

"id": "identity——-02%0eS%ce-chdl-4cd4c-b23f-5585ba%65918",
"created": "2021-09%-14T08:56:34_8972",

"modified": "2021-05-14T708:56:34.8%72",

"name": "OO SOC",

"identity class": "socC"

}J’
FALRR MR AE 2] R

®l6 F‘ﬁ—?ii"’ﬁ |dentlty$@m

&9 F XL A ldentity -

¥

i (:]es SOC 1§ i #r
=

1 | name H e i i

2 | description EHRE* ]
3_|roles 7 1l b4 e

16
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b

BRI E R
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identity _class

>
D
=
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=
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i
o
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24
@D
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sectors - -

contact_infor - -
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Epec_aersiun“

type™: "identity",
I.2.1“;

"id": "identity-—-025%0e5ce-chdl-4c4c-b23f-5585ba%65520",

"created":
"modifised":

"2021-09%-14T708:56:34.8597a",
—-05%-14T08:56:34.857a",

"name": "ESET MCD32 Antiwvirus",

"description"

"ESET",

"roles": ["EHEElCEE"],

"identity class"

b,

FH kR RRFLE

2.2.4 Indicator

"system"

2R

7&K & Identity § ]

Indicator % 'h%?/»\%frﬁf z EHBRF I FF Y Indicator 4 2 A W E

IE}#H *ﬂ ’ :%Léf SS rE»
B o

ELendELeR > I 5HE 8- 7 F pattern

%10 Indicator 1+

BN e SOC ## i #

1 |name - -

2 | description LSRR = Rl -

3 | indicator_types &R Ap gl # 8 I0C & I0A

4 | pattern ExIP STIX Patterning # 7+ i
Binn FELE RS
ELE

5 | pattern_type ExfptRd 2™ HHE B stix”

6 | pattern_version - -

18




5 =% N SOC ## i+ 2

7 | valid_from ] ‘ ‘ YYYY-MM-
BRI ' DDTHH:mm:ss[.s+]Z

8 | valid_until - -

9 | kill_chain_phases - -

FHKR ARFELE 2] RER

"type": "indicator",

"spec_version": "2.1",

"1d": "indicator--8e2e2d2b-17d4-4chbf-938f-98es48b3cd32",
"created": "2016-04-06T20:03:48.000z2",

"modified": "2016-04-06T20:03:48.000a",

"indicator_ types": ["IoC" ]

"description": "¥SREEIS TJW

"pattern": "[ ipv4-addr: value = 198.51.100.5' OR ipvé4-addr:valus = "198.51.100.6" OR url:value
= 'http://example.com/foo" OR domain-name:value = "www.5z8.info']",

"pattern typs": "stix",

"wvalid from": "2021-10-01T00:00:00z"

FHAR: ARFLE 2Py RER

B8 Indicator jpa &

2.2.5 Malware

Malware & 'T’E"?l}’f‘rﬁiﬁﬁ'b‘.fﬁ PR FRTHREELASNREE
B E R AR k& Base64 S o T K-F I 8 T sample_refs i i 0 3R
231 #2235 - FEFHREELAN ST 0 ¥ F b * Malware
Analysis 1= i+ ¥ 2 TR B > 320 226 &2 242 o

19




# 11 Malware 1+

7 =% B SOC { = =

1 |name ERAR L f* -

2 | description ER AN K> -

3 | malware_types B & A7 5N 8A) R

37 Z_2_ malware-
type-ov F &

4 |is_family 2 NEA ERAANRIEY | B E true 2 false

5 |aliases - -

6 | kill_chain_pha - -
ses

7 | first_seen - -

8 | last_seen - -

9 | operating_syste - -
m_refs

10 | architecture_ex - -
ecution_envs

11 | implementation - -
_languages

12 | capabilities - -

13 | sample_refs ERANHE A LR # % File Object

i 25
FTHRMAR: AIRFUE4 2P RER

20




"type": "malwars",

"gpec_version": "2.1",

"id": "malware——0c7bS5b8B-Bff7-4a4d-aa9%d-£feb35%B8cd00El",

"created": "2016-05-12T08:17:27.000&",

"modified": "2016-05-12T08:17:27.0002",

"name": "China Chopper”,

"description": "This web shell is commonly used by malicious Chinese actors, including advanced
persistent threat (APT) groups, to remotely control web servers. This web shell has two parts,
the client interface (an executable file) and the receiver host file on the compromised web
zerver.",

"malware_types": ["wsbshs11"],

"ig_family": false

FA KR RMRFAE 28

EN -3l

)
B9 Malware ;pa &)

2.2.6 Malware Analysis

Malware Analysis = F A 1T HE 2 EH PR * 2 FEFTHREEL R
Pkl ;f-ci?fi;, £ o ¥ ORFT R B T analysis_sco_refs fF i > 322 239 o F
HE?PREEIASHF p:%i;}ﬂ o PR B-s 47 5 5 8 AT result #F i o

# 12 Malware Analysis &+

7 =% N SOC #

o
&

3,_3,)47\ Flﬁ— %}fu

ST
%

1 | product ERAAN A3 | w2 )R
25, Py A

version - -

host_ vm_ref - -

operating_system_ref - -

installed_software_refs - -

configuration_version - -

~N | o (o (B~ T DN

modules - -
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TE = e SOC #§ i # i
8 |analysis_engine_version - -
9 |analysis_definition_vers -
ion
10 | submitted Ty YYYY-MM-
DDTHH:mm:ss[.s+]Z
11 |analysis_started YYYY-MM-
- R EYAR A
AT DDTHH:mm:ss[.s+]Z
12 | analysis_ended N YYYY-MM-
- E2RALITEFR
PR AT DDTHH:mm:ss[.s+]Z
13 | result_name Eifis P | EL RN ET /53 5%
)i*
14 | result P gﬁ-gug T T f;?\
malware-result-ov F £
15 |analysis_sco_refs ERARNH 752 | BB A7 49 B Process
Bt % Object 23 v| 7%
16 | sample_ref - -

FHRRR G ARFELL 2 IRE

i
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"type": "malware-analysis",

"spac_wersion™: "2.1",

"id": "malware-analysis--d25167b7-fede-4868-%ccd-a73dd2csherc”,

"created": "2821-18-16T18:52:24.2772",

"modified”: "2821-18-15T18:52:24.277Z",

"product™: "avira",

"submitted": "2821-16-28Te8:36:147",

"analysis started": "2821-18-28T88:36:14Z",

"analysis ended": "2821-18-28T@8:36:152",

"result _name": "9/18",

"result”: "malicious”,

"analysis sco_refs": ["process--dZecSaab-888d-4452-8%8a-3clale3chige”]
I

FAAR RPFE S 2R

AR 2

®110 Malware Analysis 4 &

2.2.7 Vulnerability

Vulnerability = =5 #4478 2 F# 2@ * $ i > [+F & * Vulnerability
A ERKFFN o $HCVE B iRF 4 B - 5 F 3 name #§

o
# 13 Vulnerability 1+
BN Y e SOC ## i e
1 | name CVE #35L CVE-YYYY-NNNN
] e S
2 | description i dw T -

FHRAR RRFEL 27 R
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"type": "vulnerability",
"spec version": "2.1",
Ilidll .

"yulnerability——0c7bSbB8-8ff7-4a4d-aa9%d-feb3%8cd00El",
"created": "2016-05-12T08:17:27.0002",

"modified": "2016-05-12T08:17:27.000z",

"names": "CVE-2019-0604",

"description":

"L remote code execution vulnerability exi
software fails to check the source markup of an application package,

ats

in Microsoft SharePoint when the

aka "Microsoft SharePoint

Remote Code Execution Vulnerability'. This CVE ID is unique from CVE-2015-0554."

b

FRLR: RRFLE 2P RE

2.2.8 Observed Data

& * Obersved Data #-77 4p b J¢ it |

)

Bl11 Vulnerability jpa =)

# 14 Observed Data /4 1+

R -

o7 = i

SOC f =

e

1 | first_observed

B 4o P X

YYYY-MM-
DDTHH:mm:ss[.s+]Z

2 | last_observed

FABERE*

RERERLAPFR
YYYY-MM-
DDTHH:mm:ss[.s+]Z

3 | number_observed

LSS

R A Sk

4 | object_refs

ik SCO 4&pe*

B A3 e SCO
P

PR KR RRFELE 2] RER

24




"type": "ckserved-data"

"spec version™: "Z2.1",

"1d": "observed-data--be7d30ff-02ac-498a-92f9-32fB45f448cEf",
"created": "2021-10-15T15:00:002",

"modified": "2021-10-15T1%:00:00z",

“first_ubserved": "2021-10-19T719:00:005",

"last_cbserved": "2021-10-15T15:00:00z",

"number observed": S0,

"object refs": [
"ipvd-addr--4d22aas0-2bf5-5427-8819%-e4fcabf20a53",
"ipvd-addr-—-ff26c055-6336-5bc5-b98d-13d622674244",
"domain—namse——3cl0e93f-7%3e-5a26-alcl-08156=fakb7£5",
"mac-addr——&3cfcf98-8ate—Salkb—8£61-37%ac4£52400",
"ipve-addr--leftld36c—aléc—-53bT7-aB0f-2a00161lc9ebl™,
"network-traffic—-—-2568d22a-8998-58eb-9%=c—-3cBca74£527d4",
"network—-traffic——2568d22a-8998-58eb—9%=c—-3cBcaT74£5271",
"network—-traffic——2568d22a-8998-58cb—9%=c—3cBcaT4£5272",
"network—-traffic——2568d22a-8%98-58eb—-9%=c—3cBca74£5273",
"email-message——-T72bT7698f-10c2-565a-a2a6-b4996a2f2265",
"email-addr——89%f52ea8-d6ef-51e9-8fce—6a2923643 64",
"email-addr--e4ee5301-b52d-5%cd-aBfa-8036738cT7154"

}J’
FHAR ARFILE 2 RER

B]12 Observed Data ipa &

2.2.9 Report

Report 5 i~ 4T H 2 EHPBER* 2 TR FTHREIEFL > 7 RF
M B T object_refs i 0 328 231 o

%15 Report &+

3 =% B SOC # = #2r
1 |name 2 LA
2 | description IF 2 fy it
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JE =X e SOC #§ i # L
3 | report_types -
4 lish YYYY-MM-
published g g
DDTHH:mm:ss[.s+]Z
5 |object refs # 8 Artifact Object 3+

|

FARRR: ARFELE 27 ] REFR

be

"type": "report",

"spec_version": "2.1",

"1d": "report——84e4dB88f-44ca-4bcd-bbf3i-b2clc320bckhi”,

"created": "2015-12-21T1%:55:11.000z2",

"modified": "2015-12-2171%:55%:11.000z",

"name": "HPEHETIERES",

"description": "HE RV IEEREASTTEE RS,

"published™: "2021-10-20T17:00:00.000z2",

"object refs": [
"artifact-—-calTbof8-9846-5ab4-8662-T5clbfEec333”

1

"type": "artifact",

"spec version": "2.1",

"id": "artifact-—-calT7bcf8-9846-5ab4-8662-75clbfEec333",
"payload bin": "VBORwOEGgoRARANSUhEUgARADI== ..."

TR KR ARG UL 2] R

R113 Report § i
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2.3 STIX Cyber-observable Objects
A& SOCH =t T* ) 47 5 SOCHFRERH -

W EE S E/HEY R R Bt A IP 2 &(GER
2.3.6) ~ r/Hostname & &G 2.3.2) ~ i & 4-GER 2.3.8)& § F+ £
it 2 4G 2.3.4)

O L MA E L ABERE BYWHIEDR) FFEE F- L £ FHE = IP
% 487 % 5% H i~ Hosthame % 4%

TR E DB BRI L HFI e o S
A B I A oM A A L

o4
q,‘,w

2.3.1 Artifact Object

3 & * Artifact £+ i > #-¥ E & A5 $k & Base64 %5 - E & 7 * Base64
SnFG 2\ 3K % Base64 nfg 0 FE B - 5 F 1 payload_binfF i FE ER
255 ¥ A Base64 ##g - #-4p B Malware 3 2 ~ File 4 % 2 Artifact 3 i% &
FARME AR 14 £ 5 ER B A Basebd %ib o #-4p B Email
Message 4~ i£ &2 Artifact 4~ 2 & 7 PR R 8% > 3£ B 15 - % 5 3F 2 Base64
kG o #-4p B Report 3~ 2 &2 Artifact 3= 227 2R A B > XL B 16 -

# 16 Artifact Object /4 1+

I = Bt SOC ## = #er
1 | mime_type - -
2 | payload_bin T 2 475\ % ~ Base64 -

g

T 7 3 12 Basebd Hth

3F 2 Baseb4 5
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5 =% Bl SOC # = % ix
3 |url -
4 | hashes -
5 | encryption_algorithm -
6 | decryption_key -
FR KR BRI 2T R
{
"type": "artifact"™,
"spec_version": "2.1",
"id": "artifact--calTbcf8-9846-5ab4-8662-T5clbfésE311",
"payload bin": "VBORwORGgoOARRANSUhEUgARADI== ..."
by
{
"type": "file",
"spec_version": "2.1",
"idm:
"hashes": {
"SHR-256":
"SHAR-1":
"MD5"
b,

"size":

"ctime":

"file—-e277603e-1060-5ad4-9937-c26c9T7£1lcacd",

"2fd4elcETa2d28fcedf49eelbbTEeT7351b%3ebl2"”,
"Ge107d9d372bbE826bdB1d3542a415d6"

"name": "foo.dll",

"mtime":

"atime":

"content_ref":

"2021-10-12T08:17:27.0002",

"Lype"

"2021-10-01T08:17:27.0005",

"fe90a7e910ckb3ad4735bed%180e80753£fa70c%0£25a8%15476£5e4bfbacebldb™,
"a2021-10-12T08:17:27.0002",

"malware",
"spec_version": "2.1",
Tign:
"created":
"modified":
"name"

"description"

"artifact--calTbcfB-9846-5ab4-8662-T75clbfeeg311"

"malware——0cTb3bB8-8£ff7-4a4d-aa%d-feb398cd0065",
"2021-05-12T08:17:27.0002",
"2021-05-12T08:17:27.0005",

"China Chopper",

: "This web shell is commonly used by malicicus Chinese actors,
persistent threat (APT) groups,

the client interface

server.",
"malware_ types": ["webshell"],
"is family": false,
"sample_refs":
b,

to remotely control web servers. This web shell has two parts,

(an executable file) and the receiver host file on the compromised web
["file—-e277603e-1060-5ad4-9937-c26cHT7£flcaki"]

= il g0 . ~ A = » P e >

FALRR D RRFEE 2 R

including advanced

v

R114 Artifact Object # &

|(& 2 425 # & Base64 % 75)
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"type": "artifact",

"spec version": "2.1",
"id": "artifact--calTbcfB-9846-5ab4-8662-T75clbfes6313",
"payload bin": "VBORwOEGgoARAANSUhEUgARAADI== ..."
b,
{
"type": "emall-message",
"spec version": "2.1",
"id": "email-message——-T72bTE98f-10c2-565a-a2a6-b499%6a2f2265",
"from ref™: "emaill-addr——859f52saf-déef-51e9-8fce—6a29236436=d",
"to_refs": ["emall-addr--=42e5301-k52d-5%cd-a8fa—-8036738c7194"],
"is multipart": false,
"date": "2021-10-19%T15:55:0&.0002",
"subject": "Saying Hello",
"raw email ref": "artifact-—calVbcf8-9846-5ab4-8662-75clbfEs6313"

b,
FHRARARFEX 2R

®115 Artifact Object # &](& R, 72  $& & Base64 %)

"type": "report",

"spec wversion": "2.1",

"1d": "report--84e4dB8Bf-44ea-4bcd-bbfi-b2clc320bcki",

"created": "2015-12-21T1%:5%:11.000&",

"modified": "2015-12-21T15%:59:11.0002",

name": "R T JHI&",

"description®: "INEYETJEEALI ST HEH A,

"published": "2021-10-20T17:00:00.000z",

"object refs": [
"artifact-—-calTbcf8-9846-5ab4-8662-75clbfEs6333"

"type": "artifact",
"spec version": "2.1",
"id": "artifact--calTbcfB8-9846-5ab4-8662-T5c1bfees333",
"payload bin": "VBCORw(OEGgoRRARNSUhEUgRAADI== ..."
b,

FHAR RRFET 2] REE

B116 Artifact Object § i|(3F & Base64 4n7%)
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2.3.2 Domain Name Object

M7 2 * Domain Name 4~ it » &% kR4 ~ P anfesst ~ kR hostname

2 P ¢iohostname » JE3E 8 - 7 F 3L 3 value ff = o

# 17 Domain Name Object &+

IIEN iYEs SOC ## = %L
1 |value ke -
B

% /& hostname

B &1 hostname

2 | resolves to refs - -

FHKR R RFH T 2L R

type": "domaln-nams",

npec_;ersinjn“ "z,
"1d": "domain-—name——3cl0e93f-798=-5a26-alcl-08156=fak7£5",
"valus": "example.com"

b,
FH KR MPFEE 2L RER

®117 Domain Name Object # i]

2.3.3 Email Address Object

BE i * Email Address 4~ i+ » - 4+F 2 A B A A S FHE G-

7 L value = o
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# 18 Email Address Object /& %

5 = B SOC 1 i % 3x

1 |value FEAL E Y ;

fe it 4 5 4

2 | display_name -

3 | belongs_to ref -

FRRR G RRFEE 2 IR

type": "email-addr",
"spec version": "2.1",
LL] idll :

"emall-addr——8%f52eal-déef-51le%-8fce-Ea29236436=d",
"yalue": "Jdoslfexample.com"

b

TR KR RRFELE 2] RER

F118 Email Address Object 4 &1

2.3.4 Email Message Object

fi-F € * Email Message #= i+ > & 4FF = A & f SR Tt A

I FER- AT

%19 Email Message Object &+

7 =X B SOC # i+ %
1 | is_multipart 237 55EMIMER 3* ¥ 8 true 2 false
2 t YYYY-MM-
date FEpH*
DDTHH:mm:ss[.s+]Z
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TE =X e SOC {# i~ # i
3 | content_type - -
4 | from_ref T Y I_Emai‘I‘Address
Object %] 75

5 |sender_ref - -

i e e cam | o TS

7 | cc_refs - -

8 | bcc _refs - -

9 | message_id - -

10 | subject ERriEig* -

11 | received_lines - -

12 | additional _header ] ]

_fields

13 | body - -

14 | body_multipart - -

15 | raw_email_ref BEpNF(ERGE # ¥ Artifact $ & 25
Base64 ¥a#5) - B 75

FRRR ARFEX 27 R

32




L] mw, m . . "
type": "email-messages",

"spec version": "2.1",

"id": "email-message—-T7ZbT7E98f-10ci-565a-alat-b4996a2f22E65",
"from ref": "emall-addr——89f52eaB-déef-51=9-8fce-6a29236436=d",
"to refs": ["emalil-addr——e4=2e5301-k52d-5%cd-al8fa—-803673827194"],
"is multipart": false,

"date": "2021-10-15T13:55:06.0002",

"subject": "Saying Hello"

b
TR KR RMRFELLE 2] L

®119 Email Message Object # &1

"type": "artifact",
"spec_ wersion": "Z.1",
"1d": "artifact--cal7bcf8-9846-5ab4-B662-T5clbfEeg313",
"payload bin": "VBCORwOERGgoARARNSUhEUgRARADI== ..."
be
{
"type": "email-message",
"spec version": "Z2.1",
"id": "email-message——T2bTE98f-10c2-565a-a2a6-b499%6a2£f2265",
"from ref": "emall-addr——89%f52cal—-déef-51e%-8fce—6a29236436=d",
"to refs": ["emall-addr-—e4ec5301-b52d-5%cd-aBfa-8036738c7194"],
"is multipart”: false,
"date": "2021-10-19T15:55:0&.000E",
"subject": "Saying Hello"™,
"raw email ref": "artifact--cal7bcf8-5846-5ab4-8662-T5clbfEsE313"

}J’
TR KR RRFELE 2] IRER

B120 Email Message Object # &|(& &. 77 * Base64 4nfs )
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2.3.5 File Object

Fre* Filed 2 #F¥pFR2ES%20 3 (8 L4250 % & Basebd 4
) 5B S E AR B (E R AR R~ Basebd Hh
)4 o #-4p B Malware 4 1% ~ File 3 1% #2 Artifact 3~ % 12 {7 2 P8 bl 55 >
F OB 21 F A ARR A E 0 4P B Malware #+ 2 27 File 4 2 :2 (7 BB Bl

TP RER-AE

T o 220 ] 22 o

%20 File Object &+

7= e SOC # = % iz

1 | extensions -

2 | hashes ok jekE S F 2 ARG

3 |size &~

4 |name R

5 | name_enc -

6 | magic_number_hex -

7 | mime_type -

L wEEZP R DDTT—IT—ITr:mI\:/ISZA[.sﬂZ

9 | mtime W% sp B YYYY-MM-
DDTHH:mm:ss[.s+]Z

11 | parent_directory_ref -

12 | contains_refs -
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b,

FHRR ARFEE 2R

T8 =X

Bl
13

content_ref

SOC # i+

WEP F(ELARS KA
FA &R RRFEE 2P R

Base64 %5 ) 4B

=
ey
'

-
52N

"type"

"artifact",
"spec wversion"
wigw.,

"ooqm,

"type":

& Artifact Object &
W) 75

"spec_version": "2.1",
"hashes"

:
"SHAR-25&"
"SHA-1":
"MDS":

br

"payload bin": "VBORwORGgOARRANSUhEUgARADI==. .
"file",
"file—-e277603e-1060-5ad4-9937-c26c9T7£1lcacd",

"artifact--cal7bcfB8-9846-5ab4-8662-T5clbfEeE311",
wige.

"size":

"name":

.
"ctime":
"mtime":

"atime":

"2fd4elcE7a2d28fcedf49eelbbT76e73591kb93ebl2™,
"9e107d9d372bbE8B2€bd81d3542a419dE"
foo.dll",

"content_

"2021-10-01T08:17:27.0002",
"2021-10-12T08:17:27.0002",
"a2021-10-12T08:17:27.0002",
ref"
"type": "malwars",
"spec_version": "2.1",
"id":
"created"

"fe90a7e910ckb3ad4735bed%180e80753£fa70c%0£25a8%15476£5e4bfbacebldb™,

"modified":

"name" :

"description"

"artifact--calTbcfB-9846-5ab4-8662-T75clbfeeg311"

"malware——0cTb3bB8-8£ff7-4a4d-aa%d-feb398cd0065",
"2021-05-12T08:17:27.0002",
"China Chopper",

persistent threat (APT)
the client interface
server.",

"2021-05-12T08:17:27.0002",

"malware_ types":

groups,

"is family": false,
"sample_refs"

"This web shell is commonly used by malicious Chinese actors,
["webshell"],

to remotely control web servers. This web shell has two parts,
["file——e277603e-1060-5ad4-9937-c26c97flcab9"]

including advanced

Bl21 File Object

k7

(an executable file) and the receiver host file on the compromised web

o

|(& 2 425\ % * Base64 #%78)
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"type": "file",

"spec_version": "2.1",

"id": "file——e277603e-1060-5ad4-9937-c26c97£1lcacs”,

"hashes": {
"SHA-256": "fe9%0a7e910cb3a473%bed®180e807e93£a70c50£25a8915476£f5e4bfbacedldb",
"SHA-1": "2fd4elceTald28fcedB4%eclbbT76e7391b5%3sbl2",
"MD5": "92107d9d372bb6826bd81d3542a415d6"

Y.

"size": 25536,

"name": "foo.dll",

"ctime": "2021-10-01T08:17:27.0002",

"mtime": "2021-10-12T08:17:27.0002",

"atime": "2021-10-12T08:17:27.0002",

"type": "malware",

"spec_version": "2.1",

"id": "malware--0cTbSbB8-8£ff7-4ad4d-aa%d-f=b398cd00E65",
"created": "2021-05-12T08:17:27.000Z",

"modified"™: "2021-05-12T08:17:27.0002Z",

"name": "China Chopper",
"This web shell is commonly used by malicicus Chinese actors, including advanced

"description":
persistent threat (APT) groups, to remotely control web servers. This web shell has two parts,
the client interface (an executable file) and the receiver host file on the compromised web
server.",

"malware types": ["webshel1"],

"is family": false,

"sample refs": ["file--2277603e-1060-5ad4-9937-c26c97flcacs"]

b

FRRXR A€ 277 2

122 File Object # (& & 425" 5% i)
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2.3.6 IPv4 Address Object

BE @ * IPvAAddress 4+ 2 > #% % R IP & P en P> FHEB- FFAD
value #§ = °
#21 IPv4 Address Object /1%
78 = Bt SOC # = i3
1 |value %k IP IPv4 & 4t
B e |P
2 | resolves to refs - -
3 | belongs_to refs - -
TR KR ARFELE 2] T
{
"type": "ipvd-addz",
"spec version": "2.1",
"id": "ipvié-addr-—-4d2Zaas0-2bf5-5427-0881%-=4fcabf20a53",
"wvalu=s": "1598.51.100.2"

b,
TR KR RRFELE 2] RER

F123 1Pv4 Address Object & ]
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2.3.7 IPv6 Address Object

firg @ * IPv6 Address = i » &4t kR IP & p Py FE B - B F L

value #§ = °

#22 IPv6 Address Object /%

IE = Y e SOC # = i
1 |value Xk IP IPV6 ¥+ 1t
p e P
2 | resolves to refs - -
3 | belongs_to refs - -

FRKRRRFTEE 2P R

"type": "ipvé-addz",

"spec version"™: "2.1",

"id": "ipwé-addr—-1le6ld3ifc-alec-53b7-aB0f-2a00161c56b1",
"value": "2001:0db8:85a3:0000:0000:8a2=:0370:7334"

b
TR KR RRFELE 2] RER

F124 1Pv6 Address Object # ]
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2.3.8 Network Traffic Object

M7 & * Network Traffic #= i > &4 LR IP 4B ~ P 0P £/ ~ Kk

¥R~ PR

%P ~ kB hostname % pg ¢

FEB-AFT W MER AL

B & hostname %P > 1 ©

%23 Network Traffic Object /1%

JE =X B SOC # = %L
1 |start YYYY-MM-
BB 4o RF R *
P 4P DDTHH:mm:ss[.s+]Z
2 |end YYYY-MM-
A DDTHH:mm:ss[.s+]Z
3 |is_active #8 true & false » &7
BRETE TS 59, ‘—,%—ELH?F? » SHF
% false
4 | src_ref Kk IP %R # 8 |Pv4 Address
%o R Object ~ IPv6 Address
Object ¢ Domain Name
% Jh hostname % P& Object 2 %) 75
5 |dst_ref p e |P 4P # 8 |Pv4 Address
B s SR Object ~ IPv6 Address
Object &= Domain Name
p e hostname 4 P& Object %] 75
6 |src_port PP IR -2 # 8 0-65535
7 | dst_port P e R # ¥ 0-65535
8 | protocols A A AR A
9 |src_byte count - -
10 | dst_byte count - -
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SN e SOC #§ i i

11 | src_packets - -

12 | dst_packets - -

13 | ipfix - -

14 | src_payload ref - -

15 | dst_payload_ref - -

16 | encapsulates_refs - -

17 | encapsulated by
ref

18 | extensions/ http- FETF 2 ER g
request-ext/ HTTP 34+ 2
request_method

19 | extensions/ http- FEF 2 ER g
request-ext/ HTTP 3 RBe s
request_value

20 | extensions/ http- FEF D2 ER g
request-ext/ HTTP %1 &
request_version

21 | extensions/ http- FEF D2 ER g

request-ext/
request_header

HTTP s it ef

PR ARFEX 27 R
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"type": "network-traffic",

"spec version": "2.1",
"1d4d": "network—traffic——2568d4d22a-89983-58ekb—9%=c—3cBcav74£5274",

"start": "2021-10-15T1%:00:00z2",

"end": "2021-10-15T1%:00:012",

"src ref": "ipv4-addr--4d22aae0-2b£f5-5427-8819-=4f€abf20a53",
"src port": 3333,

"dst ref": "ipv4-addr——ff26c055-6336-5bc5-b98d-13d6226742d44",

"dst port": 44
"protocols": [
Ilhttpsll R n tcp n

b
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"type": "network-traffiec",
"spec_vwersion": "2.1",
"id": "network-traffic-—-2568d22a-8998-58eb-9%=c—-3cBca74£5271",
"start™: "2021-10-15T1%:00:002",
"end": "2021-10-15T19:00:012",
"src_ref": "ipvé4-addr--4d22aace0-2bf9-5427-8819-e4f€abf20a53",
"src_port": 2323,
"dst_ref": "domain—name——3cl0e93f-798e-5a26—-alcl-08156efab7£5",
"dst_port"™: 50,
"protocols": [
"http","tcp"
1.
"extensions": |
"http-request-ext": {
"request_method": "get",
"request_value": "/download.html",
"request_version": "http/1.1",
"request_header": {
"Accept—Encoding": "gzip,deflate",
"User—Agent": "Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.6) Gecko/20040113",
"Host": "www.example.com"

be
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2.3.9 Process Object

W F @ % Process ¥~ i+ » FH B sy £ 2 command_line f§ = - F ¥ iy
Ld ERANAZ o #4p B Malware Analysis 3+ 2 ¥2 Process $ i* i& {7 % @
B Ui > 30 27 o E s dn 4 W5 LRk 4 #- Observed Data 4~ % 27

Process 4 2 :& {7 BB A T T o

#24 Process Object &+

7B = i SOC ## i B 3L

1 | extensions - -
2 | is_hidden - -
3 |pid - -
4 | created_time - -
5 |cwd - -
6 |command_line 28 P

7 | environment_variables - -
8 | opened_connection_refs - -
9 | creator_user ref - -
10 |image_ref - -
11 | parent ref - -
12 | child_refs - -

TR KR RRFELE 27 RER
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"type": "malwarse-analysis",

"spec_version": "Z.1",

"id": "malware—analysis-—-d25167h7-fed0-4068-%ccd-a73dd2<5b07c",
"created": "2021-10-16T18:52:24.2772",

"modified": "2021-10-16T18:52:24.2773",

"product": "avira",

"submitted": "2021-10-20T0B:36:143",

"analysis started": "2021-10-20T08:36:14z",

"analysis_ended“: "2021-10-20T08:36:153",

"result_names": "S/10",

"analysis sco refs": ["process-—d2ecS5aab-808d-4452-8%0a-3clale3cblEs"]

"type": "process",

"spec_version": "2.1",

"id": "process—--d2ecSaab-808d-4492-8%0a-3clale3chlEe",

"command line": "wmic /node:172.16.40.227 /password:1lgaz@WSX fuser:eric service list"

FHRKR D MPFELS 2] RER
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2.4 STIX Relationship Objects
A& SOCH =2 T* ) £ 7 5 SOC HERERHIE
2.4.1 Sighting

TR E BT A4 w2 @ Sighting 47 % 0 B BisT £ 2 K
Vulnerability 4~ = > p|/f ¢ * Sighting 4~ 2 > BB & L4~ B L4
R REFEFERAE 0 HLA 26

BEL R 0 FELA 25 FFEA47E £ @ * Indicator ~ Malware st

%25 Sighting &1+ 1

BN Y e SOC # = H L

1 | description P * -

2 | first_seen - -
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5 = B SOC # i+ 2

3 | last_seen - -

4 count - -

5 |sighting_of ref B Attack Pattern 3~ %

Rk
6 | observed data refs R R R R # ¥ Observed Data 4~
2 PRINT
'%-ﬁ 2 lf-L ?g'\t“'vljl,%
7 | where_sighted_refs g R BB F X E A ldentity
B P i
8 | summary - -
TR KR KRR 2 BT
{
"type™: "sighting",
"spec version": "2.1",
"1d": "sighting--e=20065d-2555-424f-ad5%=-0f8428623cTE",
"created": "201&-04-06T20:08:31.0002",
"modified™: "2016-04-06T20:08:321.000&",
"description": "ESET MAL LNX ELF Mirai Malware",
"sighting of ref": "attack-pattern—-0c7bSbB8B-8ff7-4a4d-aaSd-feb35%8cd0O0el™,

"observed_data_refs": ["observed-data--b&7d30ff-02ac-498a-92£f5-32£f845f448cf"],
"where sighted refs": ["identity——029%0eS%ce-cbdl-4c4c-b23f-9585ba%65920"]

FHKR  ARFE T 2] RER
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#26 Sighting &+ 2

I i Yea SOC # = R
1 | description - -
2 | first_seen - -
3 | last_seen - -
4 | count - -
5 |sighting_of ref 2 2 Indicator -

ELfpth > Erfest s Malware s
i - PR* Vulnerability 4~ i 2%
75
6 | observed data refs - -
7 | where sighted refs . B TR ldentit
~SIMEE- XK LR HR R Y
#7” = % %'J'{;%
8 | summary - -

FHRRR ARG ELL 2 RE

It
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"type": "sighting"

“"spec version": "2.1",

"id": "sighting--es20065d-2555-424f-ad9%—-0£f8428623c75",

"created": "2016-04-06T20:08:31.0003",

"modified": "201&-04-06T20:08:31.0002",

"sighting of ref": "malwarse——0cT7bSkb88-8£f7-4a4d-aa%d-feb3%8cd0O0eEl",

"where sighted refs": ["identity-—-02%0eSce-cbdl-4c4c-b23f-5585ba%655%20"]

"type": "sighting"

“"spec version": "2.1",

"id": "sighting--e=20065d-2555-424f-ad%=—-0£f8428623c77",

"created": "2016-04-06T20:08:31.0002",

"modified": "2016-04-06T20:08:31.0002",

"sighting of ref": "vulnerability-—0c7bSb88-B8f£f7-4a4d-aa%d-feb398cd00el"™,
"where sighted refs": ["identity-—-02%0eSce-cbdl-4c4c-b23f-5585ba%655%20"]

"type": "sighting"

“"spec version": "2.1",

"id": "sighting--e=20065d-2555-424f-a3d9%=—-0f8428623c78",

"created": "2016-04-06T20:08:31.0002",

"modified": "2016-04-06T20:08:31.0002",

"sighting of ref": "indicator--8e2e2d2b-17d4-4chf-938f-98=c46b3cd3f”,

"where sighted refs": ["identity-—-02%0eSce-cbdl-4c4c-b23f-5585ba%655%20"]

FHER RFFELE 2Py RER
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2.4.2 Relationships

{

FETE e FFA7E ¢ % * Relationships 4~ 1 12 B Bl s 8 £ 2 22 %
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APrE ERARS LA 290

46



#27 Relationships 41+ 1

BN e SOC ## i e

1 | relationship_type R B 5 A ¥ B “targets”

2 | description -

3 | source_ref # 8 Attack Pattern 3~ ¢
Eaklp
4 | target_ref \ By 5 H = ldentity

5 |start_time -

6 |stop_time -

' 1»dﬁ EQ'?\; 15 éiﬁﬁf{l@aﬁffg

"type": "relationship",

"spec version": "2.1",

"id": "relationship—--b82b2819-3b86-4bdS-afbi-faltcfbc3f20",
"created": "2021-05-14T08:56:34.53485952",

"modified": "2021-05-14T08:56:34.534855z",

"relationship type": "targets",

"source ref": "attack-pattern—--5e4a2073-9643-44cb-alb5-=7£4048446cT",
"target ref": "identity-—-0290e5ce-cbdl-4c4c-b23f-5585ba%65519"

FHRAR AT 2R
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#28 Relationships /% 2

38 =% Y e SOC # = % ir
1 | relationship_type R B3 5 A * 3 % "indicates”
2 | description -
3 | source_ref # 8 Indicator 4~ i 35
— ‘% i#%*%%:ﬁ%* YAl 4% I% ;]' e J
4 | target ref . e B Malware $» £ 3 5]
ERAZ SR
vt
5 |start_time -
6 |stop_time -
'j»d% EQ314113 éiﬁﬂijﬁiégﬂi
{
"type": "relationship"
"spec version": "Z.1",
"id": "relationship--014841f8-eb38-4673-9504-T0f67c93ddEb",
"created": "2021-10-16T18:52:24_2772",
"modified": "2021-10-16T18:52:24.2772",

"relationship type": "indicates",
"indicator——8e2e2d2b-17d4-4chbf-938f-58ec46b3cdaz”,

"malware——0cTb3b88-8££f7-4a4d-aaSd-£=b358cd0065"

"source ref":
"target ref":

b
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#29 Relationships 41+ 3

IE =% el SOC ## i i
1 | relationship_type R B 5 A #_ 8 “analysis-of”
2 | description -
3 | source_ref T LY e # % Malware Analysis
P
4 | target ref PR B Malware $» i 3]
5
5 |start_time -
6 |stop_time -
TR KR ARFELE 277 L

be
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Il::fpell :

"spec wversion": "Z.
"relationship——014841f8-eb38-4673-9504-70£67<c52dd8b",
"2021-10-16T18:52:24.2775",
"2021-10-1€T18:52:24.2772"
_type"
"malware—analysis——-d25167ThT7-fed0-4068-9ccd-a73dd2c5b0Tc",
"malware——0c7b3bi88-8£ff7-4a4d-aa5%d-feb3%8cd00E5"

Ilidll :
"created™:

"modified":
"relationship
"source ref":
"target_ref":

"relationship",

1“;

: "analysis-of",

PR
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