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Z#LocalGPOET(1/2) v

e 1T "LocalGPO ; Z#HE

e TWelcome to the LocalGPO Setup Wizard EE —
sz | Next

e 7fEEnd-User License Agreement & H — 2 E %
EE—-RE " Next

N

—_—

=1 4=

i
X
X

4 LcucaIGF‘Cl SEtup *

4L

Welcome to the LocalGPO
Setup Wizard ## LocalGPO License Agreement X

End-User License Agreement
Flease read the following license agreement carefully

The Satup Wizard wil inslal LocslZPO on vour

LocalGPOi *EE rompirter. Click Mexwt 1o conBinue or Cancel to exit th
Setup YWizard
J

MICROSOFT SOFTWARE LICENSE TERMS 2
MICROSOFT LocalGPO
These license terms are an agreement between Microsoft Corporation

Microsofi | Solution (or based on where you live, one of its affiliates) and you. Please read

Accelerators them. They apply to the software named above, which includes the

m which you received it, if any. The terms also apply to any

9 M
< Badk Cancel l@I accept the terms in the License Agreementl
()1 do not accept the terms in the License Agreement e

Print < Back Next = Cancel
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e TFeatures to Install| B H - &R L IR 1 — B3
"Next |

e ftReady to Instal| EE—#4% ' Install 4 ETZE
o 7hE "2, nFFLELocalGPOTESEM £
"Finish, SERZEARR  fams— x

e

/

m

5B
® i

## LocalGPO Setup

Features to install
Select the way you want features to be installed.
gk the Frush batton 42 el the Se

f

/

Completing the LocalGPO
Setup Wizard

i i g Edaartd
Click on the icons in the tree below to change the way features will be installed. 'ﬁ LoczlGPO Setup
Ready to Install
gsg'fy local policy using a backup The Setup Wizard is ready to begin the Custom installation
This feature requires 19MB on your Micresaft | Solution
hard drive.

Click Install to begin the installation. If you want to review or change any of your Accalarators
installation settings, dick Back. Click Cancel to exit the wizard. 5
cBak N Frpd Cancal
=]
i o r

Location: I C:\Program Files\LocalGPOY | propse

P AREEHEMEETITNRE s

S0
9 G LmEema e
p— &= W IEE R Firy
! B BT

& EEEE S bl
— ) :I =L "8 1ol G e Il-r
S LErL e N Mh:m oft

34



£ LocalGPO?EEﬁIE)\GPO(lM)@

o £LocalGPOZKRE M K FEE(C:\Program
Files\LocalGPO) —#ZlLocalGPO.wsftg & —2h#EH
HE—EE T AREE

o = "Sub ChkOSVersion, &I NERZEEUE

Y

= | LacalGPO - O b
R 'Checks whether the oparating svsten iz Windows EF or _
=5 A BE v @ ‘Windows Server 2003 or Windows Vista or Windows Server 2008 or _
"Windows 7 or Windows Server 2008 B2 or Vindows § or Windows Serwer @
<« Prog.. » LocalGPO v O FE LocalGP.. 0
" HileftistrOpVer, 3} = "6.2") and (stiProductlype <= "1"} then
; o 3 str0s = "fS12"
I:Iﬁ nw == ElazelfileftigtrOpVer,3) = "0.2") and (strPfroductlspe = "1") then
SCE Update FE(0) gtrls = "Wing"
TﬂﬁﬁL Security Templates Iﬁﬁ[a Eleslfileft{atrOpVar,3) = "6.1") and (strFroductTspe == "1") then
= atrDs = "W305R2"
[ command-line here | &= ETEREN) Elself(Left(strOpVer,3) = "6.1") and (strProductType = "1") then
. 9 [2] LocalcPo HEP) atrDs = "Win7"
= &k | Localization 7/ Wind ows Defender S5 Elﬂ:{iégﬁit}:ﬁéégg“erd} = "6.0"} and (strProductlype == "1"} then
LocalGPO k= Path FEEZH) Elself{Left(ztrOpVer,3) = "6.0") and (strProductType = "1") then
EEESN atr0s = "VISTA"
1 ElzelfileftiztrOpVer, 3} = "5.2"} and (strProductTspe <= "1} then
atrld = "Wa0a"
= ElaelfileftiztrOpVer,3) = "5.2") and (etrProductlype =
atrls = "EP"
ElzelfileftiztrOpVer,3) = "5.1") and (strProductlype =
%iﬁﬁge Sub ChkOSVersion y [ E]sztrDS = "{pP" ;ﬁ ﬁu ltt Frl'
@ — i striessage = Displasiessage(conlABEL_CODEND2) X
OB j:g:n Fggﬁ Call Mezghoxletriessage, whOEORly + whlritical, strli (o | “E
OxNERHER0) =7 I5k Call CleanupandExit £ I ,%
= End If
hE =
End Sub 35




& FlLocalGPORZ X EAGPO(2/4) )
o« BRABEUBUTHSEEE

'Checks whether the operating avetem iz Windows XP or _
‘Mindowsg Server 2002 or Windowz Vizta or Windows Server 2008 or _
‘Mindows 7 or Windows Server 2008 B2 or Windows & or Windows Server 8

[fileft{atrOpVer,2) = "6.2"% and (atrProductTeyne <= "1"% then

gtris = "Ts12" /\
Elzelf(Left{atrOpVe =
gtrlS = "Ting" ® 'ﬂ/ ESZ H

Elself(Left(stiOpVe  SEMS BN T T@Apb342 | JiRflEEIE—(TIETE

=trls = "Ws0sR2"

LAy iraRe Istrl\/lessage = DisplayMessage(conLABEL_CODE002)
Elzelf(Left(atrOpVe

str0S = "1S08” lCaII MsgBox(strMessage, vbOKOnly + vbCritical, strTitle)
Elzelf(Left(atrOpVe

Elsgtﬁfegt;zt%i%e Ca” CleanupandEX|t
str0S = "§S0z" ~ "
Elsel f(Lett(seroprer STFOS = Win8

atrls = "EP" === VA "‘?
Elgelf(Left(atrOpVer,3) = "5.17) and (2t. roduoctlype = 1) then “F§12E"i£
- 11 11 E —
F]qftrDS iF ﬁ/\ﬂaa

‘atrMesgace = DigplayMeszace( conlLAEEL _CODEODZ)
‘Call MzeEox(ztriezszage, wh0EOnlvy + whlritical, =trTitle)
'‘Call CleanupandExit
2trdS = "Tind"
end 11

End Sub
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o 2t T LocalGPO Command-line | I8 EA i — 5
1ZF T D ZMEBEE D HIT

o EBGPOFIE IS H B SIS

¥

| {BB&%:SEAD—FFCD—4?53—ADE?-FQB2‘I 2.

=R =
<« 9 SR FC0-4763-AD67-FOB2125C54DA j o 2

o
= [BBe.. O
* RETE noER
& @ B8 St
G %IEL*E.S[E W SE

BAE

¥ T

a i LA @ xn

= BER .

EEER N et R 7E IR (&
$;l' ?j- 3 EEE

7 ﬁﬁ%é;. LocalGPO Command-line

EHGPO

B
i
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& LocalGPORHE AGPO(4/4) )
.00V
e X "LocalGPO Command-line ; i AEA

—cscript LocalGPO.wsf /path: <X B GPORISZEL B $3 I8 >
S AHgpupdate /forcets T E#T#HRE
A FE)

£: LocalGRO Command-line
I ) II . 15
B R

Modifving Local Policwy... thiz p

B AR
SHihEE
R
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EEALGPORRRXEAGPO(1/3) )

o THIREMHLGPORT EEISE

o NEIAILL : https://www.microsoft.com/en-
us/download/details.aspx?id=55319

Microsoft Security Compliance Toolkit 1.0 o

This set of tools allows enterprise security administrators to download, analyze, test,
edit and store Microsoft-recommended security configuration baselines for Windows
and other Microsoft products, while comparing them against other security
configurations.

Choose the download you want
@ Details Download Summary:
File Name Size KENECS

@ -\vstu'n ‘\Lqum.mcn's . Ao
o :LGPOZp 797 KB =
L

@ Install Instructions

PolicyAnalyzerp 15M8
w0 = LG
nﬁ nn ;c L
Windows 10 Version 1507 Secunty Baseline2ip 904 KB .
Windows 10 Version 1511 Secunty Baselinez2ip 902 K8 Total Size: 797 KB

Windows 10 Version 1607 and Windows Server 2016 Secunty Baselinezip 1.5 M8

Windows 10 Version 1703 Secunty Baselnezip 1011 KB
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e X5%ZE "Command-line . ZBERE-EE " DIAHK
EEEBETHIT .

e ¥ "Command-line ; @A AYI#LGPOH &£
—cd<MELGPORE B 0L B SR>

i.-' Windows PowerShell A= {BB&DSEAD-FFED-MSS-ADS?-FQBZ‘I2...

Eg? Windows E7

-

*== @} 3B 3= < . '
i8 TrEEs nﬁ%ﬁ?&ﬂﬂ s oA i 2= LA
r BER | EEE5H
b > S T
(1] | semren TEIEEEEE

TEETHEFIW

B »o _BEFEEW

% LEREZESSAUSA)
BEEEUED

E'..E e

B A %

2K =R
ﬂf:l 1§§ EE /
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.
SEIA:

e ¥ "Command-line ; @i AzE
—LGPO.exe /b <{B¥IIEE>HE M E
~LGPO.exe /g <#BEIF1E > FFGPO

= TR Bl g

WAEA

=hs
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ADEIE FHRE 5 = (1/4) ),

o [FFIRSOPE A+ #H/R Al

— 25 "Command-line s BEREGiIE—-ZEE ' DRGFEE
WEH 7T

~ "Command-line . $ﬁ‘ﬁ/\Rsop.mscﬁ%@ﬁ%ﬁﬁﬂﬂm

.! Windows PowerShell B 24 EES 2B TS _ - <

(c) 2016 Microsoft Corporation. E{EERFHE -
3*¥tﬂ—‘F”ﬁ%$U

AR 1%ﬁu
BER | eEsedy

CoAlindowahavetendZ=raop. nac

CohTindowetevatendds

BHAEM
REt )

o
AT
I EIEREERPR
FERTEFIE
BHEHEEW
) LI2HSESSSHTA)
BEEEUEQD

HELES F ¢

44



ADIRIE FRIEEE KL TV (2/4)

o FFHRSOP*a

SiFAHIRR

EEEERRIERE..

=18 Microsoft Management Console &5 T FIEZ#I RSoP mARSEER -

i # Microsoft Windows Vista Service Pack 1 (SP1) B# » BEIE S4E (RSoP) HEFSEET
ETE Microsoft B2EFEIRT - EEREHHERAETRAETEANEE Microsoft B2EFEI
E EERSSFTIE gpresult -

ZEu Il

BANEEA

RAIER
4=

TEEE  SHE

ZEEE 2z |

=y i EElEsE - O
EHEEE GCB\test .

- . F ERR DEA) BEV) BUES0) 58 SRER(H -
e — s & ==O (_)_ EE(0) V) EEH g x
sReE GCB\Z WIN10 pale ARl alEFN 7|
ETERRRNTE = 5] test & 3 WIN10 - RSoP 9 =a EREE 7IE GPO

v ERRE [esassunersnes el Windows10AccountSettings
o [ =BuaraEpesEs CEH Windows10AccountSettings
9 va Wlndow& =E L =EREERER 90 % Windows10AccountSettings
v B m2enE == _ : .
" j ’FE.'E'F'?EJ | =EzEERER 1% Windows10AccountSettings
EE: SIEEE LzssTEEERES INEHES Windows10AccountSettings
> .j TaEs
s seRss
> [3 2EEs
T
(4 2%
s (A BEEE

[ EFREEEESESE

> O 2Ez8REFR
> [ BEBIEFIRER

@

» [ EHER (EEE802.3) |

> il EESEEE (EEE802.11)

45



ADEIE TR E 5 ¢(3/4) ),

o EAGpresultiz&EE 4R A
—##E " Command-line ), IBEAHE-EE ' URHKE
BE BT,
-1 "Command-line ; B Agpresult /h <1EEREFEK
>\1&Z.html

.! Windows PowerShell

R 10.0.10586]
icrozoft Corporation. Z{EIERRE

| EBARAENE | L EEREELY
| ERRE ) EEEsS
AT

. r I_.il:.
SEIEREE :
EEEJ::iEB iﬁAEEﬁJ

EHSEEW =R

B LEHEESSSATAO el

HEEEUED
e T




ADIZIE T a5 = (4/4) =)

o EAHGpresulti@ERFAHRRA - B~y

N
e GCEVI_WINM1D 9 GCEYbest
REEN: 574245 TF 0X5ia TESN
| mw
m=
l R
— mE
GPO.html -
(—’ a=
—
BEEEE
mae
C U T e
9 L HE R GPo
FETER rEETEER =am Wit | A By TS ttings
Eds iT=gRamE =1 Rt L Tl ]
EARTE A s AFER ingoras 1AL CourTS TGS
e — e TAERRTEEE = Wb | S o St
zzE 7R £$ ﬁ‘H EAREERE 1= Wirdoea 18 court Settings
RS U En T AEEES ZES EEN Windows 1GheourEettngs
7\ W
me B Y GRo
O % I e ] 15 = W Dows | CACCOUTEtgs
NI EY 15 #8 Whingorwe 1A Teu i Sarthings
of =R Lot _Eai-al K | -4 R AL e Ty i

47



EEETOREARL2) &)

o EAGpeditmsciiEE+#H R A

~#h#E " Command-line, #ERAE-EE ' IRGFE
EE B DT .

~i "Command-line s & AGpedit.msc

z Windows PowerShell

BUED o omemy L
HahHE =8 549

R EREEE)
TR THESI0 B A &3
EEFEEW + EE AR
B LEHEESSANTY = =)
EECETED

48



BEEETHRESsRR2) )

o fi

1Gpedit.msci#

Si40/RE8) - ZaoRA0 B

Ef FHBEEFEIFES
BEFR HEAQA) BEN) JEH)
o9 252 H=

= O X

(L

o] zEEE
v il SRRT

O] BRBRT

v ] Windows 32T

. [ zESFE
o ESE- m2/ER)
v G E=2eEE
v (3 BFEE
.4 =EEE

, 4 BEHEHTEE
> L4 TEEE
> [ BEEERZT S/ Windows BiXHE
O] EREEZESER
> [ AE=z8ERR
> [ REBIRFIEER
> L EREDSEFEERE
» & IPESEFE (IS THER)
> [ BREBEERRRTE
> ol L EEISEEE QoS

v [0 2GE8EEE

(] [BE¥&] ThaERA eS|
> [T Windows T4

e —i

=8l ZLERT
LlemassnnsrenseE =11
Lzsyasespess cER
Cl=zEzssmsn 90 =
LlzEzssnsn 1%
LzEsnszsssss IEEHEE
Clzn=gs= 8 E=x

BA/NEFAH

RAIEH

49



HRERRBEREZAZ



ADEE THRERKSEESs® ()

o EMHVEZEA N GPO i) BE A tE—2aE [IFR] -
Blol g 4B R R B 4B 8 E NI (OU) PR [R

01% & BT RS E _gpupdate/forcei‘E%E%ﬁ,%ﬂ
gz - Blo]WiB/RIGEE

5 BEEEE|EE
5 BEF =fE) &RV FBEW) SRR
a5 6 -

o mEEEE ~ || EREEEREH
v A\ B3 gcb.goviw DEEONERIY HEEEE =5
v (B #E
v 33 gcb.govtw Q EFE @ ERAEE GPOSE WM
> :I Dcmam Controllers > | Windows10AccountSettings & 2
o] Bl L 2 &REE)
EE|M)
ﬁéﬁ.lr?;ﬂ?;m'iﬂﬂ countSettin ngs _ E v ﬁmgﬁ(u
i __=J o E sEE ~ -
|£[ Default Domain Controllers Policy =~ rA %ﬁ% ﬂ]z FEESE)--
| Default Domain Palicy e 3 il ()] |
5[ Windows10AccountSettings *i E fﬁ ExmsEM)
5 r@- WIMI EREE EHEEFR
» [ AF3GPO < > |
y L@ # v

51




BHEE T RERLSESs12) )

o FFLocal GPOKEIRIAEE E
— 20 " LocalGPO Command-line s #BEAE-EE "1
AmEEEBRHIT .
—#fTcscript LocalGPO.wsf /Restore

- B A% EAgpupdate /forceta T EHTAHRE i A
JRYGEE TE
E% %ﬁ%fﬂz B % ===5 (0c26PO Comman d-line EE;

BaHE

» IR B — R

2 procesg can take a few nomentg.

e —

ﬁﬁﬁ/\
+

7

'-'-,'-'{":E Windows Defender

z Windows PowerShell




BRI FRERBREST2/2)

o FRHLGPOREIRIGERE
—#3E "Command-lines BB AHE-ERE ' URFEEEES
AT
~#17RD /S /Q C:\Windows\System32\GroupPolicy# 17 il Bx
~#H1TLGPO.exe /g <BHEE> - BEARBRHEDHGPOEZ
- EWFEMEE Agpupdate /forcels T EFAHRE

! Windows PowerShell

FRROIENL |/ EAmaElL
G | EEEEN

ﬂl 13- ) 0=RD /S /0 Covlindova\Systen2iG r.:::.l
npFolic

STENERSEP E : JEERITEEE ¢
$TEE| THEFIK
ERsEEwW
B LEHSEESAMTA)
EECEE

gihdmin‘\Desktop\LGPO=_




IS EIRREZEGCBEREE



{5l 41 2 368 )

e EAGCBE  FREZMEFT UM AEHERRE
HEx#s A0SR T KEEREEWETHIINEE

P > >

Stepl Step2 Step3 Step4 Step5
HEFEz SBHAR ASARE PSHBE BHAZNE
FEFEE RIREE BELERE WGPO AHRRIMAA

AHIRRY - BEHR Il 5h = 38

55



@

ADiz1= FNRZEERIFIGCB



ADEIE FiER BRI GCB(1/11) =)

=0 o : : =R
274 ==
o THEEFYA éﬁﬁﬁ 2T —Active DirectoryE & E
17 AR A 4 BE T
® 5\_ /EJ al 1 (OU)
. :":""Idm"“’ 2EEETR ] Active Directory FHRERERE - . X
. I = T
Active Directory S ERE BEH =EW  BEY ) —
e | F 8 XEd= HEPeETER
Active Directory I BB
An:twe Directory EHEF =R [WIN-UCTNV|| = p— == Hit
Active Directory Bt | FEEHE 3 EHE A
| v & geb.govw ZREHE. w
Active Directory S8E BT _| Builtin =20 InetOrgPerson
. al Computers 9 = msDS-ShadowPrincipalContainer

ADS| 588 2| Domain Cont =5().- mslmaging-PSPs

DNS _, ForeignSecuri (M) MSMQ {75151

21 7 Keys HELER g ﬁzzm |

| LostAndFoung
iSCSI BrEEe = 5
ISCSI g “| Managed Sen| =T Fans - SENT ®

Microsoft Azur m\ﬁ “| Program Data aled(v)

- B " g3 chgovte ERERS O
ODBC EHAE (: BtEﬁL 9 - E 9 o ) Lﬁlﬂu l:lit

ODBC ZEHAE (64 {71 o| tERERER PER l i) l Fﬁ Zn‘H nl%

: ERER(H
- NTDS Quotas ® =l LD EEE B Eﬁi

o € m B - TPM Devices

57



ADBIE TR mAsGCB(2/11) )
o 11 B3 Al FHE EAEE fid 2 Ml 22 Y7 gV )Rl 53l 4B 48 &2 17 (O U)

| Active Directory EEEAEH — O *
BEFR =EA) BRN ERH)
e« R {0 XEd=HE 1T eaETa%

| Active Directory SEREFERRE WIN-UCTN|| =& E=adl st
? % ﬁfﬁﬁ 9 3 WINTD R
A gco.gov.bw
) userd ERE
5[] Builtin E’ 00
s [| Computers H = X
s 3] Domain Controllers - == im
» || ForeignSecurityPrincipals
s ] Keys ==
» [ LostndFound
» [ | Managed Service Accounts f Active Directory ES %
s || Program Data
= A 22 Active Directory EEEZFTRING - SEERENSEEEFERTNATE
’ g System AN - fim saEsET OU) STES OU MKEFERBERANST -
5 Users

2 | = RIERELR
3] RIFEES

"o NTDS Quot Al . .
i 5 TPM Dexlji:ezs 8l &5t 2H 45

TECTEZHAFRTIE?
M #EERA ExEaEFEETEEEED)

(=0 J [ =v |

58



ADIEE T s GCB(3/11) )

o EITAIEHIGPO
BB IR R BRI T
E BRI WA AR A R A R T

|5 BEERIEE - O x
Z BEE =}ER) wEN) FEW)  FHEH) - 8 x
e 25 cHE
E EEEREE gcb. gov.tw TR BEAH FHIEDPE
v A Bl%: gcb.goviw nE =
v [ BEE -
v 3 gcb gowv.tw =28 GPO AEE WMI EREEE
Domain Control ;_5:[' Default Domain Contral.. SETHE i1
L B L =| Default Domain Policy —EH 3
e b spe e St okl Y 7 GPO »
R o 222 1Y —f»r Default D= a5 w).
o \=[ Default Dg ZE(N):
*t Eﬁﬁ » —E—F WM R SEENM).-. 9 TestWindows10AccountSettings| |
> [F AFGPO EEEESERESR0)
> [ % EEERFESW) e
jid BHEEERER (&) v
% BEEEEE EFEER 1
EHAAMH) e s
<

59



ADEE FRZEAHGCB(/11) )

o [E NAIRERIGPO
~-%8 [EARERBE] emWindows 102ZGPOEEA

EARTEE X

B (A FERE
- \ == SEE
EELREE aPo BosneE) BARERR x = Eﬁ i
= -EASERSENENGPO B . =k ==
SRR WM S2EEE - ﬁﬁg;?_ﬂ o BEmET
| B . R g w—
B GPOtE %
H =<

EARTEXARBEEGPOWEMRT - ESTRRENE| E AL aE
AR MRIHEESSFAEE
2 iEERSEEA SRR i

£ RTERAHERAISE - ERENREHNRERNERE -

(VA=

=0 EaEHEn

lator\Deskto p\GCB-Windows10-gpos\Windows10AccountSettings
" [-F_0

BEASEES X

R GPO
EREARTHRE GPO -

1 GPO(A):
=) = i

28 R i R
e 5| Windows10AccountSet. 2017/12/15 TS 0. B

) =

< >

[ RE&EF={E GPO SHHHE(S) e BEREWM

<E—%06) f TN > ik E

60



ADIEE F BB GCB(5/11) )

® /EA/EJnftE/JGPO(m )
-8 [BEARERE

1 52AkWindows 10 2GPOG&E

Rff

A

EMNRTERE

*

=

ESIEREEENTNRE  FEEEEXAES LB UNC EEESSEE -

T R <

EAESEDR (B ARERR /
pEas: 5

EA
TTANMR [EAREEE] - 55
EOFasdEEsiEE UNC BENSE - SR ([T—5H bl

EAEE:

o i)

GPO: Windows10AccountSettings... S AETH

#ANEEA
EE—T [=H] ﬁ@@ﬁﬁﬂi& & Ij]

< F—5@®)

61



ADIEIE FEEmAIRGCB6/11) )

o 52
TS EREESE

E A\ GPORI R A B B iR S8 T 40

B (OU) -

5 REFEAEE

v 3 mEERInE

L] Windows10AccountSettings
> [y WMI B2
> [F AFIGPO

- O >
I BEFR =:iEA) RN BEW  HEBEH - & X
o | 3F LB X6 E

===
2 FEFERIEE =] *ﬁ § * || TestWindows 10AcconntSettings
Vﬂg;ﬁmm’ GPOZ W wmER BE SR 0
W
- 15
v B gcbgnvtw 1] L
g . & ST GPOM
L EE HEEREE X
y [2] ERIFHES Al RBE

3

o TEEERM GPO BRI EEEEENE?

s

== ]

62




ADIEIE TR GCB(7/11) )

o A AR RIS EAHEEE ' REE
o ARV TEE
~FRL "BFAERREIERiERGE L B T E
= TRA) ) -BE T RmEEH A, -8B ?"=Et
" TestWinlOAccountSettings , - EZEAHRBETHHE

EH BEFREE Ef #ERRISERESR - s
EH ERR AN BRV REMW)  HHEH) BEF =:EA) BRNV) SHEH)
ol A1 o [N 7 Wi e | e XEE B
Eimﬁriaug% o A | 5 TestWindows10AccountSettings (W1 » || =8| - Efj@E
ClaeEm v EREE A R e
v 3 gcb.gov.tw U T e Wosyazeeness
» [2] Domain Controllers ’ TI Wind . S| EEEEEHER 4 I
v BREEDL v Hinaows

. [ sEErEL L EEEREHEE 1%
=5l =

%E % Tﬁ [ TestWindows10AccountSettings | EYE - (RE/EE) m%?{igzgﬁﬁﬁﬁ Ezﬁ—jﬁﬁ
> Bl = EE(E). %ﬁﬂ%ﬂm%ﬁ = Ee o A"

Payie Y . o wammos a0 v B EEERE mhi=iE

[ Default Domain ContE EEEEE) W _:E] ESEE i

'=f Default Domain Palig BT EEI EEEE| 1? ﬂﬁ EQ

=] TestWindows10Acco BEW > _:fé] EEEERE

= Windows10AccountSeTmngs = Kerberos EE| ¥

» [ WM S vil* > < ’

63




ADIZIE FiEE e GCB(8/11) )

o HRHRRIHRTEE
o EfEAESEN L Agpupdate /force B #EFHR A
o HIFH TR EE RS ol HFPRIE M

T x EAEERCMDER

B $5EES s5ETTN ) )\E%ﬁ
Hicrozoft Windows [RRAE 10.0. gi '%EL? E\ IJ -

() 2016 Microzoft Corporation 1y
— ~,

5 - Gl

C:oA\WindowahavetendZ=epupdate fforce

ETEEFREL. ..

Bl B B R R ¢
(2) e A R R R T e R

BH =EW

64



ADIEE T s GCB(9/11) )

il e DS

— R 2 i P B B IR SR 1 BB 2L PR B 2 A A EE A (OU)
- BRI EEG

> AR B B A R BIE T

> TR - B AGNEIRAHAR A BT

[”]'JI

] Active Directory EREAEMH 0O X || & zasseE - o X
BEFR HER BEV R2EH EH BER :EW BEV REW  EEH) LA
e | 2@ 0Bz HE eaETE % s a6 HE
3 Active Directory SRE AR @ ' T geb.gov.tw Y BEGISAIEIRE
> B &EEA 113 WINTO v A #i% gcb.goviw AT =%
v 3 g-cb.gf.:n\.f.tw v 38R 6 5
» & Domain Controllers » il Domaln CO” () tefault Domain Control.. ZEIH E
» [ ForeignSecurityPrincipals 9 SHESP)... Jefault Domain Policy CER 3
:
> EEY; o ﬁﬁ'ﬁm EEEAM)..
» [ LostAndFoun .
» [ Managed Service Accfunts FREERRRERC o] X
» [ Program Data & EEEREEEREW
> [ System SO St ol & W b SEE 52 ExEEp ﬁ”’i
- N — = -]
IE\IJ I:Iit i‘j % B %5 =N =EH) e I
= - A AP GPO(S): [22]
1 28 (O] % BAaE | = .
=1=]
#H 48 B5 11 '6)
< 65




ADEIE FiEmARGCB(10/11) )
o I 5 AL 1E
—E@U%%ﬁﬁ%ﬂ@ﬁ%@# I B AR - EE T 4REE

EEL
>R T AR EE RERR ,.“Ei BINARRE 1 — R

"Windowss= %E . —>,.“|5 FHEE . —whE T EBBERA,
R AR ETT IR B

5 BEFREE

\//

2 EEE =E) BEN) SEW) REM

= BERREERES

— [} x
o= fE =8 XaHE RO BEA BEV REH
B rallleni = T
B wEFEE | e ek xdo) 8 :
. i : ~ || =8l EEIE=E
v %‘?ﬁiﬁgb'gwm v —)' E:E“ﬁm% - 4 ERTERERTNEE EEm
v i geb.goviw v | Vindows 57 RREAER I

s 2] Domain Controllers 9: Efzﬁ(i%/w) 1%

s 2] EREESL B ] = i f JﬁlhEEEE‘Eﬁ JEENERE

v _E:f ﬁﬂ]ﬁﬂuﬁﬁ: v i fi E%E L BNEBEE 8 E=x
\E[ Default in Contrallers Policy 7 '“djzﬁféfgm E?EEL
=[ Default Dy > G BRHETEEE i AAS

EE TestWind ZEE(E)... i Kerberos 5 AZ
X Gl SEE =
"‘ELTﬁ Q Vyindows GPO #EE(G) 5 .j éfﬂF‘Eﬁ@ 17 1'& Ei
= ZREE
Hig | IS — > G wmwa .
> Ly < > < >
» [F AFIGPO tEGEER)..
> @ #i EAEEED.. o
BEHEEG).

66



ADIEIE FEEmAIsGCB(11/11) )
o JHlFlSEAL1E
—FHIINEIE 2 BF 40 R Bl W) 14

@,ﬂaﬁa“\a‘ﬁm(w)
ﬁL HMEENI(OV) - BAINSENEL B AR TS —

B BEARRIEE

% EER BEm BEV EBW)  BEH)
e | 2@ 2B X0 BE

H O #EErF =iEw wEV BEW SHEH
| 7m 6 H
5 BEERRIEE
w __-ﬁ % gcb.goviw

EH BERRIER

A 2 12 HY

ar —
- £ maEEE RAREEL ﬁ-zE/_R
. = v A\ B geb.govtw B R R = -
v (& Ee RA Tﬁ% v & En " : HHE
v 3 gcb.gov.tw v i gcb.goviw =
s (2] Domain Controll G PO?IJ > (2] Domain Controllers =
v [ E'ﬁﬂEﬁ‘:F (L

N V:IEHHEEEFL.
w FUELY | @ ==

2w/ Windows10Acc
_:I R ES

ountSettings

VWindows10Acc
= Ellj SBE - 3 BseEm
AR Rl 2 R _ v & saEaIas 1§Fﬁ Tr"l
= omal ontrollers Fo iiﬂ
G PO?EE I HaFnEE = ﬂ"‘c - :

w | Policy

=
jes10AccountSetting EE ﬁi J“E ,ﬂ%_
AccountSettings >

untSettings

o TESERN GPO BRI EEESENS?
> Ly WMIETEE

» [E AFIGPO

67



@

BiIRIE MREEAIGEIGCB



Microsoft Security Compliance Manager

(SCM)7T 48

@

e SCME—®RELHET - AKEZEIIWindows B F i
Bife frze IR IR EEL E R T
e B : Windows7 ~ 8110
o NEjAHIL :
=L EMicrosoft NET Framework 4
> httpS.//WWW.mICI’OSOft.CO M/ZN-  [Microsoft NET Framework 4 (B =mE=)
' 2id =
tw/download/details.aspx?id=1 —
-SCM 4.0 v PP V—
>https://www.m|cro§oft.com/en— L —
us/download/details.aspx?id=5 |
3353 e

69


https://www.microsoft.com/zh-tw/download/details.aspx?id=17718
https://www.microsoft.com/zh-tw/download/details.aspx?id=17718
https://www.microsoft.com/zh-tw/download/details.aspx?id=17718
https://www.microsoft.com/zh-tw/download/details.aspx?id=17718
https://www.microsoft.com/en-us/download/details.aspx?id=53353
https://www.microsoft.com/en-us/download/details.aspx?id=53353
https://www.microsoft.com/en-us/download/details.aspx?id=53353
https://www.microsoft.com/en-us/download/details.aspx?id=53353

Z#£Microsoft NET Framework @

e #H 1T "Microsoft NET Framework ; Z&£5g—
whE | = OEFEEE
o EMicrosoftEi i B MR ERM B - 2iE ' I

EREUERERERA-ME 2K ~>TH

NET Framework 4 ¥
HEEERE T

MICROSOFT i b5 il 12 1

[Cecamins=snn | =1 N NET Forme vk 4 T -

oft*
TR IHE 4 T
HET et HEeg: 0 e

70



Z3x=SCM(1/3) »

o H1T 'SCM J ZRIE-ME ' &1 NFFLER

e T Welcome to the Security Compliance Manager
SetupEE—#%Z ' Next .

e Ttlicense AgreementBH — 2 EFEXEEmE—
% " Next

s Y |3 Microsoft Security Compliance Manager Setup
z o

- < -~
Microsoft Se _ari

Welcome to the Microsoft Security U "
Compliance Manager Setup Wizard cense Agreement
Fleaseread thefollowing license agreement carefully.

This wizard guidesyou through the orocess of installing 4
SC M 7-;| ,:é'_', Microsoft Secunty Compliance Manager,
ﬁ =< EEI
I you have not previously installed Microsoft SQU Sery
E«press Edition, thiswizard guides you through the pro

nstalling Microsoft® SQL Server® 2008 Bxpress Editlon
befors the Microsoft Securty Compliance Managerinstal

»

MICROSOFT SOFTWARE LICENSE TERMS a

MICROSOFT SECURITY COMPLIANCE MANAGER VERSION 4.0
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They apply to the software and documentation included in the product
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